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Until some brilliant researcher comes up with a better technique, scan detection will
boil down to testing for X events of interest across a st ed time window
Stephen  orthcutt

ortscan detectors in net or intrusion detection products are easy to e ade. hey classify
a portscan as more than  distinct pro es ithin M seconds from a single source. his paper
egins ith an analysis of the scan detection pro lem and then presents Spice Stealthy
ro ing and ntrusion orrelation ngine a portscan detector that is e ecti e against
stealthy scans yet operationally practical. ur design maintains records of e ent li elihood
from hich e appro imate the anomalousness of a gi en pac et. e use simulated anneal
ing to cluster anomalous pac ets together into portscans using heuristics de eloped from
real scans. ac ets are ept around longer if they are more anomalous. his should en
a le us to detect all the scans detected y current techni ues plus many stealthy scans
ith managea le false positi es. e also discuss detection of other acti ity such as stealthy
orms and S control net or s.



ortscanning is a common acti ity of considera le impor
tance. t is often used y computer attac ers to character
1 e hosts or net or s hich they are considering hostile
acti ity against.  hus it is useful for system adminis
trators and other net or defenders to detect portscans
as possi le preliminaries to a more serious attac . t is
also idely used y net or defenders to understand and

nd wulnera ilities in their o n net or s.  hus it is of
considera le interest to attac ers to determine hether or
not the defenders of a net or are portscanning it reg
ularly. Ho e er defenders 1ll not usually ish to hide
their portscanning  hile attac ers ill. or de niteness
in the remainder of this paper e ill spea of the at
tac ers scanning the net or and the defenders trying to
detect the scan.
here are se eral legal ethical de ates a out portscan
ning hich rea out regularly on nternet mailing lists
and ne sgroups. ne concerns hether portscanning of
remote net or s ithout permission from the o ners is
itself a legal and ethical acti ity. his is presently a grey
area in most urisdictions. Ho e er our e perience from
follo ing up on unsolicited remote portscans e detect in
practice is that almost all of them turn out to ha e come
from compromised hosts and thus are ery li ely to e hos
tile. So e thin it reasona le to consider a portscan as
at least potentially hostile and to report it to the admin
istrators of the remote net or from hence it came.

Ho e er this paper is focussed on the technical ues
tions of ho to detect portscans  hich are independent
of hat signi cance one im ues them ith or ho one
chooses to respond to them. Also e are focussed here on
the pro lem of detecting a portscan 1ia a net or intru
sion detection system S . etrytota einto account
some of the more o ious ays an attac er could use to
ut to remain 1th an approach that is
practical to employ on usy net or s. n the remainder of
this section e rst de ne portscanning gi e a ariety of
e amples at some length and discuss ays attac ers can
try to e stealthy. n the ne t section e discuss a ari
ety of prior or on portscan detection. hen e present
the algorithms that e propose to use and gi e some ery
preliminary data ustifying our approach. inally e con
sider possi le e tensions to this or along ith other
applications that might e considered. hroughout e
assume the reader is familiar ith nternet protocols ith

asic ideas a out net or intrusion detection and scan
ning and ith elementary pro a ility theory information
theory and linear alge ra.
here are t o general purposes that an attac er might
ha e in conducting a portscan a primary one and a sec
ondary one.  he primary purpose is that of gathering
information a out the reacha ility and status of certain
com inationsof  address and port either or .
e do not directly discuss M scans in this paper ut

a oid detection

the ideas can e e tended to that case in an o ious ay.

he secondary purpose is to ood intrusion detection sys
tems ith alerts ith the intention of distracting the net

or defenders or pre enting them from doing their o s.
n this paper e ill mainly e concerned ith detect
ing information gathering portscans since detecting ood
portscans is easy. Ho e er the possi ility of eing ma
liciously ooded ith information 1ill e an important
consideration in our algorithm design.

e 1ll use the term scan footprint for the set of port
com inations hich the attac er is interested in character
1 ing. tis helpful to conceptually distinguish the footprint
of the scan from the script of the scan  hich refers to the
time se uence in hich the attac er tries to e plore the
footprint.  he footprint is independent of aspects of the
script such as ho fast the scan is  hether it is random
1 ed etc. he footprint represents the attac er s informa
tion gathering re uirements for her scan and she designs
a scan script that ill meet those re uirements and per
haps other non information gathering re uirements such
as not eing detected y an S .

he most common type of portscan footprint at present

is a hort ontal scan. 'y this e mean that an attac er
has an e ploit for a particular ser ice and is interested
in nding any hosts that e pose that ser ice.  hus she
scans the port of interest on all ~ addresses in some range
of interest. Also at present this is mainly eing done
se uentially on port S . Ane ampleissho n
in igure ut other ports are common also including
et S le and print sharing linu conf and

telnet .  he distri ution of ports of interest changes

o er time as the popularity of di erent e ploits gro s and

anes in the attac er community.

ertical scans are also seen. his is here an attac er
scans some or all ports on a single host. Here the rationale
is that the attac eris interested in this particular host and
ishes to characteri e the ser ices on it perhaps ith a
ie to nd hich e ploit to attempt or to nd a suita le
e ploit 1a her net or of contacts and resources. art
of an e ample ertical scan produced using the popular
nmap scan tool  is sho n in igure n some cases
scans may only target a small range of ports. or e ample
a scan on ust three ports is sho nin igure . his as
an actual scan e detected ut the purpose of this scan
and the tool used to generate it are currently un no n.
A scan may com 1ine hori ontal and ertical types into a
block scan of numerous ser ices on numerous hosts. More
complicated geometries of hat is to e scanned are pos
si le in principal though not seen much in practice.

urning no to the indi idual scan pro es a num er
of types are no n. onsidering rst perhaps the
simplest type is for the scan tool to simply initiate the
full three ay handsha e nmap s for e ample . f the
handsha e succeeds the port is open  hereas if it does
not the port is closed or perhaps ltered at some pac et



lter or re all de ice in front of the target address. his
scan type is sometimes used y security consultants ut
rarely y attac ers. rom an attac ers standpoint the
dra ac to this method is that since the accept call
on the soc et at the ser er end has completed the ser er
application may generate a log entry for the connection
perhaps ia rappers on ni and similar systems .

his lea es a trace of their acti ity unnecessarily.

he most popular scan pro e therefore is a syn
scan nmap sS . n this application the scan tool gener
ates ust the initial syn pac et. f this reaches an open
port the ser er ill respond ith a syn ac pac et. f
the port is closed the ser er ill respond ith a reset. f
there is simply no response this suggests that the port is
re alled et een scanner and ser er. Modern scan tools
can generate these syn pac ets to many hosts ery rapidly
and then collect and collate the responses asynchronously
as they arri e ac at the scanning machine. Since the
scan tool ne er completes the three ay handsha e e en
if a syn ac is returned the host accept soc et call ne er
completes successfully for that instance and so no log of
the scan is generated on the host machine usually .
here are other scan pro e possi ilities. or e ample

syn n scanning in ol es sending pac ets ith oth syn
and n agsset. hisis acom ination that ould ne er
occur in normal tra c. he attac er s hope in send
ing this is that an incorrectly implemented pac et lter

hich ould not pass a are syn pac et ill pass the syn
n pac et. in scanning ust ag alone and MAS
scans similarly hope to pass a re all and result
in a reset from a closed port and nothing from an open
port.

Ac scanning in ol es sending an unsolicited pac et

ith ust the Ac  ag set. t cannot distinguish open
ports from closed ut can sometimes e used to map re

all rule sets according to hether pac ets are dropped
or result in resets .

Additionally an important application of
portscanning is operating system S identi cation. his
relies on the fact that the s do not spec
ify ho to handle illegal unanticipated ag com inations.

hus di erent implementations do it di erently and these
idiosyncrasies can e used to determine hat S isin use
at a particular  address. or e ample one popular tool

ueS sends se en pac ets

S A

A
S
SH
S

and denote the reser ed ags. All pac ets ha e
a random se uence num er and a ac eld. he replies

are e amined for their ag com ination ac and similar
and this is compared to a ta le of popular Ss.
urrent scanners can determine many inds of operating
systems for e ample nmap
di erent cases. n the face of it this represents a out
its of information. Ho e er there are pro a ly only a
couple of 1its of true entropy per host ecause most hosts
ill ha e one of ust a fe popular operating systems.

can distinguish

scanning 1s a little di erent from scanning
in that if the port is open the ser er 1ill typically not
respond to the pro e since the pro e pac et 1ill not usu
ally e a alid re uest in hate er protocol is eing used
o er that port . Ho e er if the port is closed the ser er
should respond ith an M message of ype and
ode estination nreacha le ecause ort nreach

a le. hus scanning in ol es listening for the M
responses from closed ports and then assuming that any
ports that do not respond are open.  his is sometimesslo

since hosts may rate limit ho they send out the M
messages and unrelia le since pac ets may e lost ith
no ay to tell . scans are much rarer in practice than
scans at present

do occur.

ut they certainly are possi le and

or more detail on portscanning techni ues see
p to date information can presently e found at
rom the standpoint of a net or intrusion detection
system all the scan pro e types hich in ol e illegal
ag com inations are e tremely straightfor ard to detect.
ules hich simply ag any pac et ith a non standard
com ination of ags ill detect all such scans ith essen
tially no false positi es.  hus although these are often
referred to as stealth scans they are not stealthy for
our case. A net or intrusion detection system is much
more challenged y full connect scans syn scans and
scans here the indi idual pac ets could on the face of it

e normal tra c. n the remainder of the paper e shall
concentrate on these cases.
t is helpful for us to e a le to characteri e ho g

a scan footprint is or ho  ig the portion of the footprint
hich falls into some particular organi ation s domain of
space 1s. learly this tells us a lot a out ho di cult

a scan 1s going to e to detect and thus in measuring the
e clency of portscan detection it s useful to parametri e
against the si e of the scan footprint. or e ample a scan
of e ery port on e ery host of a full lass net or in
ol es the attac er chec ing distinct host port

com inations. his is going to e hard to hide. y con
trast an attac er hoonly antsto no  hether asingle
port is turned on on a single host on our net or ill nd

it much easier to e ade detection.
he simplest method then of si ing a footprint is ust
to count the port com inations the attac er needs to
test. e call this the total si e of the footprint. rom the
attac er s standpoint this is often a good metric of ho
ig her scan is as it may e directly related to the num



er of 1its of information a out the target net or that
she o tains as a result of performing her scan. Ho e er
this is not al ays so sometimes the attac er is attempt
ing to o tain a num er of its of information from each
port com ination. S detection is the most o 1ous
case in point. hus it s useful then to tal a out the total
information of the footprint as eing the total num er of

its of information the scan is intended to o tain.

Ho e er there are alternati e metrics that are useful
from a detection standpoint. o moti ate these e con
sider that some pieces of the scan may e far easier for
us to detect than others. Most o iously if a scan pro e

nds an open port it is much harder for us to determine
that this as a scan than if it hits a closed port. his is
ecause other than some miscon guration normal tra c

ill not hit closed ports ery often. ormal nternet users
do not generally attempt to nd ser ices y ma ing con
nections to the host port in wuestion to see hether the
ser ice is there. ather they rely on arious forms of ad

ertisements to tell them here ser ices are for e ample
lin son e ser ers to other e ser ers S informa
tion information a out here mail ser ers are that users
enter into their computers manually .
to closed ports are inherently a lot more suspicious than
connections to open ports though y no means guaran
teed to e intrusi e . So another measure of the si e of
a scan footprint is the closed si e of it  the num er of
distinct port com inations the scan is targeting hich
are in fact closed at the time of scanning.

hus connections

ndeed one approach to portscan detection is not to loo
at the scan pac ets  hich e ill call forward scan de
tection  ut rather to loo for pac ets that could e re
sponses to portscan pro es from closed ser er ports
resets in the case of scans and M port unreach
a le pac ets in the case of e refer to this as
backward scan detection.

scans.
he ad antage of ac
detection is that the pac ets are inherently more anoma
lous than the pac ets used in for ard scan detection. he
dra ac isthat e 1ill miss portscans into empty  ad
dresses  hich are particularly diagnostic. or ard and
ac ard scan detection are oth of alue and comple
ment one another. n the remainder e 1ll generally use
the language of for ard scan detection for the sa e of de
niteness ut most of our techni ues apply e ually to oth

ard scan

cases.

e present one nal metric  hich is the one e ma e
most actual use of and hich is a generali ation of the idea
of the closed si e of a scan. Suppose that the current pro
a 1lity distri ution of normal tra ¢ to ports and hosts on
the protected net or 1is no n in practice it can e es
timated from samples ut is not no n perfectly . hen
hen faced ith any gi en scan pro e for a gi en port
com ination it is possi le to determine the pro a ility
that a normal tra c¢ pac et ould e targeting this

port. hen e can gi e a pac et an anomal score A

as the negati e log li elihood of this pro e
log

o the footprint of the scan is de ned y a set X of
indi idual e can therefore de ne the total anomaly
score of the scan as

ote that this is not usually the log li elihood of the o er
all scan ut it is a con enient measure of ho easy it

ill e to detect this particular scan. he more unli ely
the port com inations the attac er needs information
a out in terms of our usual tra c¢ the more easily e
should e a le to detect her.

t s important to understand that the anomaly score of
a scan is site dependent. f t o sites ha e e actly the
same con guration of hosts and ser ices and oth sites
are scanned in an identical ay the anomaly score of the
scans may e uite di erent if the pro a ility distri ution
of tra c is di erent. en if the t o usual tra c distri

utions are isomorphic if the olume of normal tra ¢ on
one site is much greater than on the other site then the
scan ill e more anomalous on the high tra c site.
e also note that e are ma ing a simpli cation here.
he pro a ility distri ution of tra c is time dependent. f
the scan is spread out o er time then the anomaly scores
for di erent pro es are de ned ith respect to di erent
pro a ility distri utions hich ma esour de nition of the
total anomaly score for the scan footprint logically incoher
ent. e do not thin this issue is of practical importance
at present and so e ignore it.
eno turn toloo ingat hat an attac er can do ith
her script to ma e it hard for us to detect her in estigating
her chosen footprint. A ariety of techni ues are a aila le
to her.

Changes of scan order Most scans in the ild at present
mo e through  addresses se uentially going from lo er
to higher. Ho e er if this assumption is used y defenders
in detection it is straightfor ard for attac ers to change
it. andomi ing the order in hich  addresses and ports
are searched can easily e done. nmap is currently capa

le of randomi ing the addresses it uses ithin loc s of
20 hosts. Also if an attac er suspects that a particular
detection algorithm is in use the scan order can e con
structed maliciously to put that detection algorithm into
its  orst case performance.

Slowing down  y slo ing do n the scan an attac er
can ma e it more di cult to detect.  his easily defeats
current nai e scan detectors y simply e tending the scan
so that successi e pro es appear out of the detection in
do . t forces any detector to eep more state and pic
the scan pattern out of far more normal tra c. hus de
tection ecomes moredi cult. he price the attac er pays
is that it ta es more time for her to o tain the information



she needs. hus it may e useful to characteri e scans y
the a erage information rate the scan is achie ing ho
many 1its of information per second it disco ers on a er
age .
andomt ing inter probe timing. eterministic de

lays et een pro es can help some detection algorithms.

herefore it is of alue for an attac er to insert random
delays into the pro es. An e ponential aiting distri u
tion ould e a natural thing to try to introduce noise
into the process ut po er la distri utions ith long
tails could also e used since it is no n that net or
tra c distri utions often ha e features of self organi ed
criticality

andomi ing non essential elds ields such as se

uence num er ac num er id and source port in
the scan pac ets are often hard coded ith ed aluesin
current scans. Alternati ely they may e generated ith
some simple deterministic algorithm. his ma es detec
tion easy and so attac ers are li ely to randomi e them in
future.

A ecting the source address  he source address is more
di cult for an attac er to a ect and so is a ey piece of
information for scan detection. n the simplest case the
attac er does need to use a real source address since she
needs to see the pac ets that ser ers generate in response
to the scan in order to no  hat ports are actually open.

An e ception to thisisif an attac erisa le to monitor a
net or close tothe target net or perhapsthe S ofthe
target net or n that case the attac er is free to forge
the source addresses randomly and rely on monitoring to
see the response pac ets. hisidea has een implemented
in at least one tool cmpenum his idea ill often
not e practical as the attac er may not e a le to com
promise the S or if she can the fast s itched net or s
there may not e amena le to net or monitoring.

Ho e er as adi ersionary tactic it is certainly feasi le
for an attac er on a net or that does not perform egress

ltering to create additional pro es ith forged addresses.
map has a mode to do wust this in o ed y command
line option his ma es it more li ely the scan 1ill e
detected ut harder to determine hat response to ma e.

Distributed scanning. An attac er
scan from a num er of di erent real
in estigate di erent parts of the footprint from di erent
places.  his complicates the detection tas . n the e
treme case large net or s of agents similar to those used
for distri uted denial of ser ice attac s could e used for
portscanning. As of early

elopment ut not in idespread use. t is reasona le to
assume that portscanning may e ol e in this direction.

ho can launch her
addresses can

such tools ere under de

e should assume that all these tactics 1ll e used y
attac ers. Some are in use already. t may ta e se eral
years for tools 1th all these features to e in idespread
use ut it 1ll certainly happen e entually. And sophis
ticated attac ers ith large udgets could de elop tools

ith these features in se eral months e ort and mayha e

done so already .
t 18 orth noting also that some common e ents loo

li e hostile portscans wut are not. A ariety of net or
computer games ill on startup contact a range of dif
ferent ser ers ery rapidly often using he scans
often use a default port ut ith ariations depending on
the indi idual ser er. An e ample from the popular game
Half ife issho nin igure

Also e pages ill sometimes contain elements located
on se eral di erent ser ers ads scripts and graphical el
ements may e in a ariety of di erent places .  hen the

ro ser loads the page it 1ill issue a uic urst of S
loo ups and port connections as it assem les all the
resources 1t needs to render the page. his may trigger
present day portscan detectors.

o our surprise there seems to ha e een ery little
or on the pro lem of e ciently and relia ly detecting
portscans. 1 en all the research in intrusion detection
o er the last decade and a half and the enormous practical
importance of this pro lem it is stri ing ho little atten
tion it has recei ed. A num er of research S systems
data mining studies etc. must ha e detected portscans
ut ho they did so is not generally pu lished or com
mented upon. ommercial systems generally use the nai e
algorithm to the est of our no ledge. Ho e er they
may often e un illing to re eal their algorithm choices.
e sur ey the fe rele ant systems here.

S

he et or Security Monitor SM as the rst
S and also the rst S to detect scanning. t had
rules to detect any source address connecting to more
than 15 other source addresses presuma ly ithin
some time indo ut this is not clearly speci ed in the
paper .  hus it pioneered the algorithm that has een
used y most systems e er since.

r DS

he raph ased ntrusion etection System r S
prototype as uilt y a is the team in
ol ed t o of the present authors . t
detect rapid automated hostility of arious inds includ
ing portscans. t as the rst system to attempt to do
this on a large scale using hierarchical processing.

as intended to

r S detected portscanning y uilding graphs of ac
ti ity in  hich the nodes represented hosts and the edges
represented some net or tra ¢ et een hosts. hus a
scan pro e could e represented as an edge et een the



scanning host and the ser er eing scanned. r S as
sem led these edges into graphs ased on the fact that the
edges shared at least one node and on other user de n
a le rules.  hus scans in  hich all the pro es had the
same source could e detected. n practice the rules

ere usually conditioned on time so that only scans that
occurred fairly rapidly ere detected. his as not a lim
itation in principle ho e er  hereas the restriction to
same source  of pro es as.

r S had a comple design hich allo ed it to propa
gate information a out graph edges up a hierarchy of pro
cessing engines hich ie ed the net or on larger and
larger scales.  his ena led it to detect e en ery sparse
random scans as long as they ere rapid and used the same
source

r S had no notion of anomaly or pro a ility for pac
ets so it ould al ays e limited in its a ility to handle
stealthy scans. Additionally the prototype implementa
tion asin erl and as uite slo for modern net or s.

onetheless it  as used in practice for a num er of months
onanet or ofa outahundred hosts and as uite useful
there.

Snort ortscan re rocessor

Snort is an open source light eight net or intru
sion detection system ased on li pcap t can produce
real time alerts as ell as pac et logs in a ariety of for
mats. Snort has a e 1 le rules language to descri e hat
alerts should e alerted logged or passed. 1 erent mem
ers of the Snort community pro ide rules that can e used
for a particular installation and sites can rite their o n
rules. he detection engine uses a modular plugin archi
tecture  hich allo sde elopers to e tend Snort and users
to choose the functionality re uired to meet their needs.
he portscan detection functionality in Snort is made
possi le y a preprocessor plugin.  he Snort portscan
detector attempts to loo for or pac ets sent
to any num er of host port com inations from a single
source host in  seconds here and are user de ned
alues. Additionally the portscan detector loo s for single
pac ets that are not used in normal operations.
Such pac ets ill ha e odd com inations of ags set
or no ags set at all.
pon arri al a pac et s structure is chec ed for sound
ness. he pac et is then tested to see if it is part of a scan
currently in progress. his is achie ed y comparing the
pac et type and source address to those of scans currently
eing in estigated. f it is not part of a current scan it
ecomes the starting node of a ne scan. ther ise the
matching scan s pac et count is incremented and a chec
is made to determine hether the threshold of pac ets
sent in  seconds ase ceeded. fso the scan is reported.
he scan ill also e reported regardless of the threshold
eing ro en if the pac et contained an a normal
ag com ination.

he current ersion of the Snort portscan detector has
a couple nota le shortcomings that can easily e used to
e ade portscan detection. irst itis una leto detect scans
originating from multiple hosts. Also the threshold is de
termined y a static com ination of user speci ed num
ers. he threshold is usually set high enough to allo for
only a eara le amount of portscan false positi es. As a
result it is ery easy to a oid detection y increasing the
time et een sending scan pro es.

merald

he M A system from S nternational has
also een used to detect portscanning and uses a di er
ent algorithm than the usual one. M A can regard
each source  address communicating 1th the monitored
net or as a sub ect. t constructs statistical pro les for
su ects and matches a short term eighted pro le of su
ect eha ior to a long term eighted pro le.  hen the
short term pro le goes far enough into the tails of the dis
tri ution for the long term pro le M A ie s it
as suspicious. ne of the aspects of su ect eha ior can

e the olume of particular inds of net or tra c gener
ated. hiscan e used to detect portscanning as a sudden
increase in the olume of syn pac ets for e ample from a
particular source

his approach has some limitations. t1s not capa le of

detecting slo stealthy scans since those ill not create
the ind of sharp olume increase that M A loo s
for. t also cannot easily correlate distri uted source scans.
And nally itisnotclearho M A ould interpret
scanning from s that ha e ne er een seen efore and

hich ha e no pro le.

So ho might e detect a slo randomi ed scan hich is
uried in days ee s or months of normal tra ¢ f e
only use a short detection indo e ill missslo scans.
Ho e er if e try to use a long detection indo e
face searching through massi e amounts of normal tra ¢
loo ing for patterns. t s generally completely infeasi le to
sa e all net or tra c for any length of time since there
is so much of it.
he ey insight that
trying to gather information hich she does not already
no and she istrying to nd out this information in some
systematic ay rather than simply approaching the target
site as any normal user ould. f course a good attac er
ill ha e used less noticea le reconnaissance rst ut if
she is portscanning it implies a desire to no a out ports
that may or may not e open. herefore at least some
of the portscan is li ely to e highly anomalous tra c rel
ati e to the usual tra c¢ distri ution. f the pac et has
unusual features i.e. is a crafted pac et this 1ill e

e In o e 1s that the attac er 1s



still more true. hus our approach 1s to sa e information
a out pac ets to e searched later ased on ho anoma
lous the pac et is. hus a syn to port linu conf
ona indo shost ill esa ed for much longer than one
to port http ona no n e ser er. hisallo susto
accumulate such rare e ents o er a longer period of time.
e then try to group the sa ed pac ets together into
acti ities that are similar using simulated annealing ith
a ariety of heuristics discussed later. ac ets that fall into
a si ea le group are also sa ed longer thus meaning that
a stealthy portscan ill e sa ed grouped and noticed
hile normal tra c on the site 1ill timeout and e lost
from state uic ly.

Architecturally Spice hast o inds of components an
anomaly sensor and a correlator. he sensor Section
monitors the net or and assigns an anomaly score to each
e ent. hose e ents that are su ciently anomalous are
passed along ith their anomaly scores to the Spice corre
lator Section his correlator groups e ents together
and reports scans. Section rie y discusses theoreti
cal limits on  hat Spice can detect. e discuss ho the
anomaly sensor Spade  as implemented in Section
and ho e implemented the correlator in Section

Anomalous e ent assessment

As discussed in Section e assess the anomalousness
of an e ent ased on the pro a ility that a normal e ent
ould loo li e the e ent. hisis ased on pac et header
elds such as source destination source port desti
nation port protocol or and protocol ags.
Some com ination of these should go into the characteri
ation of the pac et for these purposes. he optimal ay
to do this in general could e the su ect of years of re
search and may ary ith the monitored net or . e
descri e t o general approaches.
der to assess the anomalousness of e ents the sensor ill
need to maintain pro a ility ta les of feature instances
and multi dimensional ta les of conditional pro a ilities
o ser ed. e discuss ho e implemented this e ciently
for Spade in Section
he rst approach is to directly maintain the oint pro
a ility of a certain set of features. hat is directly mea
sure things i e  destination port,destination  ,source
,source port . his has the ad antage of simplicity.
Ho e er if there are more normal com inations of this
than are seen regularly on the net or then the result
can e noisy and not relia le. Also maintaining all the
di erent com inations of alues may e resource intensi e.
enerally employing as fe features as needed to char
acterl e the pac et s pro a ility should ma e this more
tracta le.
he second approach is to construct an estimate ased
upon more limited pro a ilities and conditional pro a il
ities such as

n either case 1n or

and

using a construc
ayes net or
A ayes net or is a diagram descri ing ho  aria les
in a system of aria les are related. or e ample it ill
descri e hether t o aria les are independent or condi
tionally independent. f aria les are independent then
there is no need to measure their oint pro a ilities. A

ayes net or that e pro ide in Spade 1s sho n in ig
ure . he ayesnet or allo s us to estimate the oint
pro a ility distri ution hile only measuring the condi
tional pro a ility distri ution of pairs and triples of pac et
header elds hich is a more tracta le thing todo . o
deri e the full oint pro a ility of a pac et the product of
the pro a ilities of each feature in the net or gi en that
the parent features s if any ha e the aluesthat they do.

hus hile the conditional pro a ility of source port gi en
destination port is needed the conditional pro a ility of
destination  gi en destination port is not.

he ayin hich e assessed full and conditional inde

pendence in designing our net or is y ma ing entropy
measurements on li e tra c. e compute the amount of
entropy in di erent elds of the pac et header and then
compute the mutual information et een arious elds
of interest.  his allo s us to assess uantitati ely hich

elds are related to hich others.  ith real net or traf

¢ e erenot a le to esta lish the total independence
of elds ut it might e close enough. 1 en the ayin

hich e use the result it should not e o erly sensiti e to
thise ect. igure sho s the relationship et een source

source port destination and destination port in real

net or tra c. hisis ased on ee s of o ser ation
of syn pac ets on the net or of a small
company. ote that once the source and source port
are no n not much remains une plained a out the des
tination ro iding the destination port as ell e plains
not much more ust its . So the ayes net sho n
is independent of destination
and source port.

tlon no n as a elief net or or

asserts that destination
port gi en source

Portscan correlation in S ice

ents hich ha e an anomaly score greater than a cer
tain threshold at the sensor ill e sent to the correlator.
here they are assem led into groups as descri ed in this
section.
he challenge that e face is that e ish to consider a
num er of heuristics in determining e actly hat to group
and edont no apriori hich heuristics 1ill e helpful
in grouping any particular scan. or e ample in one scan
the fact that the eldsin the  pac ets are all the same
ill e ery helpful hile in another scan the fact that
source port and  address proceed in loc step is  hat ill
e helpful.
he other challenge is that e donot no in hat or
der and ho  wuic ly the e ents to e grouped 1ill arri e
the ordering and timing may e¢ en e malicious. hus



deterministic algorithms can easily e led astray. n this

setting e turn to statistical physics algorithms for inspi
ration though e ill use them in a loose and creati e
ay .

he metaphor that moti ates our approach is this the
e ents pac ets to e correlated are li e atoms li ing in
space.  ach heuristic is e pressed as a onding energy
et een the atoms. hen e create bonds et een those
e ents here the attraction is strongest.  hese are de
scri ed in a graph  here the e ents are nodes and the
onds are undirected edges. e refer to this as the bond
graph.  oughly spea ing t o e ents ill e onded if
there is a strong connection et een the e ents.  ach
ond has a certain strength associated 1ith it. As a con
straint all e ents are connected in a single graph.
roups of related e ents are represented in the graph

y su graphs in hich each connection is a o e a certain
strength. he e ents in such su graphs descri e an entire
group. hus the groups are the connected su graphs left
hen onds ea er than some threshold are deleted.

An e ample correlation graph is sho nin igure

he strength of connections et een e ents is e aluated
pair ise. he form of the e aluation function 1is

here  and  are the e ents hose connection is eing

e aluated are constants and are heuris
tic e aluation functions.  he heuristic e aluation func
tions capture no ledge of ho
he methods y hich a heuristic may operate are
ar itrary. e elie e that a set of simple heuristics can
capture most portscans seen in the 1ild today and that it
isfeasi le to capture the stealthier portscans that areli ely
to e more common in the future ith some hat more so
phisticated heuristics. So as to pre ent any heuristic from
e erting undue in uence o er the e aluation function all
heuristic e aluation functions are re uired to produce re
sults 1thin the continuous range here indicates
the heuristic nds no connection et een the e ents and

indicates the strongest possi le connection et een the
e ents. nitial heuristics are li ely to include

e ents are connected 1n
scans.

eature equalit heuristics. s the source address
the same et een the e ents  he destination port

Ho a out the destination net or fso . lse

eature pro imit heuristics. Ho close are the times
of the e ents Ho a out the destination r the
destination port
ould e. fthey are too far apart the result is

he closer the closer to the result

eature separation heuristics.  his heuristic attempts
to recogni e gaps in a feature s alue et een e ents.
his can e done in a primiti e ay using ust the
t o immediate e ents eing e aluated. t might rec
ogni ¢ ell no nseparations et een e ents e.g.
hour et een e ents or a step of in destination
onsidering the ond partners of e ents allo s more
sophisticated analysis. t can recogni e that a cer
tain feature has the same gap et eent o e ents as
et een anothert oe ents. Ane cient implementa
tion might nd the ond partner of one of the e ents
ith closest to the same gap as the reference e ents
and e aluate the heuristic ased on this closeness.

eature covariance heuristics. ecogni ing e ent fea
tures that ary together can e implemented to a
limited e tent y loo ing at ust t o e ents. t can
e noted for instance that source port is rising at
the same rate as destination e.g. destip des
tip srcport  srcport and that ould result
in a high alue. onsidering the e ents onded to
some e ent allo s more sophisticated heuristics. f
and  ha e a rate et een t o features that is the
same as the rate et een  and some ond partner of
there is a connection and the heuristic ould yield
higher results. his ould e useful for destination
to time ased rates.

he constants are e pected to e ithin a small

factor of each other for acti e heuristics.

hen a ne e ent is presented to the correlator it needs

to e added to the graph someho here may e a large
num er perhaps thousands of e ents in the graph so a
ne e ent cannot e tested for connections ith e ery
e ent. e use the techni ue of simulated annealing
assigning some num er perhaps of onding partners
randomly initially though e may ish to ma e one of
these the last e ent added as a possi le optimi ation .

Simulated annealing is a techni ue that as originally
de eloped in statistical physics for nding the glo al en
ergetic minima of physical systems. Ho e er it has since

een used in a ariety of applicationsin A and other elds
for pro lems associated ith ndingthe con guration that
glo ally ma imi es some e aluation function in the pres
ence of local ma ima. he name and algorithm deri e
from an e plicit analogy ith annealing hich is the pro
cess of gradually cooling a li uid till it free es. t can e

ie ed as a ariation on a hill clim ing algorithm. n the
hill clim ing algorithm all successor states neigh ors of
a gi en state are e aluated and the one that e aluates the
highest is chosen as the ne reference point. his contin
ues until all successors are orse than the present. his
termination condition is a pro lem if there are local ma
ima in the state space. Simulated annealing o ercomes



this pro lem y sometimes ma ing mo es to states that
seem  orse.

At each step in simulated annealing a possi le succes
sor is chosen randomly among the successors of the current
state. f the successor state e aluates etter than the cur
rent state 1t is made the ne t current state. fitis orse
then a mo e is made to it only ith certain pro a ility.

his pro a ility decreases ith the degree to hich the
possi le successor state is  orse than the current state and
is regulated y a cooling schedule. he cooling schedule
controls the degree to hich negati e mo es are allo ed.

he cooling schedule is de ned y a function that starts
o high at and decreases to y the time at hich the
glo al ma imais e pected to e found. henitisat 1t
is essentially hill clim ing.

As e apply it to the process of nding ond partners
for a ne e ent the states are e ents in the ond graph
and the e aluation function is the one introduced in the
pre ious section applied et een the ne e ent and the
other e ent. Successors of a state are the e isting ond
partners of the current e ent. he e ception to this is
if a successor already has a ond ith a ne e ent in

hich case its ond partners are considered successors ut
it isnot. e denote the schedule function y sched here
sched t isits alueat timet. his ecomes insome nite
ill illustrate the process ith the follo ing
algorithm  here ma e is the highest possi le alue of the
e aluation function

time. e

igure sho s some e ample steps in the annealing

process. nitially a ne e ent is gi en a onding

at random their lin e aluates a strength of
is chosen as the ne t e ent since 1t is a neigh or of
helin et een and e aluatesto .  etter

partner

than the lin  ith so it ecomes the current e ent.
is chosen at random among s onding partners as
the ne t possi le successor. Although it e aluates lo er
it is selected any ay y chance. is not as luc y
it e aluates lo er than ut it is not selected and
is chosen as the possi le
and 1s selected due to its higher e aluation.
is chosen among s onding partners and it ecomes
the ne current e ent since it e aluates higher.
hen other correlators pro ide groups of e ents for con
sideration they are added indi idually to the graph us
ing the process descri ed a o e. here is no attempt to
maintain glo al consistency as to the disposition of e ent
groups. his ould e comple in general and this ay
allo s indi 1dual correlating sites to decide on their o n
parameters and heuristics.
ea onds in the graph that are not necessary to main
tain graph connectedness ould e discarded as alo pri
ority ac ground operation.  his helps eep the graph
tidy.

remains the current e ent.
successor to

All e ents time out. Ho long they are around depends
on their anomaly score and the other e ents in the group
of hich they are a part. An e ent s indi idual lifetime is
proportional to its anomaly score so the most anomalous
e ents are retained longer. his is added to the time of
the e ent to nd its scheduled timeout. Ho e er e ents
in a group inherit the latest timeout of any e ent in the
group. his eeps e ents around hile they are part of
an acti e group and re ards eing onded to long li ed
e ents.

f after remo inge ents that ha e timed out the graph
is separated then an operation must ta e place to re
connect the graph. he ay to determine hat discon
nected su graphs are created y remo ing e ents is to
chec for paths et een the e ents that neigh or the re
mo ed e ents. f there is a path they are in the same
su graph. ro ided there is more than one su graph re
connection proceeds as follo s. or each pair of su graphs
the strongest pair ise ond et eene entsinthet osu
graphs is added to a list sorted y decreasing strength.

his produces a list of the est ay to merge anyt osu
graphs. o determine hich of these to employ to merge
all the su graphs together repeatedly remo ed the top of
the list. f the e ents are still in di erent su graphs a

ond i1s added et een the e ents. his continues until all
the su graphsha e een merged. e elie e that this pro
cedure is a good tradeo et een performance and ond
strength optimi ation. e e pect that in the typical case
there ould e only a small num er of disconnected su
graphs formed ecause a ell connected e ent seems less



li ely to time out.

he anomaly score for a group of e ents is the sum of
the anomaly scores for the e ents in a group. his is used

hen deciding hen to share or alert groups of e ents. fa
certain threshold is e ceeded the group of e ents is shared

ith other correlators. f a separate presumedly higher
threshold is e ceeded then a group of e ents is sent as an
alert to a user.

imits on detection

n this section e ta e an intuiti e loo at the theoretical
ounds on hat Spice can detect. ormali ing this is left
as an e ercise for the reader or for the authors at a later
date.

Spice is the component that classi es a set of e ents as a
portscan. Ho e er the only e ents it considers are those
that the anomaly sensor produces. So e rst consider
the anomaly sensor. he anomaly sensor passes along sta
tistically anomalous pac ets to Spice. As argued in Sec
tion the ast ma ority of scan pac ets 1ill e statistically
anomalous and thus ill e passed to Spice. he ones that

ill not e are the ones that happen to loo li e normal
tra c. he importance of their omission from a portscan
report depends on the application for hich Spice is eing
used. Ho e er there is li ely to e a pattern apparent in
the scan so that the missing e ents if any can e inferred.

An e ent fails to e detected as part of a portscan if 1t
has not een included in ith a group that gets reported
as a portscan. As descri ed in Section a group times

hen each of the component e ents reach the end of their
indi idual lifetimes. hus a group must e ept fresh in
order to e around to include any later portscan e ents.

his means that much depends on the constant that is
used as a multiplier to calculate the indi idual lifetime of
an e ent. f the attac er allo s a time greater than the
indi idual lifetime of an e ent to pass efore sending the
ne t e ent in the scan then there is no ay for Spice to
1 en a reasona ly long lifetime fac
tor though it is unli ely that attac er ould e patient
enough for the results of the portscan. he results could
e en e out of date y the time the scan completes.
ue to the nondeterministic approach used in adding
e ents to the ond graph there is a small chance that a
ne e ent ill not e grouped ith another e ent in the
same portscan that is already present in the ond graph
e en if the ond score ould ha e een high enough. Such
an possi ility the occurrence of hich is controlla le to an
e tent y the cooling function used in simulated annealing
ould delay the inclusion of an e ent in a portscan group
and thus could e a factor in a missed detect.
or a gi en ond e aluation function not all pairs of

e ents in a portscan are necessarily ithin a gi en group

detect the scan.

ing threshold. his could occur e en if the ond e alua
tion function is constructed ell enough to include all scan
e ent ithin the grouping threshold. hus the ordering
of the e ents in the scan could e important. or e am
ple the attac er could attempt to schedule the e ents such
that a small group of portscan e ents ould time out e
fore the necessary e ents occur to ena le it to e included
in a large enough group to e reported. en gi en a
relati ely patient attac er it isnot no n hether this is
something that can e practically achie ed. he geometry
of the scan footprint eing targeted y attac er may also
put limits on this.

o impro e the reporting of e ents in a scan there is
pressure to increase e ent lifetimes and to lo er the group
ing threshold used. he tradeo ith this is that non
scan e ents could also e included in portscan reports.

o ering the reporting threshold and using a less speci ¢

ea er ond e aluation function might also impro e the
reporting of scan e ents ut ould increase the chance
that non scan tra c is reported as a scan. ine tuning
these trade o s 1s most li ely to e determined empiri
cally and ould depend on the goals of the organi ation
using Spice.

S ade

e ha e an implementation of the Spice anomaly detector
pu licly released under t is called S A
Statistical —ac et Anomaly  etection ngine and
can e do nloaded from http .silicondefense.com
soft are spice . t is a Snort preprocessor plugin  hich
gi es us the ene t of using Snort s input output facilities
such as recei ing pac ets already parsed into a data struc
ture. hisis here e maintainthe pro a ility ta les that
are used to assign an anomaly score. n its present form
Spade only loo s at syn pac ets since this here the
interesting truly stealthy scans are no y design though
it can easily handle other pac et types .

he portscan correlation 1ill run in a separate process
possi ly on a remote machine see Section he com
munication et een the anomaly detector and the corre
lator is 1a soc ets and consists of the anomaly detector
passing along details of anomalous e ents along ith their
anomaly scores. e thin that ha ing separate processes
and communicating ia soc ets ma es sense for a couple
of reasons. irst this ay Snort does not ta e too long in
processing any pac et  hich might other 1ise lead to drop
ping pac ets. he correlating process has a little more li
erty to do e tra computations 1ith the anomalous e ents.
Also if other correlators ant to communicate anomalous
e ents that they ha e found then they can send it to the
correlating process and not to Snort.



Spade has a num er of features that can e ena led and
con gured through the Snort con guration le. t o ers
the user four alternati es for assessing the li elihood of
pac ets. ne is the ayes net or depicted in igure
he other three are direct oint pro a ility measurements

and
he user may also
elect to ha e Spade only monitor pac et going into cer
tain net or s. his allo s Spade to focus its assessment
on the tra c of interest remo ing the noise of outgoing
tra ¢  hich typically has a much larger range of possi le
addresses and ports .
Since Spade maintainsstate o er a period of time it pro
ides chec pointing and reco ery facilities. Spade starts
up reco ering its state from a speci ed le and periodi
cally and on signals and Snort e it stores its state in a
designated le.
he anomalous e ent reporting threshold is an impor
tant parameter in a Spade installation. nfortunately it is
also one hose ideal alue aries from site to site depend
ing on the characteristics of the net or . his could also
ary o er time. f the threshold is too high interesting
e ents may e missed. f it is too lo the use may e
ooded ith e ents most of hich are not interesting. o
allo the user to get Spade running ell out of the o
ith minimal threshold ad ustment three capa ilities are
pro ided y Spade to automatically ad ust the threshold
to o ser ed net or tra c. hese aim to meet a speci
ed target rate in term of pac et count or in terms of a
fraction of tra c .

Spade also pro ides t o modes unrelated to its primary
purpose of reporting anomalous e ents. ne is a sur ey
mode in hich statistics a out the distri ution of anomaly
scores recently o ser ed are appended to a le periodically
thus producing a ta le of this information. he other is
the capa ility to report on certain no n feature statistics
such as entropy and conditional pro a ilities. t is this
functionality that produced the measurements sho n in

igure

epending on the pro a ility mode Spade needs to main
tain certain oint pro a ilities for pac et features. on
ditional pro a ilities needed for the ayes net or cal
culation can e deri ed from unconditional pro a ilities.

he most e cient ay to do this in a real time system is
to maintain a count of features in o ser ed e ents. on
ceptually for a feature A hose pro a ilities are needed
there ould e ata le 1th the di erent possi le alues
of A and a count of their occurrences. o determine the
pro a ility of a particular alue of A its count is di ided

y the total num er of e ents recorded in the ta le. f

eneed to no the pro a ility of the oint occurrence of

and then e need a t o dimensional ta le
here the entry for and
n general a
record the oint occurrence of feature alues.

records a count of their oint

occurrence. dimensional ta le is used to

o comes the uestion of ho to e ciently represent
these ta les. he nature of net or tra cin uences this.
ertain feature alues may e much more li ely than oth
ers e.g. destination port may e muchmoreli ely than
destination port n fact the o ser ed alues may
e sparse compared to the total range of possi le alues
for a feature so an array representation  hile it ould
e e cient for loo ups ould e too e pensi e in terms
of memory usage. Hash ta les can e similarly ine cient
and 1t ould e di cult to nd a good general hash func
tion that is not 1iased ith the data for all cases. or the
conditional pro a ility ta les e ould re uire hash ta
les of pointers to other hash ta les. his ould certainly
ma e for much aste of space for ro s in the ta le that
ere almost empty.

t 1s also important to ha e a data structure hich ill
perform tolera ly ell e en hen the sensor is seeing a
ood scan designed deli erately to 1l up the data struc
ture 1th all possi le cases that could occur in the ta le.

his rules out lin ed lists and similar structures.

e ta e a general approach. e ha e decided on a cus
tom data structure and algorithm ased on a alanced
inary search tree.  ur aim is a solution hich gener
ally pro ides ery fast access for the common cases main
ser ers and most popular ports  ut can handle ery large
gro th in the num er of entries in the structure hile still

maintaining tolera le performance and eing space e
cient.
et us rst introduce the data structure as it ould e

used for a single dimension. A tree is maintained that
stores all the alues o ser ed.  hese alues are stored
in leaf nodes along
stances o ser ed. As is standard in inary search trees
these nodes are ept in order from left to right. nterior
nodes record the largest alue on the left side of the node.

his ser es as an indication hether to go left or right to
loo for or insert a leaf node of a particular alue. nte
rior nodes also maintain the sum of the counts of the leaf
onsider as an e ample the tree
depicting counts of destination ports.

ith a count of the num er of in

nodes eneath the node.
in igure

t is this sum that is the focus of alancing in our e orts
to maintain the tree. e feel the counts ser e as a pre
dictor of future accesses. Speci cally e ish for the left
and right child nodes of all interior nodes to ha e as close
to the same count sum as possi le.  he result of this is
a tendency to push leaf nodes ith higher counts higher
in the tree since they ha e more eight for the alancing
than other nodes. his results in more e cient access for
this common case.

he need to re alance a su tree is chec ed periodically.



his period is in terms of the num er of count increments
in the su tree. o support this a ait count is main
tained on each interior node. his count is decremented
ith each increment in the su tree.  hen an interior node
is created and after a re alance chec the ait count is
set to the greater of  or the minimum num er of inser
tions that ould e needed to un alance the su tree. Any
interior nodes hose children ere changed in the process
of re alancing are also chec ed for re alancing. Also to
a oid fre uent re alancing no e ort is made to re alance
a su tree unless one side is more than t ice the si e of the
other side.
ore alance a su tree left and right rotations see
are performed. f the left has a higher count sum than
the right then a right rotation is done other ise a left
rotation is done. n addition to right and left rotations
more general relocation of su trees from right to left and
left to right are performed if needed for re alancing. his
is repeated for the node in that position in the tree until
a further rotate ould ring the tree more out of alance
than current or until no further rotations can e done since
a leaf node and the ottom of the tree is encountered.
As an e ample of re alancing consider the alanced 1
nary search tree in igure hich is the tree sho n in
igure after additional port o ser ations. otice
that the children of the root are un alanced. After a left
rotate this ould e re alanced to the tree sho nin ig
ure .
o use this structure in t o dimensions the type of trees
descri ed ould also e used for a second dimension and
ould e anchored o the leaf nodes in the rst dimension.
his 1s e tended in a straightfor ard manner for more
than t o dimensions.
he characteristics of a net or  ill change o er time
and the most attention should e paid to recent charac
teristics. urthermore if e ere to store artifacts of e
ery access inde nitely this ould lead to a large amount
of memory use and large data structures. he approach
ta en in Spade to this is to de emphasi e past o ser ations
periodically ith respect tone o ser ations. t ould e
too ine cient to scale all current counts do n y certain
amount ith each ne e ent and ultimately too in ation
ary to increasingly emphasi ene e ents esides hich it
ould not eliminate old one time e ents . nstead eta e
the optimi ation of only doing the de emphasis on occa
sion. ore ample e ery hour e might multiply all counts

vy . discarding occurrences ith toolo aresult say
elo . . husano ser ation that occurred once and
as gi en an initial eight of ould only ha e a eight

of . after hours.

hough our results are preliminary Spade seems sta le
and e cient. e ha ehad it running for o er months on
a client s nternet connection ithout pro lems. sing the

ee data set see Section e measured that Spade
processed the le in a out minutes including produc
ing reports. his is an a erage of a out  microseconds
per pac et. Memory use as et een M and M
depending on the pro a ility mode employed.

n using it for our commercial monitoring ith a thresh
old setting that typically produces a out alerts per
day Spade has noticed at least most of the e ents in
e ery syn portscan that e ould ha e noticed oth
er ise. n addition there are many slo or small scans e
ha e detected though the Spade alerts that e ould not
ha e noticed other ise.

As a step in assessing the e ecti eness of Spade in de
tecting actual portscans e identi ed

consisting of pac ets and nmap net or scans

pac ets in the ee dataset. here may ha e

een scans e did not nd in that data set. e then com

pared this against the alerts produced hen Spade asrun

in di erent con gurations.
here.

hori ontal scans

e present some of our results

e calculate t o indicators hich e term e cienc
and e ectiveness. ciency is the ratio of the num er of
true positi es to all positi es. or these e periments it is
the num er of alerts that had een la elled as part of one
of the scans di ided y the num er of alerts produced.

he igger this num er is the less noise the correlator

ill ha e to deal ith. ectl eness is the ratio of true
positi es to all trues.  his is ho ell Spade detected
scan pac ets. or us thisis the num er of alerts that had

een la elled as part of one of the scans di ided vy the
num er of la elled e ents.

here is a tradeo et een these indicators. enerally
if you ant increased e ecti eness that is you ant to
catch more of the scans the lo er your e ciency ill e
that 1s you ill ha e more noise . his is illustrated in
a le . his sho s the results of running Spade o er
all the pac ets in the data set using the t o feature oint
pro a ility mode ith static threshold settings of
and . he higher the cuto

ut the lo er the e ecti eness.

the higher the e ciency

Ho e er using Spade s homenet option impro es oth.

he homenet asset toco er the  addresses of the mon
pac ets hose des

het o oint pro a ility

mode is used again ith static threshold settings of

and . he results are depicted in a le or any of

these settings the e ciency is a o e and the e ec

tl eness is a o e

itored net or .  his lea es

tination is in the home net or .

he reason for the impro ement
seems to e that outgoing tra c could not e ade uately
sampled in terms of destination port and
due to the ide ariety of destinations.

com Ination

a le depicts some results of comparing the di erent
pro a ility modes a aila le in Spade see Section
e used Spade s adapt mode hich ery slo ly ad usts
the threshold to meet a target rate. As con gured e



ery hour the rate 1s ad usted y a eraging the last
measurements of hat threshold ould ha e caused
of pac ets to e sent as alerts. he homenet option as
again employed. he oint pro a ility mode ith fea
tures clearly does the est here detecting of those
scan pac ets. o truly ha e a fair comparison et een the
modes e should compare the results hen they are in
the con guration that or s est for them e.g. at their
est reporting threshold .

hese preliminary results ser e to support our elief
that Spade can detect portscan pac ets ell ut that it
may ta e some amount of con guration or to nd an
optimal con guration. ote also that alo e ciency rate
might e accepta le hen Spade is eing used to feed the
correlation engine part of hose tas it is to eed out
non scan e ents.

orrelator m lementation

e ha e completed a detailed design of the correlator and
ha e nearly completed our initial implementation. e are
using a multi threaded approach. he threads currently
implemented are a thread to recei e anomalous e ent re
ports into a ueue threads to add e ents from the ueue
to the ond graph and to report scans a thread to clean
up the graph remo ing ea lin s and a thread to time
out and remo e e ents from the graph. Also anticipated
are a chec pointing thread a thread to respond to ueries
a out correlator state and a thread to recei e commands
to ad ust operational parameters dynamically.
read and rite mutual e clusion loc s need to e main
tained for data shared et een threads e.g. the ond
graph the wueue and the timeout data structure .

ertain

he ond graph has a pretty straightfor ard represen
tation for tra ersing the graph. o operations that a
graph representation is not good for are discussed in the
follo ing section.

he representation of the ond graph is not suited for
maintaining e ent timeouts or choosing random e ents
from the graph. hus e maintain a separate timeout
structure for these operations. A simple e ample of this is
depicted in igure

At a conceptual le el the timeout structure maintains
a record of e ents and hen they ill time out. As an
optimi ation it actually records the scheduled timeout
the time it as to time out in the last instance it as
chec ed. hismay e di erent than its timeout alue at a
gl en moment since the timeout might e delayed due to
ne e ents that are added to its group.  hen the cloc
reaches the alue of an entry in the timeout tree each
e ent associated ith that entry is chec ed. fthe timeout
is still current then it is deleted from the timeout structure

and from the ond graph. ther ise it is reinserted into
the structure ith its ne scheduled timeout alue.

At an implementationle el e use a hash ta le to main
tain the list of times at  hich timeouts are scheduled to
occur and for hich e ents. A simple hash function is em
ployed mod here  is the si e of the hash
ta le array. hen multiple timeout times hash to the
same uc et in the hash ta le array a lin ed list of times
and the associated e ents is used for the wuc et. his
lin ed list is ept sorted y increasing timeout time.
e also use this timeout structure in selecting random

e ents. ur strategy for pic inge ents 1ith uniform pro
a 1lity i1s to conceptually order all the e ents in the hash
ta le to choose an order position y choosing a integer

ith e ual pro a ility among the positions.  he corre
sponding e ent ould then e retrie ed.
e ents as follo s rst y hashta le array position small
est to largest then y timeout time and nally y e ent
position in the list of e ents at the time. t does not
matter that the e ent list is in ar itrary order or that the
timeout alues may not e current e only care that the
order is ell de ned at any gi en time.

e order the

Standard hash ta les are not e cient for selecting e ents
in this manner retrie ing an e ent in an ar itrary posi
tion so e augment the hash ta le 1th an array of si e

maintaining certain counts of e ents in a range of
hash ta le array slots. As is often done ith the heap
data structure e e this count array as a complete
inary tree. he tree root is node  the left of node is
and the right of node 1is or simplicity in
discussion e assume than is a po er of he tree is
a full one of height in this case. he
this tree each conceptually ha e ad acent left and right
nodes in the timeout hash ta le array. he count main
tained on each node in tree is the num er of e ents elo
its left node. or e ample node in the gure stores the
num er of e ents in the rst hash uc et and node con

lea es of

tains the num er of e ents elo node his allo s a
particular e ent position to e located y al ing do n
the tree from the root. o further increase selection e
ciency e maintain a count of e ents at a gi en timeout
not depicted in the gure so that e ents in certain times
can e s ipped entirely.

As of the time of this riting e had ust egun formal
e perimental testing of the correlator.  he results from
informal testing are promising. n se eral scenarios using
real data ith introduced scans e detected and grouped
the e ents of randomi ed hori ontal portscans ith inter
pro e gaps as high as  minutes e en usingse eral source
addresses. here erefe false positi esore trae ents
grouped in. n addition to formal e periments e ha e
plans to alidate S in operational en ironments.



n this or e ha e s etched the design for Spice

hich e hope ill ea ia le method of pic ing stealthy
portscans out of ac ground tra c. e also descri ed
the implementation of the Spice anomaly sensor Spade
and the Spice correlator. e ill conduct formal e peri
ments ith Spade and Spice to measure its detection per
formance. perational alidation 1ill also e done. hese
may suggest ays to tune Spade and Spice.

e note also that if this tool is successful it should
also e ery useful for detecting the spread of orms and
the use of distri uted denial of ser ice net or s. ie
portscans those applications in ol e large num ers of
connections or pac ets ith similar structures hich ill
typically e uite anomalous relati e to regular tra c.

he only di erence from detecting portscans ill e some
change in the heuristics. hus Spice could e a tool capa

le of detecting such misuses of the net or without rst
re erse engineering the particular orm or S tool in
use.

e also note that Spice lends itself in a natural ay
to distri uted or hierarchical use. e could share e ents
up ards or side ays only if they ere particularly anoma
lous more so than re uired ust to correlate them locally .

his ould allo a set of Spice correlators to collecti ely
detect and characteri e ery sparsely distri uted net or
misuse across a num er of autonomous net or s. Hence
it might e possi le for colla orating sites to compare
strange e ents such as igure  and determine hether
they genuinely are isolated or hether they are part of a
larger pattern at present unseen.
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igure A fragment of a Snort portscan preprocessor log
for a se uential S scan.

igure A fragment of a Snort portscan preprocessor log
for a ertical portscan.

his is the hole

igure ortscan scanning  ports.
log.

igure A fragment of a Snort portscan preprocessor log
of a Half life scan.



igure An e ample correlation graph.  his is a screen shot of a tool to isuali e a snapshot of a Spice correlator
graph. tis a plot of e ents and the edges onds et een those that are a o e a threshold. he a es are source s
destination d and time t . he highlighted edges are part of the same group  hich is a stealthy distri uted source
portscan. he closely spaced series of green dots on the right side are an unstealthy hori ontal portscan.



Source Port

Source IP

Destination |P

igure he ayes net or pro ided in Spade. Arro s
indicate that one feature in uences the other. or e am
ple source and source port in uence the destination

igure ser ed entropy amounts for source and
port and destination  and port among syn pac ets.
All num ers are its of entropy. he conditional entropies
are the amount of entropy that remain in a feature hen
the feature conditioned on are no n.
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igure alanced 1inary Search ree for counts of des

tination ports.  he upper num er in leaf nodes are the
port num er represented and the lo er num er is a count
of instances. n interior nodes the upper num er is the
indication of the position of alue eneath and the lo er

num er is the sum of instances counted elo
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igure alanced inary Search ree after more port

o ser atlons.
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igure e alanced alanced inary Search ree after
a left rotate at the root.
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igure imeout structure e ample. he lo er part
is the timeout hash ta le of si e he upper part
is the e ent count array depicted as a tree.  ashed lines
sho ho these relate. he alue on the e ent count tree
nodes is the num er of e ents eneath its left side.  ent
num ers illustrate the implicit ordering of e ents in the
hash ta le.
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