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Abstract

Denial of Service(DoS)attadks are a seriousthreatfor
thelnternet.DoSattadkscanconsumenemoryCPU, and
networkresoucesand damaje or shutdownthe opera-
tion of theresouce underattad (victim). The quality of
service(QoS)enablednetworkswhich offer differentlev-
els of service are vulnemble to QoSattadks as well as
DoSattadks. Theaim of a QoSattad is to stealnetwork
resouces,e.g., bandwidth,or to degradethe serviceper
ceivedby uses. We presenta classi cation and a brief
explanationof the approacesusedto deal with the DoS
and QoSattads. Furthermoe, we proposenetworkmon-
itoring techniquesto detectserviceviolationsandto infer
DoSattadks. Finally, a quantitativecomparisonamong
all schemess conductedin which, wehighlightthemerits
of eath stchemeand estimatethe overhead(both process-
ing andcommunicationintroducedyit. Thecomparison
providesguidelinesfor selectingthe appropriate scheme
or a combinationof schemespasedon the requirements
andhowmud overheadcanbetolerated.

1. Intr oduction

The SanDiego Supercompute€enterreportedl12,805
denial of service(DoS) attacksover a three-weekperiod
in February2001[16]. This is just oneof the numerous
incidentsin which DoS attacksare causingserioussecu-
rity threatdo mary systemgonnectedo thelnternet.The
DoSattackscanbe severeif they lastfor a prolongedpe-
riod of time preventing legitimate usersfrom accessing
someor all of computingresourceslmagineanexecutive
of a nancial institution deprived of accesdo the stock
market updatedor severalhoursor even several minutes.
In [16], the authorsshaved that whereass0% of the at-
tackslastedlessthan ten minutes,unfortunately 2% of
them lastedgreaterthan ve hoursand 1% lastedmore
thantenhours.Thereweredozensof attackshatspanned
multiple days.Wide spectrunof motivationbehindthese

DoS attacksexists. They rangefrom political con icts
andeconomicabene ts for competitorsto just curiosity
of somecomputergeeks. Furthermore cyber terrorism
may not be excludedin thefuture.

In additionto DoS attacks the quality of service(QoS)
enablednetworks are vulnerableto anothertype of at-
tacks,namely the QoSattacks.A QoS-enabledietwork,
suchasadifferentiatedservicemetwork [3], offersdiffer-
entclasse®f servicefor differentcosts.Differencesn the
chaging ratesmay enticesomeusersto stealbandwidth
or othernetwork resourcesWe de ne anattacler in this
ernvironmentasauserwhotriesto getmoreresources,e.,
a betterserviceclass,thanwhat he hassigned(paid) for.
QoS attacksare classi ed into two kinds: attackingthe
networkprovisioning processand attackingthe data for-
warding process Network provisioning involvescon g-
urationof routersin a QoSnetwork. This processanbe
attacledby injectingboguscon gurationmessagesnod-
ifying the contentof real con guration messagespr de-
laying suchmessagesNetworks can be securedagainst
suchattacksby encryptingthe con guration messagesf
the signalingprotocols. Attacks on the dataforwarding
processare of a more seriousnature. Theseattacksin-
jecttraf ¢ into the network with the intentto stealband-
width or to causeQoSdegradationfor other o ws. Since
the differentiatedservicesframeawvork is basedon aggre-
gation of ows into serviceclasses|egitimate customer
traf c may experiencedegradedQoSasa resultof theil-
legally injectedtrafc. Takento anextreme,thatexcess
trafc may resultin a denial of serviceattack. This cre-
atesaneedfor developinganeffective defensamechanism
thatautomateshe detectionandreactionto attackson the
QoS-enabledietworks.

In this paperwe rst elaborateon the denialof service
attacksandtheir potentialthreaton the system.We then
classify the solutionsproposedn the literatureinto two
maincateories:detectiorandpreventionapproachesie
brie y describeseveralmechanism eachapproachfo-
cusingmainly on the salientfeaturesandhighlightingthe
potentialaswell asthe shortcoming®f eachmechanism.
In addition, we proposenetwork monitoring techniques



to detectserviceviolationsandto infer DoS attacks.We
believe that network monitoring hasthe potentialto de-
tectDoSattacksn earlystagedeforethey severelyharm
thevictim. Our conjecturels that a DoS attackinjectsa
hugeamountof traf ¢ into the network, which may alter
the internal characteristicge.g., delay and loss ratio) of
the network. Monitoring watchesfor thesechangesand
identi es the congestedinks, which helpsin locatingthe
attacler and alerting the victim. Finally, we conducta
comparatie evaluationstudyamongthe approachegre-
sented.Theaim of thestudyis to comparehebehaior of
theapproacheanderdifferentsituationsof theunderlying
network. We draw insightful commentgrom the compar
isonthatguidethe selectionof oneor moredefendingap-
proachesuitablefor a givenervironment.

Therestof the paperis organizedasfollows. Section2
discuseshe DoSattacksandpresentshe classi cationof
the approachesisedto dealwith them. In Section3, we
shav how network monitoringcanbe usedto detectser
vice violationsandto infer DoS attacks.The comparatie
studyis presentedn Section4 and Section5 concludes
thepaper

2. DoSAttacks: Detectionand Prevention

In the literature, there are several approacheso deal
with denial of service(DoS) attacks. In this section,we
provide anapproximatgaxonomyof theseapproachedn
addition,we brie y describehemainfeaturesof eachap-
proachandhighlight the strengthsandweaknessesf it.

We divide the approache$or dealingwith DoS attacks
into two main cateyories: detectionand prevention ap-
proachesThe detectionapproachesapitalizeon thefact
thatappropriatelypunishingwrong doers(attaclers)will
deterthemfrom re-attackingagain, andwill scareothers
to do similar acts. The detectionprocesshastwo phases:
detectingthe attackandidentifying the attacler. To iden-
tify an attacler, several tracebak& methodscanbe used,
asexplainedlaterin this section.The obviousway to de-
tectan attackis just waiting till the systemperformance
decreasesharplyor eventhewholesystencollapsesWe
proposea moreeffective methodfor detectingattacksbe-
fore they severely harmthe system. We proposeto use
monitoringfor early detectionof DoSattacks.Thedetails
aregivenin Section3. The preventionapproachesynthe
otherhand,try to thwart attacksheforethey harmthesys-
tem. Filtering is the main strategyy usedin the prevention
approaches.

To clarify the presentationwe use the hypothetical
network topology shavn in Figure 1 to demonstrate
several scenariosfor DoS attacksand how the differ-
ent approachegseactto them. The gure shaws sev-

eral hosts(denotedby H s) connectedo four domains
D 1; D2; D3; and D 4; which areinterconnectedhrough
thelnternetcloud. In the gure, A; representanattacler
i while V representavictim.

2.1 DoSAttacks

The aim of a DoS attackis to consumethe resources
of a victim or the resource®n the way to communicate
with avictim. By wastingthe victim's resourcesthe at-
tacker disallovs it from servinglegitimate customers.A
victim canbe a host,sener, router or any computingen-
tity connectedo the network. Inevitable humanerrors
during softwaredevelopmentcon guration, andinstalla-
tion openseveralunseerdoorsfor thesetype of attacks.

Several DoS attacksareknown anddocumentedn the
literature[14, 16, 21, 24]. Floodingavictim with anover
whelmingamountof traf c is themostcommon.Thisun-
usualtrafc clogsthecommunicatiorinks andthwartsall
connectionamongthelegitimateuserswhichmayresult
in shuttingdown anentiresite or a branchof the network.
This happenedn Februaryof 2000for the popularweb
sites Yahoo, E*trade, Ebay and CNN for several hours
[14].

TCPSYN ooding is aninstanceof the ooding attacks
[22]. Underthis attack,the victim is a hostand usually
runsa Web sener. A regular client opensa connection
with the sener by sendinga TCP SYN segment. The
sener allocatesbuffer for the expectedconnectionand
replieswith a TCP ACK segment. The connectionre-
mainshalf-open(backloggedjill theclientacknavledges
the ACK of the sener and maves the connectionto the
establishedtate.If theclientdoesnot sendthe ACK, the
buffer will be deallocatedafter an expiration of a timer.
The sener canonly have a speci ¢ numberof half-open
connectionsafter which all requestawill berefused.The
attacler sendsa TCP SYN segmentpretendinga desire
to establisha connectionand makingthe sener reseres
buffer for it. The attacler doesnot completethe connec-
tion. Instead,it issuesmore TCP SYNs, which leadthe
senerto wasteits memoryandreachits limit for theback-
loggedconnections.SendingsuchSYN requestswith a
high ratekeepsthe sener unableto satisfyconnectiorre-
guestsfrom legitimate users. Schubaet al. [22] devel-
opedatool to alleviatethe SYN ooding attack.Thetool
watchesfor SYN seggmentscoming from spoofedIP ad-
dressesandsendsTCP RST segmentsto the sener. The
RST segmentsterminatethe half-openconnectionsand
freetheirassociateduffers.

Othertypesof ooding attacksinclude TCP ACK and
RST ooding, ICMP andUDP echo-requesboding, and

1Throughouthe paper we use“domain” to referto an Autonomous
SystemgAS) domain,which is a network administeredy a singleen-
tity.
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Figure 1. Different scenarios for DoS attacks. Attacker Al launches an attack on the victim V. A1 spoofs
IP address of host H5 from domain D5. Another attacker A3 uses host H 3 as a re ector to attack V:

DNS requestooding [16, 24]. This list is by no means
exhaustve.

A DoSattackcanbe moreseverewhenanattacler uses
multiple hostsover the Internetto storm a victim. To
achieve this, the attacler compromisesmary hostsand
deploys attackingagentson them. The attacler signals
all agentgo simultaneouslyaunchanattackon a victim.
Barros[1] shavs thatDDoS attackcanreacha high level
of sophisticatiorby usingre ectors. A re ector is like a
mirror thatre ects light. In theInternet,mary hostssuch
asWeb seners,DNS seners,androuterscanbe usedas
re ectorsbecausehey alwaysreplyto (or re ect) speci c
typeof paclets.Websenersreplyto SYN requestsDNS
senersreply to queries,androuterssendICMP paclets
(time exceededr hostunreachable)n responséo partic-
ular IP paclets. The attaclers canahbusethesere ectors
to launchDDoS attacks.For example,an attackingagent
sendsa SYN requesto are ector specifyingthevictim's
IP addresasthe sourceaddres®f theagent. There ec-
tor will senda SYN ACK to thevictim. Thereare mil-
lions of re ectorsin the Internetandthe attacler canuse
thesere ectorsto ood thevictim's network by sendinga
large amountof paclets. Paxson[20] analyzeseveraln-
ternetprotocolsandapplicationsandconcludeghatDNS
seners,Gnutellaseners,and TCP-basedenersarepo-
tentialre ectors.

2.2.DetectionApproaches

The detectionapproachesely on nding the malicious
party who launcheda DoS attackand consequenthhold

him liable for the damagehe hascaused.However, pin-
ning the real attacler down is not a straightforvard task.
Onereasonis that the attacler spoofsthe sourcelP ad-
dressof the attackingpaclets. Another reasonis that
the Internetis statelesswhich meanswheneer a paclet
passeshrougha router the routerdoesnot storeary in-
formation(or traces)aboutthatpaclet. Thereforemech-
anismssuchas ICMP tracebackand paclet marking are
devisedto gure outtherealattacler. In this subsection,
we describeseveraltechniquedo identify the attacler af-
ter the attacktook place. We deferthe issueof early de-
tectionof anattacktill Section3.

2.2.1 ICMP Traceback

Bellovin [2] proposeghe ideaof ICMP tracebackmes-
sages,where every router samplesthe forwardedpack-
ets with a very low probability (e.g., 1 out of 20,000)
and sendsan ICMP Tracebackmessagedo the destina-
tion. An ICMP Tracebacknessag&ontainsthe previous
andnext hop addressesf the router timestamp portion
of the tracedpaclet, and authenticatiorinformation. In
Figure 1, while paclets are traversingthe network path
from the attacler A1 to the victim V; the intermediate
routers (R1; R2; R3; R4; R5; and R6) samplesome of
thesepacletsandsendICMP Tracebacknessageto the
destinatiorV: With enoughmessageshevictim cantrace
the network pathA1 ! V: The pitfall of this approach
is thatthe attacler cansendmary falselCMP Traceback
messaget confusethevictim.

To addresDistributed DoS (DDoS) attackshy re ec-



tors, Barros [1] proposesa modi cation to the ICMP
Tracebacknessagedn hisre nement,routerssometimes
sendICMP Tracebackmessages$o the source In Fig-
urel, A3 launchesa DDoS attackby sendingTCP SYN
sgmentsto the re ector H 3 specifyingV asthe source
address.H 3, in turn, sendsSYN ACK segmentsto the
victim V: Accordingto the modi cation, routerson the
pathA3 ! H3will sendICMP messageto the source,
i.e., to V: This reversetrace enableghe victim to iden-
tify the attackingagentfrom thesetracepaclets. There-
verse trace mechanismdependsonly on the numberof
attackingagentsandnotonthenumberof re ectors[20].
This achievesscalabilitybecausehe numberof available
re ectors is much higher than the numberof attacking
agentnthelnternet.

Snoereret al. [23] proposean attractve hashed-based
systenthatcantracetheorigin of asinglelP pacletdeliv-
eredby a network in therecentpast. The systemis called
sourcepathisolationengine(SPIE). The SPIEusesanef-

cient methodto storeinformationaboutpacletstravers-
ing througha particularrouter The methodusesn bits of

the hashedvalue of the paclet to setanindex of a 2" -bit

digesttable Whena victim detectsan attack,a queryis

sentto SPIE,which queriesroutersfor paclet digestsof

the relevant time periods. Topologyinformationis then
usedto constructthe attackgraphfrom which the source
of theattackis determined.

2.2.2 Packet Marking

Insteadof having routerssendseparatenessagefor the
sampledpaclets, Burch and Cheswick[5] proposeto in-
scribesomepathinformationinto the headerof the pack-
ets themseles. This marking can be deterministicor
probabilistic. In the deterministicmarking, every router
marksall paclets. Theohviousdravbackof thedetermin-
istic paclet markingis thatthepacletheadegrows asthe
numberof hopsincrease®n the path. Moreover, signif-
icantoverheadwill beimposedon routersto mark every
paclet.

The probabilistic paclet marking (PPM) encodesthe
pathinformationinto a smallfraction of the paclets. The
assumptions thatduringa ooding attack,ahugeamount
of trafc travelstowardsthevictim. Therefore thereis a
greatchancethat mary of thesepacletswill be marked
at routersthroughouttheir journgy from the sourceto
the victim. It is likely thatthe marked pacletswill give
enoughinformation to tracethe network path from the
victim to the sourceof the attack.

Savageetal. [21] describeef cient mechanismso en-
codethe pathinformationinto paclets. This information
containghe XOR (exclusive OR) of two IP addresseand
a distancemetric. The two IP addressearefor the start

andthe endroutersof thelink. The distancemetric rep-
resentghe numberof hopsbetweenrthe attacler andthe
victim. Toillustratetheidea,considettheattacler A1 and
thevictim V in Figurel. Assumethereis only onehop
betweerroutersR3 andR4: If RouterR1 marksa paclet,
it will encodethe XOR of R1 andR2 addressesto the
paclet andsetsthe distancemetricto zero, thatis, it will
encodethetuple< R1 R2;0>. Otherrouterson the
pathjustincreasehedistancametricof this paclet, if they
don't decideto markit again. Whenthis paclet reaches
thevictim, it providesthetuple< R1 R2;5>. Similarly,
somepacletsmaygetmarkedat routersR2; R3; R4; R5;
andR6 andthey will provide thetuples< R2 RS3;4>;
<R3 R43> <R4 R52> <R5 R61>;
< R6; 0>; respectiely, whenthey reachthevictim. The
victim can retrieve all routerson the path by XORing
the collectedmessagesortedby distance. (Recall that
Rx Ry Rx = Ry.) This approachcanreconstruct
mostnetwork pathswith 95% certaintyif thereareabout
2,000marked pacletsavailableandeventhelongestpath
canberesohedwith 4,000paclets[21]. For DoSattacks,
this amountof pacletsis clearly obtainablebecausehe
attaclerneedg€o ood thenetwork to causea DoSattack.
(Mooreetal. [16] reportthatsomeserereDoSattackshad
a rate of thousandof paclets per second.) The authors
describeways to reducethe requiredspaceand suggest
to usetheidenti cation eld (currentlyusedfor IP frag-
mentation)of IP headetto storethe encodingof the path
information. They also proposesolutionsto handlethe
co-&istenceof markingandfragmentatiorof IP paclets
[21].

Themainlimitation of the PPMapproachestemsfrom
the factthat, nothing preventsthe attacler from marking
paclets. If a paclet marked by the attacler doesnot get
re-marled by ary intermediaterouter it will confusethe
victim andmake it harderto tracethereal attacler. Park
and Lee [17] show that for single-sourceDoS attacks,
PPM canidentify a small setof sourcesaspotentialcan-
didatesfor a DoS attack.For DDoS attacks however, the
attacler canincreasethe uncertaintyin localizing the at-
taclker. Therefore,PPMis vulnerableto distributed DoS
attackq17].

2.3 Prevention Approaches

Preventive approachefry to stopa DoSattackby iden-
tifying the attack paclets and discardingthem before
reachingthe victim. We summarizeseveral paclet lter -
ing techniqueghatachieve this goal.

2.3.1 IngressFiltering

Incomingpacletsto a network domaincanbe ltered by
ingressrouters. These lters verify the identity of pack-



etsenteringinto thedomain,like animmigrationsecurity
systemattheairport. Ingressltering, proposedy Fargu-
sonandSenie[10], is a restrictve mechanisnthatdrops
traf c with IP addresshatdoesnotmatchadomainpre x
connectedo theingressrouter As anexample,in Figure
1, theattacler A1l residesn domainD 1 with the network
pre x a.b.c.0/24. Theattacler wantsto launchaDoSat-
tackto thevictim V thatis connectedo domainD 4. If the
attacler spoofsthe IP addresf hostH 5 in domainD 5,
which hasthe network pre x x.y.z.0/24, aninput traf c
Iter ontheingresslink of R1 will thwart this spoo ng.
R1 only allows trafc originatingfrom sourceaddresses
within thea.b.c.0/24 pre x. Thus,the Iter prohibitsan
attaclerfrom usingspoofedsourceaddresseom outside
of thepre x range.Similarly, ltering foils DDoS attacks
that employ re ectors. In Figurel, ingress lter of D2
will discardpacletsdestinedo there ector H 3 andspec-
ifying V % addressn thesourceaddresseld. Thus,these
pacletswill notbeableto reachthere ector.

Ingress Itering candrasticallyreducethe DoS attack
by IP spoo ng if all domainsuseit. It is hard,though,
to deploy ingresslters in all Internetdomains. If there
aresomeunchecled points, it is possibleto launchDoS
attacksfrom thatpoints. Unlike ingress lters, egressl|-
ters[13] resideattheexit pointsof a network domainand
checkswhetherthe sourceaddresof exiting pacletsbe-
longto thisdomain.Asidefrom the placementissue both
ingressandegresslters have similar behaior.

2.3.2 Route-basedFiltering

Park andLee[18] proposeroute-basedlistributed paclet
Itering, which rely on route information to lIter out
spoofedIP paclets. For instance,supposethat A1 be-
longsto domainD 1 andis attemptinga DoS attackon
V thatbelongsto domainD 4. If A1 usesthe spoofedad-
dressH 5 thatbelongsto domainD 5, the Iter atdomain
D 1 wouldrecognizehatapaclet originatedfrom domain
D5 anddestinedto V shouldnot travel throughdomain
D 1. Then,the Iter atD 1 will discardthe paclet. Route-
basedlters do notuse/storendividual hostaddressefor
Itering, rather they usethetopologyinformationof Au-
tonomousSystemgASes). The authorsof [18] shaw that
with partialdeploymentof route-basedters, about20%
in the InternetAS topologies,it is possibleto achiere a
good ltering effectthatpreventsspoofedP o wsreach-
ing otherASes.Theselters needto build routeinforma-
tion by consultingBGP routersof differentASes. Since
routeson the Internetchangewith time [19], it is a chal-
lengefor route-basedters to beupdatedn realtime.
Finally, all Iters proposedn the literatureso far fall
shortto detectIP addressspoo ng from the domainin
whichtheattaclerresidesFor example,in Figurel,if A1

usessomeunusedP addressesf domainD 1, the lters
will not be ableto stop suchforgedpacletsto reachthe
victim V.

3. Monitoring to Detect Sewice Violations
and DoS Attacks

In this sectionwe shav how network monitoringtech-
niguescanbeusedto detectserviceviolationsandto infer
DoS attacks.We believe that network monitoringhasthe
potentialto detectDoS attacksin early stageseforethey
severely harmthe victim. Our conjectureis thata DoS
attackinjects a hugeamountof traf ¢ into the network,
which may alter the internal characteristicge.g., delay
and lossratio) of the network. Monitoring watchesfor
thesechangesand our proposedechniquescanidentify
the congestedinks andthe pointsthat are feedingthem.
We describethe monitoring schemesn the contet of a
QoS-enabledetwork, which providesdifferentclasse®f
servicefor differentcosts. The schemesrealsoapplica-
ble to besteffort (BE) networksto infer DoS attacks but
not to detectserviceviolationsbecausghereis no notion
of servicedifferentiationin BE networks.

To monitor a domain, we measurethree parameters:
delay paclet loss ratio, and throughput. We refer to
theseparameterollectively asthe servicelevel agree-
ment(SLA) parameterssincethey indicatewhetherauser
is achiving theQoSrequirementsontractedvith thenet-
work provider. In our discussiondelayis the end-to-end
lateng; paclet lossratio is de ned asthe ratio of hum-
berof droppedpacletsfrom a o w? to thetotal numberof
pacletsof thesame o w enteredhedomain;andthrough-
putis the total bandwidthconsumedy a o w insidethe
domain. Delay andlossratio are goodindicatorsfor the
currentstatusof the domain. This is becauseif the do-
mainis properlyprovisionedandno useris misbehaing,
the o ws traversingthroughthe domainshouldnot expe-
riencehigh delay or lossratio inside that domain. It is
worth mentioningthatdelayijitter, i.e., delayvariation,is
anotherimportantSLA parameter However, it is o w-
speci ¢ andtherefore,is not suitableto usein network
monitoring.

TheSLA parametersanbeestimatedvith theinvolve-
mentof internal(core)routersin anetwork domainor can
be inferred without their help. We describeboth core-
assistednonitoringandedge-basedwithoutinvolvement
of corerouters)monitoringin thefollowing subsections.

2A “ow canbe a micro “ow with ®ve tuples(addressesports,and
protocol) or an aggrgate one that is a combinationof several micro
“ows.
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3.1.Core-basedMVonitoring

A core-basednonitoringschemdor QoS-enablechet-
work is studiedin [11]. In this schemethe delayis mea-
suredby having the ingressroutersrandomly copy the
headerof someof the incoming paclets. The copying
dependson a pre-con guredprobability parameter The
ingressrouterformsa probepaclet with the sameheader
asthedatatraf c, which meanghatthe probepacletwill
likely follow the samepathasthe datapaclet. Theegress
router recognizesheseprobe paclets and computesthe
delay

This monitoringschemeameasureshelossratio by col-
lecting paclet drop countsfrom corerouters.It thencon-
tactstheingressroutersto getthetotal numberof paclets
for each o w. Thelossratio is computedrrom thesetwo
numbers.To measuréhethroughputtheschemepollsthe
egressrouters. The egressrouterscan provide this infor-
mationbecausé¢hey alreadymaintainthis informationfor
each ow. This schemeimposesexcessive overheadon
the corerouters therefore|t is not scalable.Othermoni-
toring schemeshatinvolve bothcoreandedgeroutersare
proposedn theliterature,seefor example[4, 7, 8].

3.2.Edge-basedMVonitoring

We describe two edge-basedmonitoring schemes:

stripe-base@nddistributed Bothschemesneasurelelay
andthroughputusingthe sametechniquessthe previous
core-basedcheme. They differ, however, in measuring
thepacletlossratio.

Stripe-basedMonitoring . The stripe-basedchemen-
fers loss ratio inside a domainwithout relying on core
routers.We shawv how to infer lossratiosfor unicasttraf-
¢ asexplainedin [9] andrefer the readerto [6] for the
multicasttraf c case.Theschemesendsa seriesof probe
paclets,calledastripe,with nodelaybetweerthem.Usu-
ally, astripeconsistof threepaclets. To simplify thedis-
cussiongconsidetatwo-leafbinarytreespanningnodes0,
k, R1, Ry, asshavn in Figure2. Thelossratio of thelink

k! Ry, forinstancecanbeestimatedy sendingstripes
from theroot O to theleavesR; andR;. The rst paclet
of a 3-paclet stripeis sentto R;, while the lasttwo are
sentto R,. If apacletreachedo ary recever, we canin-

fer thatthe paclet musthave reachedhe branchingpoint
k. Further if R, getsthelasttwo pacletsof astripe,it is

likely thatR; recevesthe rst paclet of thatstripe. The
pacletlossprobabilityis calculatedbasedon whetherall

pacletssentto R; andR; reachtheir destination.Simi-

larly, the lossratio of thelink k ! R is inferredusing
a complementangstripe,in which the rst pacletis sent
to R, andthelasttwo aresentto R;. Thelossratio of

thecommonpathfrom 0! k canbe estimatedoy com-
bining the resultsof the previous two steps. For general
trees this inferencetechniguesendsstripesfrom the root
to all orderedpairsof the leavesof the tree. Finally, this
techniquds extendedn [11] for routerswith active queue
managemerih aQoSdomain.

Distrib uted Monitoring . The distributedmonitoringap-
proachis proposedn [12] to furtherreduceghemonitoring
overheadIn thismechanismtheedgeroutersof adomain
form an overlay network on top of the physical network.

Figure3(a)shavsthespanningreeof thedomainstopol-
ogy. The edgeroutersform an overlay network among
themseles,asshavn in Figure3(b). This overlayis used
to build tunnelfor probepacletson speci ed paths. The
internallinks for eachend-to-endpathin the overlay net-
work areshawn in Figure 3(c). In the distributed moni-
toring approachan SLA monitor sits at ary edgerouter
Themonitorprobesthe network regularly for unusualde-
lay patterns.The delayandthroughputmeasurementsre
the sameas describedn stripe-basedscheme. The two
schemedliffer in measurindoss. Sinceserviceviolation
canbedetectedvithoutexactlossvalueswe needonly to
determinewvhetheralink hashigherlossthanthespeci ed
thresholdor not. Thelink with highlossis referredto asa
congestedink. The goal of the distributedmonitoringis
to detectall congestedinks.

Whendelaygoeshigh, the SLA monitortriggersagents
at different edgeroutersto probefor loss. Eachedge
routerprobesits neighbors.Let X beabooleanrandom
variablethatrepresenttheoutputof probe . X takeson
valuel if the measuredossexceedshethresholdin ary
link throughouthe probepath,andtakeson 0 otherwise.
For example,if the outcomeof E1 ! E 3 probingpath
is 1, it meanseitherel! C1,C1! C3,C3! E3,
or acombinationof themis congestedIf the outcomeis
0, thende nitely all internallinks are not congested.In
this way, we write equationgo expressall internallinks
in termsof the probeoutcomes.Solving theseequations
andidentifying the congestedinks aredetailedin [12].

The distributed monitoring schemerequireslessnum-
ber of total probes,O(n), comparecto the stripe-based
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Figure3. Network monitoringusingthe distributedmechanism.

schemewhich requiresO(n?); wheren is the numberof
edgeroutersin thedomain.Thedistributedschemas able
to detectviolation in both directionsof ary link in the
domain, whereasthe stripe-basedtan detecta violation
only if the o w directionof the misbehaing traf c is the
sameasthe probingdirectionfrom the root. To achiee
sameability like distributedone,thestripe-basetieedso
probethewholetreefrom several points,which increases
the monitoringoverheadsubstantially

3.3.Violation and DoS Detection

In boththestripe-basednddistributed-baseanonitor
ing schemeswhendelay loss,andbandwidthconsump-
tion exceedthe pre-de nedthresholds,the monitor de-
cideson possibleSLA violation. The monitor knows the
existingtrafc classesandtheacceptabl&LA parameters
perclass.High delayis anindicationof abnormabeha-
ior inside the domain. If thereis ary lossfor the guar
anteedtrafc classandif the lossratios of othertrafc
classesxceedcertainlevels,an SLA violationis agged.
This losscanbe causedy some 0 ws consumingband-
width beyond their SLA. Bandwidththeft is checled by
comparingthe total bandwidthachiezed by a useragainst
theusers SLA for bandwidth.Themisbehaing o wsare
controlledattheingressrouters.

To detectDoS attacks setof links L with high lossare
identi ed. For eachcongestedink, I(vi;v;) 2 L; the
treeis divided into two subtrees:one formed by leaves

descendarfrom v; andthe otherfrom theleavesdescen-
dantfromv; . The rst subtreehasegressoutersasleaves
throughwhich high aggrejate bandwidth o ws areleav-

ing. If mary exiting o ws have the samedestinationlP

pre X, we caninfer thateitherthis is a DoS attackor the

trafc is a goingto a popularsite [15]. Decisioncanbe

taken with consultingthe destinationentity. If it is an

attack,we canstopit by triggering lters at the ingress
routersthatareleavesof the othersubtree.

We illustrate a scenarioof detectingand controlling
DoS attack using Figure 3. Suppose the victim's do-
main D is connectedo the edgerouterE6. The mon-
itor obseresthatlinks C3 ! C4 andlink C4! E®6
are congestedor a time duration t sec. From both
congestedinks, we obtainthe egressrouter E 6 through
which most of these o ws are leaving. The destination
IP pre x matchingat E 6 revealsthat an excessamount
of trafc is headingtowardsthe domainD connectedo
E 6. To controlthe attack,the monitorneedso gure out
throughwhich ingressroutersthe suspectedo ws areen-
tering into the domain. The algorithmto identify these
ingressroutersis discussedhn [12]. Themonitoractivates
Iters attheseingressroutersto regulatethe o wsthatare
destinedo D.

Theadwantageof the monitoring-basedttackdetection
is thatthe neighbordomainsof the victim candetectthe
attackearlyby observingheviolationof SLA parameters.
By consultingwith thepotentialvictim, thesedomainscan



Symbol | Description Valuesusedin comparison
Psch Processingverheador schemesch —
Cch Communicatioroverheador schemesch -
M Numberof edgerouters [10-20]
N Numberof corerouters 12
F Numberof o wsenteringthrougheachedgerouter 100,000
P Numberof pacletsper ow 10
p Probabilityto marka paclet [0-0.20]
Percentagef misbehaing o ws [0 —20%)]

h Pathlengthinsidea domainor hopcount 4,6
s Lengthof astripe 3
fs Frequeng of stripeperunit time in stripe-basednonitoring | 20
fq Frequeng of probesperunit time in distributedmonitoring | 30

1 Processingverheador ltering -

2 Processin@verheador marking -

3 Processingverheador monitoring -

Tablel. Symbolsusedin the comparisorandtheir values.

regulatetheintensityof theattackandevenanearlydetec-
tion canthwart the attack.For eachviolation, the monitor
takes actionssuchasthrottling a particularusers traf c
usinga o w controlmechanism.

4. Comparative Evaluation

In this section,we conducta quantitatve analysisof
the overheadmposedby differentschemedo detectand
prevent DoS attacks. The objectve of this compari-
sonis to shawv the characteristicof eachschemeand
howv they behae when different con guration parame-
ters of a domainare changed.We do not emphasizeon
numeric overheadvalue of ary speci ¢ scheme rather
we draw a relatve comparisoramongthem. The com-
parisonprovides guidelinesfor selectingthe appropriate
scheme or a combinationof schemespasedon the re-
qguirementandhowv muchoverheadcanbetolerated.The
schemesve comparehereare: IngressFiltering (Ingf),
route-basegbaclet Itering (Routg, tracebackvith prob-
abilisticpacletmarking(PPM), core-basedetwork mon-
itoring (Core), stripe-basednonitoring (Stripe), anddis-
tributedmonitoring(Distributed.

4.1.Setup

For eachschemeye calculatetwo differentoverheads:
processingandcommunication.The processingverhead
is dueto extra processingequiredat all routersof a do-
main per unit time. The communicatioroverheads due
to extra pacletsinjectedinto a domain. The communica-
tion overheadis computedas the numberof extra bytes
(not paclets)injectedper unit time. For processingver
head,the extra processingat routersmay contain: more
addressookups,changingsomeheaderelds, checksum

re-computationand ary CPU processingneededby the
scheme. For example, Iters needto checkthe source
IP addresdo verify whethera paclet is comingfrom a
valid source. This requiresone extra addresdookup (to
checkthe sourcelP addressfor eachpaclet. The mon-
itoring schemesinject probe paclets into the network.
Eachrouterinside a domainrequiresprocessingsuchas
addresdookup, TTL eld decrementchecksumcompu-
tationfor eachprobepaclet. For simplicity, we chagethe
Itering scheme ; processinginits,the markingscheme

2 processingunits,andthe monitoringschemes 3 pro-
cessingunits for eachpaclet processed We expressthe
processingverheadn termsof 1; »;and 3 (process-
ing units), and the communicationoverheadin termsof
thetotal kilobytes(KB) injectedin thedomain.

We considera domainD with M edgeroutersandN
core routers. We assumethereare F o ws traversing
through eachedgerouter and each ow hasP paclets
on average.We de ne asthe percentag®f misbeha-
ing o wsthatmaycauseDoS attacks.We denoteC,c, as
the communicatioroverheadandPs., asthe processing
overheadrespectiely for schemesch. Table 1 lists the
variablesusedin the comparisorandtheir values.

4.2 OverheadCalculation

Filtering and marking techniquesdo not incur ary
communicatioroverhead.The monitoringschemedave
bothprocessingagndcommunicatioroverhead.

Ingress Itering . The processingoverheadof ingress
Itering dependson the numberof paclets enteringa
domain. It requiresone processingunit to check the
sourcelP addressof every paclet. For our domainD,
thetotal enteringpacletsisM  F  P. Thus,thetotal



processingverheadf ingressltering is givenby:

Route-based Itering . We needto deploy ingress lters
in everydomainin thelnternetto effectively stopall possi-
ble attacks.Theroute-basedtering schemepntheother
hand,doesnotrequireevery singledomainto havea lter.
Park et al. shav thatplacingthis Iter atapproximately
20%of all autonomousystemsanpreventDoSto agreat
extent[18]. For adomainthatdeplgys a routerbasedI-
ter, theoverheads thesameastheingresslter . Globally
speakingtheoverheadf route-basedtering is one fth
of the overheadof ingressltering ontheaverage.In our
comparisonye use

Proute = 0:2 Plngf: (2)

Probabilistic packet marking (PPM). PPM doesnotin-
cur ary communicatioroverheadbut addsextra , pro-
cessingunitsfor every pacletthatgetsmarkedataninter
mediaryrouter PPM might needsophisticateadperation
suchastakinghashof certainlP elds. Thetracebackvith
PPM markspacletswith a probability p ateachrouteron
the pathto thevictim. If a paclet passeshroughh hops,
on the average,in the network domainD, the processing
overheads computeds:

Pepem =M F P p h 3)

Core-basedmonitoring. The monitoringschemesnject
probetrafc into the network and add processingover-
headsaswell. Thetotalnumberof injectedprobesandthe
sizeof eachprobepacletareusedo calculatehecommu-
nication overheadsn termsof bytes. The Core scheme
dependson the numberof pacletsthat corerouterssend
to the monitor to reportdrop history The drop history
at eachcore router dependson the o ws traversingthe
network domainand the percentageof these o ws that
areviolating their SLAs at a particulartime. For the do-
main D, if d bytesare requiredto recordthe drop in-
formation of each ow, then eachcore needsto send
C = max(1; paEkeT‘ﬁze) control pacletsto the monitor.
Thepacket_size is thesizeof a controlpaclet, which de-
pendson the MTU of the network. To obtainlossratio,
the monitor queriesall edgesfor paclet countinforma-
tion of the misbehaing o ws. Every edgerepliesto this
query Thetotal numberof pacletsexchangedamongall
edgeroutersandthe monitoris (2M + N) C paclets.
Thereforethe communicatioroverheads givenby:

F d o
Ceore = (2M+N) max(1; paTt_size) packet_size;
4)

andthe processingverheads givenby:

F d

P =(2M + N —_—
core = ( ) packet_size

max(1;

) h 3,
(5)

wherepacket_size is acon gurableparameter

Stripe-based monitoring. In the stripe-basedmoni-
toring scheme,a stripe of s paclets is sent from the
monitor to every egressrouter pairs. For the network
domain D, the total number of probing paclets is
s (M 1) (M 2) fg; wherefsisthefrequeny
by which we needto sendstripesper unit time. The
communicatioroverheadandthe processingverheacare
shavn in equation(6) andequation(7) respectiely.

Gswripe =S (M 1) (M 2) fs packetsize; (6)

Pstripe = S M 1) (M 2) fs h 3. (7)

Distrib uted monitoring. For the distributedmonitoring,
eachedgerouterprobesits left andright neighbors.If it
required 4 probesperunit time, thecommunicatiorover-
headis:

Goistr ibued = 2 M fg packetsize: (8)

On the average,eachprobepaclet traversesh hopsand
thusthe processingverheadcanbe calculatedas:

Ppistr ibued =2 M fqg h 9

4.3 Resultsand Analysis

To visualizethedifferencesamongall schemesye plot
theprocessingindcommunicatioroverheador oneof the
domainshowvn in Figurel. Usually DoS attacksare di-
rectedtowardsa particularhostor asetof hostsconnected
to arelatively small sizedomain. In the example,Figure
1, the DoS attackis directedtowardsdomainD 4 andthe
attacktrafc is comingfrom variousotherdomains. For
our comparisonwe usethe parametersvaluesshavn in
Tablel for domainD . We usesecasunittimein all com-
parisons.

Figure4 (a) shows the processingverheadn termsof

1 for ingress ltering, route-basedltering, and PPM
when paclket marking probability is varied along the X-
axis. The route-basedltering requiresless processing
thanmarkingschemefor p  0:07 becausehis Itering
schemeadoesnot needto be deplgyed at all routersof all
domains.Sasageetal. usemarkingprobabilityp = 0:04
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Figure 6. The processing and communication overhead for the monitoring schemes when the number of
edge routers in a domain is increased. The Core scheme has less processing overhead than both edge-
based schemes when the number of edge routers in the domain is increased. Edge-based schemes
always impose less communication overhead than the Core scheme. The Core might perform better than
Stripe for a large domain (e.g., M > 20) depending on the value of .

in theirtracebaclanalysig21]. Usingthis probability, the
marking mechanismhasless overheadthan others. We
usetwo differentpathlengthsin the plot; oneish = 4
andanotheris h = 6. The pathlengthdoesnot increase
the overheadsubstantiallybecausehe path length does
not go up very high for a small-sizedomain. Figure4(b)
shavs thatwhennumberof edgeroutersareincreasedn
adomaintheprocessingveris increasedor all schemes.
Figure 5 shavs both processingand communication
overheadfor different monitoring schemes. The pro-
cessingoverheads low for Core schemehanthe Stripe
scheméor 20% Thisis becausehe control paclet
size of Core canbe setequalto the maximumtransmis-
sionunit of thenetwork to minimizetotal numberof pack-
etssent,whereaghe probepaclet sizeof the Stripeis 20
byteswith 20bytesof IP headerHowever, if theattackin-
tensityis high,i.e.,thevalueof is high,the overheacf
Core exceedsthe overheadof both edge-basedchemes.
In this example, probesinjectedby Stripe schemecon-
sumes600K bytes of bandwidthper sec, which is dis-
tributedover all links of the domain. If all links areOC3
type, on averageeachlink experiencegprobetrafc less
than0.015%of thelink capacity The Distributedscheme
consumesentimeslessthanthe Stripeonein this setup.
In Figure6, we vary thedomainsizechanginghenumber
of edgerouterswhile keepingthe numberof corerouters
x edtoN = 12 The percentag®f misbehaing trafc
is x edandequals1%. Figure6 (a) shaws that Core
canresultin lesscomputationoverheadthan edge-based

schemesvhenthenumberof edgeroutersincreaseskEven
thoughtheoverheadf Core schemalepend®nbothcore
and edgerouters, this schemereducesprocessingover
headby aggreating o ws whenit reportsto the monitor.
Whennumberof edgeroutersincreasespverheador both
CoreandDistributedschemesincreasdinearly. Theover
headfor Stripeincreasesubstantiallywith theincreaseof
edgerouters.Dependingpn |, Figure6 (b) shavsthatthe
communicatioroverheador Stripemay exceedthe com-
municationoverheadf CorewhenM > 20.

4.4 Summary

We summarizethe important featuresof all schemes
in Table2. Ingressltering andcore-assistedhonitoring
schemedave high implementatioroverheadoecausehe
formerneedso deploy lters atall ingressroutersin the
Internetandthelatterneedssupportirom all edgeandcore
routersin adomain.But Itering andmonitoringcanpro-
vide bettersafetycomparedo the tracebackwhich only
canidentify an attacler afterthe attackhasoccurred.All
monitoring schemeseedclock synchronizatiorto mea-
sure SLA parameterswhich is an extra overhead. But,
they candetectserviceviolationsandDoSattacksaswell.
Filters are proactive in natureandall otherschemesare
reactve. Filters can detectattacksby spoofedpaclets
whereagherestof theschemesandetecianattackevenif
the attacler doesnot usespoofed P addressefom other
domains.



Property PPM IngressFiltering | Route-based Core-assisted | Stripe-based| Distributed
Filtering Monitoring Monitoring | Monitoring
Overhead attack numberof numberof numberof routers, routers,
depend®n volume incoming incoming owsyviolating | topology topology
paclets paclets SLAs attacktrafc | attacktrafc
Implementation| all routers| all ingress all routersof all edgeand all edge all edge
overhead edgerouters selectve domains| corerouters routers routers
Clock — — — atedgeand atedge atedge
synchronization corerouters routers routers
Response reactve proactve proactve reactve reactve reactve
SLA violation no no no yes yes yes
detection
Detectattacks | ary IP spoofedP from | spoofedP from | ary IP ary IP ary IP
initiated using otherdomains | otherdomains

Table2. Comparisoramongdifferentschemeso detect/preentserviceviolationsandDoS attacks.

5. Conclusions

We investigatedseveral methodgso detectservicelevel
agreemenviolations and DoS attacks. We shaved that
thereis no single methodthat ts all possiblescenarios.
Speci cally, in ICMP tracebackand probabilisticpaclket
markingmechanismgheattacler maybeableto confuse
the victim by sendingfalselCMP tracebackpacletsand
by randomly marking attackingpaclets. Ingress lters
needglobal deploymentto be effective, whereasroute-
basedlters strive againstthedynamicchangeof therout-
ing information.

We shavedthatnetwork monitoringtechniquesanbe
usedo detectserviceviolationsby measuringhe SLA pa-
rametersand comparingthemagainstthe contractedval-
uesbetweenthe userandthe network provider. We also
arguedthat monitoring techniqueshave the potentialto
detectDoS attacksin early stagesbeforethey severely
harmthe victim. Our agumentis basedon the fact that
a DoSattackinjectsa hugeamountof traf c into the net-
work, which may alter the internal characteristicge.g.,
delayandlossratio) of thenetwork. Themonitoringtech-
nigueswatchfor thesechangesandidentify thecongested
links, which helpsin locatingthe attacler andalertingthe
victim.

Thepresentedomparatie studyshavedsereralissues.
First, it shavedthatwhile markingimposedessoverhead
than Itering, it is only a forensicmethod. Filtering, on
the otherhand,is a preventive method which triesto stop
attacksbeforethey harmthe system. Second the core-
basedmonitoringschemehasa high deploymentcostbe-
causeit needsto updateall edgeaswell ascorerouters.
However, thecore-basedcheméiaslessprocessingver
headthanthe stripe-basedchemebecausat aggreates
ow informationwhenit reportsto the monitor Third,

Thestripe-basednonitoringschemeéhaslower communi-
cationoverheadhanthe core-basedchemdor relatively

small size domains. For large domains,however, core-
basedmayimposelesscommunicatioroverheaddepend-
ing ontheattackintensity Fourth, Thedistributedscheme
outperformgheothermonitoringschemeén termsof de-

ploymentcostandoverheadn mary of thecases.
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