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Abstract

Despitethe useof stateof the art methals to praotect agairst malicious progams,they continte to
threateranddamagecomputer systemsarourd theworld. In this papemwe presentMET, the Malicious
Email Tracking system,designedo autormatically repat statisticson the flow behaior of malicious
software delivered via email attachmets both at a local andglobal level. MET canhelp redue the
spreadof malicious software world-wide, especiallyself replicatingvirii, aswell as provide further
insighttowardsminimizing damag causedy maliciousprogramsin thefuture. In addition,the system
canhelpsystemadmiristratorsdetectall of the pointsof entryof a malicious emailinto a network. The
coreof MET’s operationis a databasef statisticsaboutthe trajectoy of email attachmets in andout
of anetwork systemandtheculling togetherf thesestatisticsacrossetworks to presentiglobalview
of the spreadof the malicioussoftware. From a statisticalperspectie samplingonly a small amount
of traffic (for exampe, .1 %) of a very large email streamis sufficient to detectsuspiciousor otherwse
new email virusesthat may be undeteted by standadl signaturebasedscannes. Therefore,relatively
few MET installationswould be necessaryo gathe sufficient datain orderto provide broadprotection
services. Small scalesimulatiors are presentedo demorstrateMET in opeation and suggest$owv
detectionof new virus propagatiors via flow statisticscanbe autonated.

1 Intr oduction

Computersysemsarecorstantlyunderattad by malicious softwareattacedto email. Accordng to NUA

Researh, email is respnsilde for the spread of 80 percent of compuer virus infections [10]. Various
estimaesplace the costof damag to compuer sysemsby malicious email attachmentsin the rangeof 10
-15 billion dollarslastyea alone Many commercal sysemsareusedin anattemp to detect and prevert

theseattadks. Themostpopularappoachto deferd agairstmalicioussoftwareis throughanti-virus scamers
suchasSymante@andMcAfee, aswell assener-basedilters that filters email with execuableattachments
or embedledmacrosin documetts [15, 7].

Theseappracheshave beensucessfulin protectingcompuersagainskknowvn malicious programsusu
ally employing signaturebasedmethals. However, they have notyet providedameanf protecting agains
newly launched(unknown) viruses, nor dothey assis$ in providing information thatmy helptracethoe indi-
vidualsresmnsile for creatng viruses.Only recently have there beenapgroacheto detectnen or unknown
malicious software by andyzing the payloadof an attaciment. The methodsusedinclude heuristics[16],
neurl networks [6] anddatamining teciques[13 8]. However, thesemethalsin geneal do not perform
well enoudh to deted all malicious software. Other appioache recertly appearing include email client
wrappes thataim to deted violations of behaior basedupon policy rulesthat specify legitimate behaior
[1]. Thisappgoachrelies on softwarebeing depbyedatthe client systan thatrecavesthe attadiment.

In recentyearshowever, not only have compuer virusesincreasedramadically in numbe andbegunto
appear in new andmorecomplkex forms, but the increasedinter-comectivity of computrshasexacebated



the problemby providing the meansof fastviral propagatior2].

Sincemalicious software cannotalwaysbedetededin advana by inspectingpayload,we canredwethe
damagecausel by malicious software by monitoiing its behaviorin spreaing amongnodes in networks.
After some(patticularly unlucky) initial victim networks are infected, othe's may be forewarned by an
impendng threa, who then may take preventive action agairst thatthred. Currentlly monitoring sysems
exist through organzations suchasWildList [4], andthe TrendMicro World Virus Tracking Center[9.

WildList is an organizaton conssting of 65 virus information professioals, who repot all compute
progamsthatthey haverecavedandpositively idertified asmalicious. Thislist doesnotincludethosecases
wherean attachmentis constderedsuspcious but not yet classfied asmalicious, or includeary virusesnot
spedfically repated by these65 pariciparts. This leavescompuer systans vulnerabk to attack from un-
repatedviral incidents[4]. Sincethe processof repating is not autbbmated malicious software(especially
the selfreplicating variety) canspreadmuchfaser thanthewarningsgeneatedby WildList.

Trend dependson a proprietaty virus scamer (Housesall) [3] which integrateswith the Trend Virus
Contrd System(ther managenentsolution for network adminstratas) to repat informationabou actua
virus infections. It attemps to predct virus outtreaksand prevent them pro-actively with the useof a
dynamic mapto analyze worldwide virus trendsin realtime [9]. However, since HouseCadlis not widely
used Trends datais incomgete. Furthermae, if Trends datalaseis not updaed at the time that a virus
infects a sysem,thenthevirus remainsunreporte.

In this pape, we presntthe Malicious Email Tracking(MET) sysemwhich addresseshes probems.
Thekey differencebetwea& MET andprevious monitaring systanssud asTrendis tha MET extrads and
logs a uniqueidertifier from all attachmentspassing througha mail sener. If anattadimentis discovered
to be malicious afterthefact,the statigics onits behaviors will have been recodedandavailablefor further
analysisandreporing functions.

MET providesthreemajor capailities. Thefirst capalility is the ability to tradk the global spread of
malicious softwarethroughemail. We employ the epidaniological frameawvork from Kephat etal., 1993 [5]
to quanify anddescibe the spreadof malicious emails By monitoling the spread of malicious software
via email,we canassesthe genaal thred thata specfic maliciousprogramis cawsingwhile it is occuring.
This informationcanalsohelp apprelendthoserespnsilde for creding thevirus (up to the point of awell
engneeredspod of IP addessesatthelaund point). Thesecor capability is detemining all of the points
of entry via email of malicious software into a network. This canhelp the sysem administratas contain
the damag caued by the software The third capaility is to redwce the spreal of self replicating viruses
sprea throughemail. Potental self replicatingvirusescanbe detet¢ed by their traffic pattensatsomemail
seners andthis information can be quickly propagatedto otha mail senersto block thes virusesfrom
being deliveredto users.

This pape presats the conceptsbehinrd MET and demongsrates,via simulaions of gereratedemail
for asmall LAN, how it may operde in prectice. Detailedstudies concening the analysis of email flows
for detecting likely virus propagatias (versis false alarms)is beyond the scoye of this pape since the data
neecdto analyz theseflows requresdeplbymentof the MET systen. However, thedeploymentis plamed
shotly anda detdled analysis of the actud flows will bethethe sulject matterof afuture repat.

2 Malicious Email Tracking

MET hastwo primarycomporents the MET clientandthe MET sener. TheMET clientcomporentrunson

mail seners,monitars andlogs emailtraffic, andgeneatesrepots sentto the MET sener. The MET sener
runsat a cental location andrecavesthesereporsin orde to geneatestaisticsandalerts abaut malicious
programswhich aredistributed backto the MET clients. The MET sener canbe operdedby atrusted third

party offering a serviceto networks running the MET client.



MET providesan efficient systemof storing andtrangerring the datait gatherswhile alsotaking into
accaunt securty and privagy isstes. We now detal the choicesthat we madein designing the proof of
coneptsygem.

2.1 Unique ldentifier sfor Email Attachments

Thekey to tracking attachmentsin the MET sygemis the assgnmentof a unique identifier for eachemail
attadiment. The MET client extracts an attachment from an email and compues an idenifier from the
payload of the attachment. This unique idertifier is usedto aggreateinformationabou the sameattach
mentpropagatedin different emails. We presume that payload will be repicated without chang during
virus propajationamongspreadingemailsandthus tracking the email attachmentvia this idertifier is thus
possble.

Thenameof the attadiment,or the sulject of the emailis clearly not sufficient informationfor tracking
becaiseonevirus may be sentunder several different namesandsulject lines sincethes fields are easily
alterableby the malicious software MET compuesthe MD5 hash[12] of every binary attachmentreceved
to createthe unique identifier, using the hexadecimal repregntaton of the binary asinput to the algonithm.
We note that polymorphic viruseswill have differentidertifiers for eachinstanceof the virus. We disauss
possble methodgo addessthis problemin the conclusion secton.

2.2 MET Client

The MET client consbts of several comporents. The core of the MET client is a datatase,which stores
information aboutall email attacimentsthat pas through the mail sener. The MET systemcontains a
comporentto integratewith the mail sever. In our protatype implemenation, we integratedthe MET client
with sendmdi[14] using procmail[11]. The MET client alsocontainsa compaentto comptue the unique
identifiers for attachments.A dataanalyss comporent extracts statistcs from the datébaseto repat to the
MET senerandacommuni@tioncomporenthandesthe communi@tion betweerthe MET client andthe
MET sener. The MET archtectueis graghically displayedin Figurel.

Email
Recipient to MET Server
Emai o
Communicatio
Component
Mail Server
Alerts
Emai it Analysis
Statistics
Data Database Component

Figurel: MET Client Architecure

Whenintegratedwith the mail senerthe MET client processesall mail that contains attadimentsand
compuesauniqueidertifier for eachattachment.The MET client storesarecad containing theidertifiers
for eath mail thatcontansanattachmentin adatatase.By quelying the databasewith alist of theidertifiers
for known malicious programs, the administator can detemine the points of entry of malicious emails
into a network, and can maintaina list of the sendes and recipientsof theseemails Even if a logged
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attadimentwasnotinitially ackrowledgedasmalicious but only later categorizedto be so,sincearecod of
all attachmentsis stored in the datébasethe points of entry canstill berecovered.

While monitaring the flow of all attachments,MET allowsthe sysem adminidrator to distinguish be-
tweenemailtraffic containing non-malicious email attachmentsandemailtraffic containing malicious soft-
ware attachments. Malicious programsthat self-replicae will likely propagateat a significantly different
ratethanregularattachmentssentwithin the ervironmen in which MET is instaled. Thesedifferenceanay
becane moreappaentasall emailis monitared,and(tempord) staisticsaregatheed carefuly within that
ervironmert to estallish normsfor emailflows.

EachMET clientis requredto keep the minimumamountof informationconcening emailsthatcontain
attacimentsdescibedin Tablel.

Email Attachmen Log Record:

UniquelD of every Attachment

Time Stamp

Attachmen Classificaton (Malicious or Benign)
SendeEmail

Recever Email

Tablel: Information storedin MET Client Databas for eachemailthatcortainsanattachment

In additon, in the datdbasewe store thelist of unique identfiers for knownmaliciousattachmentsalong
with the namesof theseattadiments.This list is typically obtanedandupdatdfrom the MET sener.

TheMET systen usestheinformationstoredin thedatebasen two ways. SinceMET candetegminethe
points of entry of a malicious attachmentinto a network, this cangrealy assistthe clearup asso@atedwith
anemailvirus incidentandcanhelpthe sydemadminidratorreduwce andcontain the as®ciated damage.

In addtion, the MET client gathes statigics abou the propagationof eachmaliciousattacimentthrough
the site which is shaed with the MET sener. This allows a global view of the propagation of malicious
attadimentsandallows usto quantify thethreat of thes attadimentsasdescibedbelow Thecorestatigics
thatarerepated for ead malicious attacimentis the prevalence of an attachmentandthe birth rateof an
attadiment. The prevalenceis the numbe of timesit wasobserved by the MET client andthe birth rateis
the averagenumbe of copes sentfrom the sameuser Both of thesestatsticscanbe easly obtanedfrom
thedatalase.ln secton 3 we shav how we combhnethis informaton from multiple MET clients to quanify
thethred level andvarious other statisticson a virus from this basicinformation

Selfreplicating viruses natually have extremely high birth rates.If a MET client detecs anattadiment
with a very high birth rate,the MET client canwarnthe MET sener thatthis attadimentis a potertial self
replicatingvirus. The MET sener canin turn warnotherMET clients onthe Internetabodu this attaciment
which canredwcethespreaddf thesetypesof viruses.In section 4 we disaussthealgolithmsfor determinng
whenanattadimentmay correspord to a self replicating virus.

2.3 MET Serwer

TheMET senerrunsatacentrd locaion andcommunicéeswith the MET clients deployedat various mail
seners. The MET sener cantypically be opeatedby a trusted third party andvarious networks canmake
agreenentswith this third partyto provide the MET senices.

The MET sener hasseverd functions. The MET sener is respasible for propayating an updated
list of unique identifiers asseiated with known malicious virusesto the MET clients. This propagatia is
autanatedwhich allows for rapid update of the MET clients immediatey whena new malicious virus is



discovered.In thismodel,therespnsillity of updatingthelist is centalized andupdaesarenotdependen
ontherespnsivenesof individud systemadminidrators.

The MET sener is respasible for aggrejating staistics obtaned from the repors from MET clients
which allows MET to monitar virusesat a global level. Theinformationcontainedin eachrecad is shovn
in table2. Thefieldsall correspoml to information thatthe cental senerneedto eithe querythelocal hog
for moreinformation or to computebasicaggegatestaistics. We point outthatthetypeof information sent
to the MET sener arestatisticsthat protect the privacy of individual userswho may have sert or receved
themaliciousattaciment.Thereis essatially noinformation in therecodswhich canidentify anindividual
useraccaunt.

The core compmentof the MET sener is a datalaseof theserecods. MySQL is usedin the MET
protatype. The MET sener alsocontans a dataanalysiscomporentwhich perfaomsthe andysis overthese
recoids and a communicéion comporent which manageghe communcation with multiple MET clients.
An archtectue for the MET Seneris shovn in Figure2.

MET
Clients

Communication
Component

Database

Analysis
Component

Figure2: MET Sener Architedure

Recordrepating maliciousattachmentincident
ID of repating sener

UniquelD of attachment

Date/Time of repott

Prevalerce

Birth Rate

Table2: Information storeon a central repacsitory

Whenalocal datalaserepats anincident of a received malicious email attadiment,it repoits a unique
incidentidertification number the uniqueidertifier of the attachment,the dateandtime of the attack the
prevalenceand the birth rate The prevalence is the numberof uses in the network that recaved this
attadiment,andthebirth rateis therateat which thevirus is replicatingon the local level.

In additon, the MET senercanwarnall MET clients abaut potential self regicating virus threas when
they aredetecedby a MET client. This processis fully descibedin section 4.

The commurication betweenthe MET sener andthe MET client congsts of messgespassedon a
secuedchannelusingencrygion andauthenticaion mechamsms.



3 Derived Statistical Information about Malicious Emails

A greatdealof informationcanbederivedfrom the statisticsobtairedfrom the MET clientsthet is repated
to the MET sener. We usethe framework preentedin Kephartet al., 1993 [5] to quantfy the flows of
malicious attachments We canboth quanify theflows of malicious attadimentsthrougha network andthe
global flows of the malicious attachmentsthroughthe Internet. We comput the foll owing metricsfor eadh
malicious attachment(othe's arecertanly possble):

¢ Virus Incident: the fraction of the total numbe of machine within an organzation infected by a
partcular virus, dueto asingle initial infection from outsde the organizaton. Sinceeachattadiment
is savedin thelocd repostory with a UniquelD andmaliciousor berign classfication, this valueis
simply thenumbe of timeseachmaliciousunique ID appearsin the local repositoly.

¢ Birth rate: the rateat which avirus attemptgo replicatefrom onemachineto anotrer. This valueis
calaulatedby detemining the tota numberof email addressesan attadimentis sentto per minute.
If this valueis setto a specfic threshold it canbe usedto detemine whetter or not a program is
a self—replicating virus. Obvioudy, ary time quarta canbe implemened, andis bestdetermired by
observinglocd emailbehavior (We presimethat a maliciouspayload will not have accessto these
staisticsin orderto make its sprea behaviorapper normalwithin the environmert.)

e Lifespan: thelengh of time avirusis active. This valueis calcdatedby sultracting the first time a
virus is seenfrom its lastoccurrencein thelocal repasitory. This valuesrepats the amountof time a
virus wasfreeto calsedamageo anetwork before it wasdetected.

¢ Incidentrate:therateatwhichvirusincidentsoccu in agivenpopulation perunit time, normalizedto
the numbe of machires(computers)in the popuation. Thisis calaulated by the certral sener basel
onthevirusincidentvalues reporedby thelocal sener.

e Deathrate therateatwhich avirusis deteced. Thisis calcuatedby the cental repasitory by taking
the averggelifespanof thevirus.

¢ Prevalerce: ameasue of the total numberof locd hods infected by a particular virus. This value is
calaulatedby the centrd repasitory by summingover the numbe of loca host repating the same
virus.

e Threat the measureof how muchof a possble danger a virus may be. Onesstraightforward way to
measue threatis to calcultetheincidentrateof avirus addedto the prevalenceof avirus dividedby
thetotal numker of paricipating local hoss andthe total numberof viruses.

e Spread ameasue of the global birth rateof a virus. Thisis calcdated by taking the average of the
birth ratesrepated by the paricipating hods.

Thesemetricsarediredly implemeried by compuing SQL aggregatesover the datalases(both locd
andcental).

Eachtime a MET clientdetermiresthatanattachmentis avirus, it senégarepat to the MET senerand
the MET sener upddesit statidics for thatvirus.



3.1 Samplingto Estimate Global Malicious Email Prevalence

If aMET sener obtairs repors from all mail seners,thenexactmetrics for all malicious emailattachments
cancertainly be gatheed. However, in pradice, a MET sener will only obtain repots from a fraction of
mail seners. Thisis becaiseonly a small portion of mail senerswill deploy MET clients andeachMET
client doesnot necessarilyreportto the sameMET sener.

Eventhoudh the MET sener only obtairs repats on afraction of the total malicious email attachments
propagatingthroughthelnternet,the MET senercanstill compue accuatestatisticsfor themaliciousemail
attadimentsthatit obsewres. We canview thelimited setof mail senersasa representaive sampleof the
Intemetandextrapolatethe statigics for maliciousvirusesaccadingly. Sincethelnternetis extremel large,
evenwith asmallfraction (=~ .1%) of themail seners, we canaccuately compue thestaistics. Evenatthe
local level, simplethresholds on email attachmentpropagationrates may deted new virii . We demonstate
this with a simulationin thefoll owing sedions.

4 Self-Redicating Malicious Programs

Thethird capaility of the MET sysemis to reduc the spreal of selfreplicating viruses. This is capability
is implemented in both the MET client and MET sener. The basicideais thatif a MET client detecs
an attachmentthat seemgo be self replicating, it warnsthe MET sener which in turn warnsother MET
clients. Theseclientstheninstructtheir mail sener notto deliver mailscontaning this attadiment.Although
the network thatinitially detectedthe self-replicating virus is likely infected by the virus, the warning it
geneatescan both prevent other networks from being infected and significantly redwce the spreal of the
virus.

TheMET protaypehashuilt-in heuisticsto deteminewhether or notanattachments a self-replicating
malicious program. Theintuition behird thes heurigics wasderived by obseaving the behaviorof a setof
well-known self-replicaing malicious programs. Theseheurigics arejust afirst apprakimation of deteding
selfreplicatingvirii andpotertial improvemeris arediscussedn the condusion.

Many self-replicating viruseshave a similar methodof propagation— they sendthemselesto email
addessegound onthevictim’s compuer. This kind of behaviorwould manifes itself in an extremelyhigh
birth ratefor the attachment.While in somecase alarge birthratefor anattachmentwould be normalsuch
asin a broadcastmessag, whatis chamacterstic of self replicating viruses is thatthe messag comesfrom
multiple uses. In factthe numberof uses thatsendthe messag dependson the numbe of useswho open
theattachment.

Our heurstic for deteting self-replicating virusesis to classify an attachmentasself replicating if its
birth rateis greate than somethreshold ¢ and the attachmentis sert from at leag ! uses. If an email
flow recad is above the threstold ¢, the MET client notifiesthe MET sener with the unique ID of the
attadiment. The MET sener propayatesthe uniqueID to the MET clients which instruct the mail senerto
block all emailsthatcontan anattacimentwith this uniqueID. In practice,thesemails canbe queteduntil
asysemadminstrata candeteminewhethe or notthey aremalicious.

The corecapaility providedby MET allows deeger analyss of locd flows in order to setappopriaie
thresholds Suchstudeswill berepatedin afuture pape.

5 Simulations

A prablemwith analyzing simulaed emailsflows is thatit is very difficult to geneaatedatathatis represen-
tative of emailflows acrassmultiple mail seners. Evenif we wereableto obtan largeamouns of logs from
theseseners, since we are only interestedin the emailsthat contdn attachments,only a small portion of



thelogswould be apgicable. However, typical emaillogs do not contain information on whethe or notthe
messag contdns anattaciment.Furthemore,it is impossble to deteminewhich setof emailscorrespord
to the sameattachment.

Only with deploymentof asystemike MET, canwe obtain realdatato perform apeformanceandysis.
A dedoymentof MET is plannedfor the nearfuture anda future repot will focuson anin degh analysis
of emailflows.

In the absece of real datg we geneate a setof synthetic datato perfam the analysis. We testMET
with asimplethresholdlogic (boundson birthrateandnumbersof user$ to demorstratehow it mayoperate
onalocallevel.

5.1 GeneratedData Sets

The simulatal datawas gereratedfor 80 different hosts 500 different email addresses,and 100 different
attadiments.Tenof the attadmentswereclassfied asmalicious.

We gengateour synthetic dataasfollows. We gengateasetof emailrecadsby picking arandbmsende
anddestiration addiess. The attechmentthatis sert is arandanly seleced attacimentdravn from the set
of attadimentsthatthe sende haspreviously recaved. If the sende addiessreceived no emailattaciments,
thenthe attadimentis pickedat randan from theglobal pod of 100differentattachments.

We now show the resuts of this datg the various statigics compued andhow self-replicaing viruses
weredetectedor es@peddetedion.

5.2 Metrics Calculation

| md5sum | SenderAddress | Recipient Addres | date-tme \
Zi5XtPiykp... |toohot@phcom monica@columbiaedu 11:3400,1/17/02
EpCOGwtyii... | bob@ccry.edu helarm@gls.con 11:3400,1/17/02
9Qigw7xyg0...| elvis@columba.edu allen@microsof.com 11:3400,1/17/02
9Qigw7xyg0...| recruting@dhcom bostm@yahmgroyps.com| 11:3400, 1/17/02
EpCOGwtyii... | elvis@columba.edu ejcal@excharge.ml.com | 11:3400,1/17/02
EpCOGwryii... | toohot@pbcom monica@columbiaedu 11:3400,1/17/02
EpCOGwtyii... | johedoe @sdtyour-sod.com| bob@cay.edu 11:3400,1/17/02
Fxw4foiv8f... | monica@columba.edu recruting@db.com 11:3400,1/17/02
9Qigw7xyg0...| crown432@aol.con bob@cay.edu 11:3400,1/17/02
EpCOGwryii... | notice@freebtto.cam susam@verizoncom 11:3400,1/17/02
Fxw4foiv8f... | alewis@msn.et kathylee @wicestram.com 11:3400, 1/17/02

Table3: SampleSynthett Data

Table3 displaysaportion of thegeneatedemaillog. Usingthislog, for theviruswith ID Fxw4foiv8fuCKgOwJSIHgFe

which appeaed?2 timesin our datagtandspreadto 2 otherhosts we cancomput its metrics.In this case,
the Prevalene for this virus would be 2, andthe Birthratewould be0.06.

The metricscalcdatedfor the malicious attacimentslabeled M in Table4 aresentto the MET Sener
for further analyss. The attadimentsclassified asbenign (B) arealsofurther analyzedto deted unknown
selfreplicatingviruses.If the attachmenthasa virus incidentabove thresholdt, the serders,recipentsand
time stampsasseiatedwith thatattachmentarefurther evaluatd. If thethresholdt wassetto 10, the data



| MD5 | Virus Incident | Lifespan | Birthrate| Clasg
Zi5XtPiyk... 11 35 0.31 B
7Y5KmdENZ2... | 1 0 -1.00 B
THySziDD1... |5 34 0.15 M
TnAcCVV64... 2 12 0.17 B
YXO.3XSXf... |1 0 -1.00 M
EpCOGwyi... |32 45 071 |B
BKDCt37al... |1 0 -1.00 B
LKCTIsMZe... |1 0 -1.00 M
LWL6GBgPL... |1 0 -1.00 |B
Fxw4foiv8... 2 33 0.06 M
ruumkFcUo... 4 36 0.11 B
5j3eUVI9Kw... |2 4 0.50 M
EEHODdLIO... |1 0 -1.00 B
90KZWOQdO...|1 0 -1.00 B

Table4: Metrics Calculaedand StoredBy Client

in table4 requiresthat thelogs correspondng to both benign attachments Zi5XtPiyk... andEpCOGwuyi...,
be evaluaktdto checkfor self+eplicatingviruses.

The analsis suggests that both attachmentsare self+eplicating viruses. A repat is then sentto the
cental sener. The certral sener would then sutsequatly make the final decisbn asto whether or not
the attachmentis actually a self+eplicating virus basedon the numberof otherrepots of the virus it has
receivedfrom other clients.

Thesimuldion hererepats to the certral sener thatZiSXtPiyk... is a self-replicaing virus.

| HostID | MD5 | Virus Incident| Lifespan| Birthrate|
137.231235| THySziDDL1... 5 34 0.15
137.231235| YXO.3XSXf... 1 0 -1.00
137.231235| LKCTIsMZe... 1 0 -1.00
137.231235| Fxw4foiv8... 2 33 0.06
137.231235 HeHSXvmUP.. 7 24 0.25
765.124674 THySziDD1... 6 28 0.13
765.124674) HeHSXvmLRP.. 5 25 0.20
765.124674 gsJHH.s.p... 2 33 0.06
976.238976| DHGYYAH4K... 26| 40 0.65
976.238976| Fxw4foiv8... 3 28 0.07
976.238976| HeHSXvmLRP.. 8 32 0.30
976.238976| OiltoOrP3... 23 47 0.49

Table5: DataStoredBy MET Sener

Furthemore,therepat in Table5 canthenbe usel to detaminethe deathrate andincidentrateof this
virus. All thisinformation is sentbackto the clients andcanbe useal to preventfuture infections.

Givenfurtherinformationfrom thehost,MET is capalte of providing evenmoreinsightful information.
If sites sendthe costof repar afterattad, thetotal damag costcaugdby avirus canalsobe calcdatedby
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| MD5 | IncidentRate| DeathRate] Prevalerce| Threat| Spread

THySziDD1... |5.5 31 2 0.135(0.14
YxO.3XSXf... |1 0 1 0.01%-1.00
LKCTIsMZe... |1 0 1 0.01%-1.00
Fxw4foiv8... 25 30.5 2 0.06%5| 0.065
HeHSXvmUR. |6.66 27 3 0.25 [0.25
gsHH.s.p... 2 33 1 0.01%]0.06
DHGYYAH4K...| 26 40 1 0.325 | 0.65
OiltoOrP3... 23 47 1 0.28/5|0.49

Table6: Metrics CalculatedandMET Sener Basedon Table5

MET. In addition, if emailandIP addressesaresen from clients to seners,the original sencer IP addess
canbetracked perhgsproviding insight to theidenrtity of thevirus originator or theunlucky initial victims
atthelaunch point.

6 Conclusions

Even with the useof stateof the art anti-virus software, malicious programs contirue to calse damag
to compute systans world wide. Although complde eradcation of malicious programsseemso be an
impossble task,the moreinformationwe have on the propagationof theseprograms,the more effectively
we canlimit their damage.The Malicious Email Tracking systemwasdesignedto gatherthis information
in conjunction with ary anti-virus scanrmrs,andacrcss hostswith while maintining privacy and secuity
polices. As patternsof viral propagationevolve andvirusesmutatein an attemptto bypassnew anti-virus
software, MET will beableto monitar thesechargesandassasthe needfor improvedsoftware minimizing
repar costs

As email behavioris obsened and staistics are collected,bast metrics are calcuatedvia SQL com-
mandsin a COTS DBMS anddistributed. However, asthe numberof pariciparts increasesthe amoun
of dataobtaned increases.As aresut there is a greaer potential to calaulate addtional metricsand run
further tess to learn new pattens of propayation. Additional fields over which to calaulate more metrics
canalsoeasilybeincormoratal into the systen. This datacanbe used to train new anti-virus programsand
canfurther prevert the spreadof new andunknown malicious programs.

Thetopdogy andframework of MET allowsfor thetracking of ary emailattacimenttraveling through
the Internet, not simply viruses. Simple modificatins to the type of data saved andthe metrics calaulated
canmalke MET atool usedfor various reseach purposes.

The MET systen we preserted is an experimental prototype There are mary diredions for future
reseach to improve various aspe&ts of the systean. For example, insteal of usinguniqueidentifiers basel
on MD5 hashe, we canusea different type of identifier thatis robust for polymorphic viruses. In gereral
polymorphicviruses male relatively minor chargesbetweergeneations of thevirus. An effective identfier
would mapall instarcesof a polymorphicvirus to the sameidentfier. This problemis nonrivial andis
worth further reseach. In addiion, anidertifier thatcoversseverd similar binarieswould allow usto save
spa@ andallow usto track similar infections andthusgive the systen moreflexibility .

Anothe futuredirectionis to incorporae a moresophisticatedmodelof self-replicaing viruses. We can
appoachtheprobemfrom aprobabilistic framenork andcompute aprobability for ead attacimentof how
likely it is self-replicating Oneadvantageo this apprachis thatwe canquartify the risk assaiated with
allowing the delivery of the attachment. This canallow adminstratass of individual MET clients to base
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their dedsion on whetherthey shoud allow the emailsto be delivered basel on this risk assesment.

The simuldions presatedin this paper were basa on syrthetic data A morerobust analysis of the
perfoomanceof the system would requre morerealigic datafor tesing. However, the collectionof this data
requresthe equivalent of the MET systam to collect this information. We are plaming on depbying this
system in the nearfuture and presenting anin deph performanceandysis of MET andandysis of email
flowsin afuture repot.
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