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Abstract

Distributed problemsraise privacy issues. The user
wouldliketo specifysecuely his constaints(desies,avail-
ability, mong) on his computeronce Thecomputeris ex-
pectedto computeand communicatdor searching an ac-
ceptablesolutionwhile maintainingthe privacy of theuser

Evenwithout computes infestedwith spy virusesthat
captue the interaction with the user most agent based
approacesreveal parts of one agent's secet data to its
partners in distributed computationg[7]. Somecrypto-
graphic multi-party computationprotocols[1] succeedo
avoid leakingsecetsat the computationof somefunctions
with private inputs. They havebeenappliedto nd the set
of all solutionsfor the meetingschedulingproblem(3].

However, nobodyyet succeededo apply thosetedch-
niguesfor nding arandomsolutionto themeetingschedul-
ing problem. Note that revealing all solutions,whenyou
only needa singleong leaksa lot of dataaboutwhenoth-
ersare, or are not,available Someanswes were proposed
in our previousapproadesto distributed constaint prob-
lems[4]. They guaranteethat no agentcaninfer with certi-
tudea secetfromtheidentity of the solutionof the problem
(other than the acceptancef the solution), but guarantee
nothingaboutinferenceof probabilisticinformationabout
secets.Our new techniqueanswes this problem too.

1. Intr oduction

Meeting schedulingis an old, recurrentand easily de-
scribedproblemthatcontinuego fascinateesearchersin
importantreasonis the adwent of somerequirementdike
privacy of users constraints,or availability of associated
resources.nformally, a setof agentswantto meet. They
searchfor a cornvenablemeetingplaceandtime that satis-

es the privateconstraintof eachof them. Therecanalso
exist somepublic constraintdknown by everybody lik e the
impossibility of meetingsomevhereon a certaindatedue
to known risks or legal considerations.One canadd con-
straintson additionalresourcessuchasneedednaterial.

P
Q

x1 X2T
1
0

R oS

Figure 1. Constraint: 0s mark rejected tuples.

The meetingschedulingproblemis strictly equivalent
to the so called distributed constraintsatisaction problem
(CSP),with two variables. Additional resourcesantypi-
cally be modeledwith new variables.In our algorithmwe
exploit the handines®f the CSPformalism.

CSP A constaint satisfactionproblem(CSP)is de ned

by threesets: (X, D, C). X = fxg;:;Xng is a set
of variablesandD = fDq;:::;;Dyg is a setof domains
suchthatx; cantake valuesonly from D; = fvi; ;v g.

C = f ;i cgis asetof constraints, ; involving an
orderedsubsetX; = fx;,;::; X, g of thevariablesin X,

Xi X, andconstrainghe Iegalitf/ of eachcombinationof

assignmentto thevariablesin X;. An assignmenis a pair
hx;; vi.i meaningthatvariablex; is assignedhevaluev; .

A tupleis anorderedset. The projectionof atuple of
assignmentsver atupleof variablesX; is denoted ;. . A
solutionof aCSP(X ,D,C) is atupleof assignments with
oneassignmentor eachvariablein X suchthateach ;2C
is satis edby |, .

For meetingscheduling eachagenthashis own private
constraint@andonehasto also nd anagreementor asolu-
tion, from the setof possiblemeetingplacesanddatesthat
satis eseverybody Distributed constraintsatisictionis a
handyformulationthatcanmodeltheseissues.

De nition 1 A DistributedCSP(DisCSP)is de nedby ve
sets(A; X;D;C;0). A=fAq;:;;Angis a setof agents.
X, D, C andthe solutionare de ned like in CSPs. Each
constaint ; is knownonly by oneagent, beingthe secet
of that agent. Thele mayexista public constaintin C, .

Example 1 Alice (A1), Bob (A>), and Carol (A3) wantto
nd a commorplace(x;) andtime (x,) to meet.x; is ei-
ther Paris (P) or Quebec(Q), i.e. D; = fP;Qg. Xz is



eitherTuesday(T) or WednesdayW), i.e. D, = fT;Wg.
Ead of themhasa secet constaint. Alice acceptsonly
f(P;T);(P;W); (Q; W)g which de nes ;. Bobaccepts
eitherof f(P;T);(Q; T);(Q; W)g, denedby ,. Carol
has 3= f(P;T);(Q;W)g. zisshownn Figurel. Thee
is alsoa publicly knownconstaint, g, which dueto anan-
nouncedstrike forbids a meetingin Paris on Wednesday

o= f(P;T);(Q;T); (Q; W)g. Theproblemis to publish
valuesfor x; andx, satisfyingall constaints and without
revealinganythingelseto Alice about , and 3, to Bob
about 1 and 3, orto Carol about ; and 5.

Arithmetic Circuit Thearithmeticcircuits area classof
functionsthat can be solved securelyand are exploited in
ourtechniqug1]. An arithmeticcircuitis afunctionf , us-
ing solelythe addition/subtractiomndmultiplication oper
ationsof a nite setF = [0::(  1)] modulusaprimenum-
ber (z),f :F'1 FJ. An arithmeticcircuit canbein-
tuitively imaginedasa directedgraphwithout cycleswhere
eachnodeis describeckitherby an addition/subtractiomr
by a multiplication operator Eachsourcenodeis a (pub-
lic or secret)constant. The only outputsof the circuit are
ng sinks of itscgraph (arything else can remain secret).

" pf(i) and ~ 7, f (i) arearithmeticcircuits if b and
e arepublic constantandf (i) is anarithmeticcircuit.

Intuition  Considera constraintin its multidimensional
matrix representationwhere each elementrestricts the
compatibilityof somevaluesfor distinctvariables Eachel-
ementencodedasO (forbidden)or 1 (possible)s encrypted
with a sharedkey (it canbe decryptedonly whenthe ma-
jority of the agentsagree).One canperformadditionsand
multiplicationsof suchvalueswhile they areencrypted.

Theagentooperatéo generate secrefpermutatiorof
the encryptedproblem parametersthat cannotbe manip-
ulatedby ary of them. To avoid that agentsget a chance
to learnthe nal permutationby matching nal encrypted
parameteralueswith the onesthey generateda random-
izationstepis appliedat eachshufing. Eachagentapplies
arandomizatiorstepontheencryptionfor eachsecretuple
acceptance/rejectioencoding.Becausehe secretsareen-
crypted,this randomizatiorstepexploits the homomorphic
propertief someencryptionschemes.

Wealsogivea x (exponential)setof additionsandmul-
tiplicationsthat,appliedon the constraintencryptedn the
aforementionedvay, returnstheencryptedassignments a
solutionpickedaccordingo auniformdistribution overthe
setof possiblesolutions. The agentsmay shov now their
shareof the keys for the assignmenti the solution. Each
agentlearnsonly theassignmentsf interestto him.

Complexity To hidethesecreparametersftheproblem,
the distributed computationmustnot dependon thosepa-
rameters.Sincethe problemis NP-completean algorithm
thatdoesnot exploit problemstructurewill be exponential,

aslongaswe do notprove P=NP Thereforetheprivacy re-
guirementdeave usno alternative from anexponentialcost.
Thegoodnewsis thatexperimentshaw thatproblemswith
acceptablesize (10-50alternatves)canbe solved in a few
seconds.

Problem subtleties The subtletyis how to formalizethe

meetingschedulingasan arithmeticcircuit! An arithmetic
circuit whoseoutcomeis the setof all solutionswas de-

signedin [3]. If onetriesto usethatapproachwhenonly

onesolutionis neededthe resultreturnedby the function

will revealto everybodyalot moreinformationthanneeded.
It will tell, for example thateverybodyis availableandcan

reachthecorrespondinglacesonthedaysin thealternatve

solutions.It alsorevealsthatatleastonepersonis busyon

eachalternatve thatis notasolution. Someof thisinforma-

tion canleadto undesiredeaksof privacy. Theapproactof

testingeachalternatve oneby onehassimilarleaks.

In consequencegne needsto designarithmeticcircuits
returningonly one solution. Thereis still the problemof
which solutionshouldbe returned. It is possibleto return
the rst solutionin the lexicographicalorderon the search
space[4]. However, knowing that the solution was com-
putedin this way leaksthatthe alternatvesplacedbeforeit
in thatlexicographicabrderarerejectecby someagents.

Thereforewhatwe needis aprobabilisticarithmeticcir-
cuit thatreturnsa solutionpickedrandomlyamongthe pos-
sible solutionsto the problem. MPC-DisCSPland MPC-
DisCSPZ5], generatasecrepermutatiorof domaingand
eventually variables)on an encrypteddescriptionof the
problem.The permutedencryptedoroblemis theninputto
anarithmeticcircuit thatcomputesanencryptionof the rst
solutionin lexicographicorder The solutionis thentrans-
lated with the inversepermutationgo the initial problem
formulation,beforebeingdecrypted.The usedpermutation
guaranteeto give eachsolutiona chanceo bereturnedso
thatno secreaboutmeetingacceptance/rejectiaanbein-
ferredfrom thereturnedresult. If thereis no solution, this
will intrinsically revealto everybodythateachalternatve is
constrainedby someagent,but this leak is inherentto the
problemandnotto thealgorithm.

The remainingproblemis that the permutationin [4]
doesnot guaranteghatsolutionsarepickedwith a uniform
distribution over all solutions. Therefore,when an agent
useshis constraintsn severalsuchcomputationssomesta-
tistical information canbe extractedabouthis secretspe-
sideshis acceptancef the solution. For example,if there-
turnedsolutionsoftenspecifyameetingn Quebe®mn Tues-
dayandrarelyotheralternatves,thenit canbeinferredthat
“someagentcango to Quebewnly Tuesday”,with higher
probability thanwhat canbe inferred by statisticsignorant
of the usedpermutatioralgorithm.

In this paperwe analyzethis leak anddesigna scheme,
MPC-DisCSP3wherethe solutionsare picked with a uni-



form distribution over the possiblesolutions.Repeatedise
of the sameconstraintin differentproblemswill still sug-
gestthata certainmeetingis the only onepossible,if it is
alwaysreturned. However, the likelihood of the inference
is lower thanin the previous techniquesandthis time it is
inherentto the problemandnotto thealgorithm.

It is easyto extendthe techniguesuchthat alternatves
known to be acceptedy anagentareveri ed rst, which
savzessomeones privag in thedetrimentof the others.

2. Secur Arithmetic Cir cuit Evaluation

Secureevaluationof functions(arithmeticcircuits) with
secretinputsis introducedn [1]. For randomizingtherep-
resentatiorof shufed secretsveuse(+; )-homomorphic
encryptionfunctionsEg , : Z ! Z 2, i.e.respecting:
8mi;me 2 Z 1 Ek ,(Mm1)Ek o(M2) = Ex (M1 + my):
Someencryptionfunctionstake arandomizingparameter .
However, we write E; (m) insteadof E;(m; r), to simplify
thenotation.An exampleof a(+; )-homomorphischeme
with randomizingparameteis the Paillier encryption.

To destrg thevisibility of therelationsbetweertheini-
tial problemformulationandthe formulationactuallyused
in computationave designrandomjoint permutationghat
arenot known to ary participant. Herewe reformulatethe
initial problemby reorderingits parameters.Relatedper
mutationsappearedn Chaums mix-nets[2]. Theshufing
is obtainedby achainof permutationgeachbeingthesecret
of a participant)on theencryptedsecrets.

The securemulti-party simulationof arithmeticcircuit
evaluation proposedin [1] exploits Shamirs secretshar
ing. This sharingis basedon the fact that a polynomial
f (x) of degreet 1 with unknovn parametergan be re-
constructedjiven the evaluationof f in at leastt distinct
valuesof x, using Lagrangeinterpolation. Instead,abso-
lutely no informationis given aboutthe value of f (0) by
revealing the valuationof f in ary at mostt 1 non-zero
valuesof x. Therefore,in orderto sharea secretnumber
s to n participantsAy;::;; An, one rst selectst 1 ran-
dom numbegsas;::;;a; 1 thatwill de ne the polynomial
f(x) = s+ it:ll(aix‘). A distinct non-zeronumberk;
is assignedo eachparticipantA;. The value of the pair
(ki; f (ki)) is sentover a securechannel(e.g. encrypted)
to eachparticipantA;. This is called a (t; n)-threshold
scheme. Once secretnumbersare sharedwith a (t; n)-
thresholdschemegvaluationof anarbitraryarithmeticcir-
cuitcanbeperformedoverthesharedsecretsin suchaway
that all resultsremainsharedsecretswith the samesecu-
rity properties(the numberof supportedcolluders,t) [1].
For Shamirs techniquepneknows to performadditionand
multiplicationswhent (n  1)=2.

2.1.All PossibleSchedules

In [3] one cql/"nputesfor each possiblemeeting, , a
booleancircuit: - «(j,). Theresultsof all these
booleancircuits are revealed. Everybodylearnswhether
eachalternatve meetingis possibleor not. This is more
thanwhatonemaywantto leak (seelntroduction).

Some people desire to examine all solutions before
choosingone. Course-booksglaim thatthis may be a sign
of anill setproblem.Oneshouldformulatesucha problem
asanoptimization. In IAT2004will appearan exampleof
how to extendour techniquego optimization.

2.2.MPC-DisCSP1

MPC-DisCSP1[4] is a multi-party computationtech-
nique. Former multi-party computationtechniquescan
solve securelyonly certain functions, one such class of
solved problemsbeing the arithmetic circuits over nite
elds. A Distributed CSPis not a function. A DisCSP
canhave severalsolutionsfor aninputproblem,or caneven
have no solution. Two of thethreereformulationsof DisC-
SPsasa function (see[4]) arerelevanthere:i) A function
DisCSP() returningthe rst solutionin lexicographicor-
der, respectiely aninvalid valuation whenthereis no so-
lution. ii) A probabilisticfunction DisCSP()which picks
randomlya solutionif it exists,respectrely returns when
thereis nosolution. For privacy purpose®nly the2™ alter
native is satishctory DisCSP()only revealswhatwe usu-
ally expectto get from a DisCSR namely somesolution.
DisCSPE() intrinsically revealsmore [4]. MPC-DisCSP1
implementDisCSP()in threephases:

1. Theinput DisCSPproblemis jointly shufed by re-
orderingvalueg(andeventuallyvariablesyandomlyby
composingsecretpermutationdrom eachparticipant
agentandrandomizingsecretshares.

2. A versionof DisCSP () whereoperationsperformed
by agentsareindependentf theinput secretsis com-
putedby simulatinga certainarithmeticcircuit evalu-
ationwith thetechniquen [1].

3. The solution returnedby the DisCSP () at step2 is
translatedinto the initial problemde nition using a
transformationthatis inverseof theshufing atStep1,
andrandomizingsecretshares.

At step 2, MPC-DisCSP1requiresa version of the
DisCSP() function whosecostis independenbf the in-
put sinceotherwisethe userscanlearnthingslike: There-
turned solutionis the only one being found after unsuc-
cessfullycheding all othervaluations,all othervaluations
beinginfeasible The DisCSP () usedby MPC-DisCSP1
is very comple, and MPC-DisCSP2offers a simplerand
fasterversion,partsof which arereusechere.



3. Uniformly Distrib uted Selection

MPC-DisCSPBandMPC-DisCSPgjiveachancdo each
solutionto be returned[5]. The solutioncanbe seenasa
randomvariableover the sgtof tuples thathavep( ) = 1.

p() = k(ix,)
x2C

However, we have proventhatnoneof the existing tech-

niguesreturnssolutionsaccordingo auniformdistribution:

Theorem1 Shufing variables and domainsfor a CSP
doesnot guaranteethat the r st solutionin the obtained
lexicographicorder is selectecaccoding to a uniformdis-
tribution over the setof all solutions.

Proof. Considerthe CSPinducedby the DisCSPof Examplel,
withoutthe constraints ; and 3. Applying randompermutation
of domainsandeventuallyvariablesdravn from a uniform distri-
bution over the setof possibledistributions:
thesolution(Q; W) appears/8%of thetimes.
thesolution(Q; T) appeard/4%of thetimes.
thesolution(P; T) appears3/8%of thetimes.
Thefrequeng with whichasolutionis dravn is inversepropor
tionalto thefrequengy of its valuesamongothersolutions. o

Therefore,if an agentparticipateswith the samecon-
straintsin seseral computationsstatisticalinformationcan
be extracted concerningthe occurrenceof the valuesin
other solutionsof the agent. Namely a solution that oc-
cursvery often indicatesthat someof its assignmentare
rare.Let usnow preseniatechniquecalledMPC-DisCSP3
thatis slightly morecomplex thanMPC-DisCSP2andthat
returnssolutionsaccordingto a uniform distribution.

Theorem 2 Considerthefollowing processona CSP:

Createa (large) vector S° containingthe valuesp( )
for all search spacetuples , in lexicographicorder.

Shufe the vector S® accoding to a permutation
picked with a uniform distribution over the possible
permutations.

Pick the r stvalueof S°havingp( ) = 1. Choose as
thesolutionto bereturned.

Thetuplereturnedby thesethreestepss chosenaccod-
ing to a uniformdistribution over all solutions(equivalent
to picking it randomlyfroma setwith all solutions).

Proof. For ary sufciently large numberof applicationsof the
describecprocedurethe possiblepermutations appliedto S°are
dravn a relatively equalnumberof times, dueto their uniform
distribution. Therefore all obtainedpermutation®f the valuesof
SO will resulta relatively equalnumberof times. By symmetry
each with p( ) = 1 will be placedan equalnumberof times
beforeall the other solutions. Therefore the methodde nes its
outcomeasa randomvariablewith uniform distribution over the
setof all solutions. o

function value-to-unary-constraint2(v, M )
fXigo i m.X0=1,Xi+1 =Xi (Vv i)
fyigo i m.ym=1,yi 1=yi (i V)

— 1 def
Uy = mxkyk,whereO! = 1.
returnu.

Algorithm  1: Transforming secret value v 2
f0; 1;2;:::; M gto asharedsecretunaryconstraint.

4. MPC-DisCSP3

Now let us presentMPC-DisCSP3a multiparty compu-
tationsimulatingsecurelythe methodof the Theoren?2.

MPC-DisCSP3tartsby sharingthe encodedtonstraints
with the%\amirsecresharingscheme.Then,avectorsoof
size = ELl dy is computeddy evaluatingfor eachtuple

compatiblewith o, thearithmeticcircuitsp( ). Eachp( )

is placedin the vector S° on the position de ned by the
lexicographicabrderon . Eachagentappliesonits shares
of S' acommonpermutation :

S 1 T S -

thatmovesthetuplesrejectedby  to theendof S°
canbethepermutatiorde ned by asortalgorithmthat
scansS' from low indexes and exchangessachempty el-
ement,SYi] with the last non-emptyelementSYj ]. If the
lastobtained andj arestoredsuchthatscanningavoidsto
repeattestsandendswheni = j, thenthe costof building
the permutation is O() . The numberof tuplesthatare
notrejectedby ¢ is denotecby . Alternatively, SY1:: ]
canbeobtainedasthevalueof p( ) in all solutions %of ¢,
asfoundby a deterministiqbacktrackinggearchtechique.
The problemis now shufed andthesharesarerandom-
izedwith a mix-net. Oneactuallyshufes only the rst
elementsof the vector S°. Detailsare given later, Let |
denotethek™ tuplein thelexicographicorder We de ne:

h1(P)
hi (P)

1
hi «(P) @ ST 1)

Theindex of thelexicographicallyrst solutioncanbecom-
putedby accumulatinghe weightedtermsof theh series:

X
id(P)= i
i=1

p(i) hi(P) 1)

A resultof 0 meansthatthereis no solution. The costof
thiscomputatioris (c+ 1) multiplicationsof secretslike
for MPC-DisCSP2 After computingid (P) with the arith-
metic circuit in Equationl, the vectorS is computedwith
Equation2, which calls Algorithm 1.

S=value-to-unary-constraint@l 1; 1) (2)



The vectorS is now decodedby traversingthe mix-net
in the inversedirectionandwith the inversepermutations,
randomizingthe sharesas at shufing. ! is appliedto
S.Any index aftertheendof S, is consideredy ! to be
empty(they wererejectedby ). Thevalueof theu™ vari-
ablein thet™ tuple of the searchspacds (t), computed
with Equation3. In the end,the valuesin the solutionare
computedwith thearithmeticcircuitsin Equatiord.

oy 1
W) = Bt 1= dec moddy (3
k=1

X
fi(P) = (ity+1) STt 1] (4)

t=1

Eachvariablex; is assignedn thesolutionto thevaluein
D; atindex givenby thefunctionsf ;, andcanberevealed.
MPC-DisCSP3's mix-net for reordering vectors of
shared secrets. EachagentA; choosesa randomsecret
permutation ;, pickedwith a uniform distribution over the
setof possiblepermutations: ; : [1::] ! [1:] .

Each agent choosesa pair of keys for a (+; )-
homomorphicpublic encryptionschemeand publishesthe
public key. The secretshares,of the non-emptyvalues
computedin the vectorS', areencryptedby eachA; with
her public key andareserialized.The serializedencrypted
vectorsaresentto A;. A; shufes the serializedvectors
accordingto her permutation 1, thenpasseshemto A,
whichapplies », etc.,until theagentA,, whichapplies .
A, sendseachvectorto theagentthatoriginatedit.

To avoid that agentsgeta chanceto learnthe nal per
mutationby matching nal shareswith the onesthat they
encryptedarandomizatiorstepis alsoappliedateachshuf-
ing. Eachagentappliesa randomizationstepon the set
of sharedor eachelementof S by addingcorresponding
shareof zero. Sinceoperandsreencryptedfo beableto
performthis summatiorwe proposeto exploit the (+; )-
homomaorphigropertiesof someencryptionschemesFor
eachsecretin S° a 0's Shamirsharesare computed,and
8i;i n,the0%i" shares encryptedvith thepublickey of
Aj, thenit is multipliedto thecorrespondind\; 'sencrypted
shareof the secret(resultingin resharingthe secret). This
assumes> (n+1), for thedecryptionto becorrectin Z .
Example 2 Letusseean exampleof howMPC-DisCSP3s
appliedto the Example2. p(P; W) is notcomputed o).
p(P;T)=1,p(Q; T)=0, p(Q; W)=1.

S'=(1,0,.,1): Afterapplying = (0;1;4; 3), S'=(1,0,1,)
Shufe (1,0,1),(assumet remainsunchanged)

h1(P)=1, hy(P)=0, h3(P)=0.

The index of the solution is computedwith Equation 1,
yieldingid(P)=1. Thisis usedaccoding to Equation2 to
genemtethevectorS=f 1,0,.

Unshufe S=(1,0,0):Apply ! = (0;1;4;3),S=(1,0,0,)
ThevectorS is usedto computethe valuesof the variables
in thesolution,usingEquations3 and4:

1(1)=0, 1(2)=1, 1(3)=0, 1(4)=1. 2(1)=0, 2(2)=0,
2(3)=1, 2(4)=1.f1(P)=1,f2(P)=1.
Thissigni es that the solutionchosenby this arithmetic
circuitis x1= Paris andx,= Tuesday

Analysis and Conclusions When comparedwith clas-
sical agent approachesto solving distributed meeting
schedulingandCSPq7], the advantagesanddravbacksof
MPC-DisCSP3are the onesde ned by t-privagy [1], and
highlightedin [6] (i.e. no collusionof lessthant partici-
pantscanlearnanything, butthe nal solutionwith its qual-
ity, andwhatcanbeinferredfrom it).

Themainadwantageof MPC-DisCSP3ver its previous
alternatves MPC-DisCSPland MPC-DisCSP2,is that it
offersthe solutionspicked accordingto a uniform distribu-
tion overthetotal setof solutions asguaranteetly the The-
orem2. Fromthe spacerequirementgpoint of view, it has
thesamexponentiakompleity asMPC-DisCSP2namely
O(d™M), sinceit usesthe samedata structures(having to
store and manipulatethe whole vector S). The only ad-
ditional structurespamelythe permutations and ; have
thesamesizeasS, anddo notchangehecompleity. From
thispointof view MPC-DisCSP3s clearlyinferiorto MPC-
DisCSP1which haspolynomialspacerequirements.

In terms of time complity, its worst performance
(namelywhen = ) canbe worsethanthe one of MPC-
DisCSP2.Thisis dueto thefactthatthe messagefor shuf-
ing arelarger andthe shufing involves more computa-
tions,givenby thesizeof S°. Comparedo MPC-DisCSP1,
which is O(dm) timesslower than MPC-DisCSP2MPC-
DisCSP3will befaster Thisis becausélPC-DisCSPIe-
guirespassingnorethanjustthevectorS.

When >> | MPC-DisCSP3Xanbemuchfasterthen
competitorswhich do not exploit public constraints.
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