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Abstract

Distributed problemsraise privacy issues. The user
wouldliketo specifysecurelyhisconstraints(desires,avail-
ability, money) on his computeronce. Thecomputeris ex-
pectedto computeand communicatefor searching an ac-
ceptablesolutionwhilemaintainingtheprivacyof theuser.

Evenwithout computers infestedwith spy virusesthat
capture the interaction with the user, most agent based
approachesreveal parts of one agent's secret data to its
partners in distributed computations[7]. Somecrypto-
graphic multi-party computationprotocols[1] succeedto
avoid leakingsecretsat thecomputationof somefunctions
with private inputs. They havebeenappliedto �nd theset
of all solutionsfor themeetingschedulingproblem[3].

However, nobody yet succeededto apply those tech-
niquesfor �nding arandomsolutionto themeetingschedul-
ing problem. Note that revealingall solutions,whenyou
only needa singleone, leaksa lot of dataaboutwhenoth-
ersare, or arenot,available. Someanswerswereproposed
in our previousapproachesto distributedconstraint prob-
lems[4]. They guaranteethatnoagentcaninfer with certi-
tudea secret fromtheidentityof thesolutionof theproblem
(other than the acceptanceof the solution),but guarantee
nothingaboutinferenceof probabilistic informationabout
secrets.Our new techniqueanswers thisproblem,too.

1. Intr oduction

Meeting schedulingis an old, recurrentand easily de-
scribedproblemthatcontinuesto fascinateresearchers.An
importantreasonis the advent of somerequirementslike
privacy of user's constraints,or availability of associated
resources.Informally, a setof agentswant to meet. They
searchfor a convenablemeetingplaceandtime that satis-
�es theprivateconstraintsof eachof them. Therecanalso
exist somepublic constraintsknown by everybody, like the
impossibility of meetingsomewhereon a certaindatedue
to known risks or legal considerations.Onecanaddcon-
straintsonadditionalresources,suchasneededmaterial.
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Figure 1. Constraint: 0s mark rejected tuples.

The meetingschedulingproblem is strictly equivalent
to the so calleddistributedconstraintsatisfactionproblem
(CSP),with two variables. Additional resourcescantypi-
cally bemodeledwith new variables.In our algorithmwe
exploit thehandinessof theCSPformalism.

CSP A constraint satisfactionproblem(CSP)is de�ned
by three sets: (X , D , C). X = f x1; :::; xm g is a set
of variablesand D = f D 1; :::; Dm g is a set of domains
suchthatx i cantake valuesonly from D i = f vi

1; :::; vi
dig.

C = f � 1; :::; � cg is a set of constraints,� i involving an
orderedsubsetX i = f x i 1 ; :::; x i ki

g of the variablesin X ,
X i � X , andconstrainsthe legality of eachcombinationof
assignmentsto thevariablesin X i . An assignmentis a pair
hx i ; vi

k i meaningthatvariablex i is assignedthevaluevi
k .

A tuple is anorderedset. Theprojectionof a tuple � of
assignmentsover a tupleof variablesX i is denoted� jXi

. A
solutionof aCSP(X ,D ,C) is a tupleof assignments� with
oneassignmentfor eachvariablein X suchthateach� i 2C
is satis�edby � jXi

.
For meetingscheduling,eachagenthashis own private

constraintsandonehasto also�nd anagreementfor asolu-
tion, from thesetof possiblemeetingplacesanddates,that
satis�eseverybody. Distributedconstraintsatisfactionis a
handyformulationthatcanmodeltheseissues.

De�nition 1 A DistributedCSP(DisCSP)is de�nedby�ve
sets(A; X ; D ; C; O). A=f A1; :::; An g is a set of agents.
X , D , C and the solutionare de�ned like in CSPs.Each
constraint � i is knownonly by oneagent,beingthesecret
of thatagent.Theremayexista publicconstraint in C, � 0.

Example 1 Alice (A1), Bob (A2), and Carol (A3) want to
�nd a commonplace(x1) and time (x2) to meet.x1 is ei-
ther Paris (P) or Quebec(Q), i.e. D 1 = f P; Qg. x2 is



eitherTuesday(T) or Wednesday(W ), i.e. D 2 = f T; W g.
Each of themhas a secret constraint. Alice acceptsonly
f (P; T); (P; W ); (Q; W )g which de�nes � 1. Bob accepts
either of f (P; T); (Q; T); (Q; W )g, de�ned by � 2. Carol
has� 3 = f (P; T); (Q; W )g. � 3 is shownin Figure1. There
is alsoa publiclyknownconstraint, � 0, which dueto anan-
nouncedstrike forbids a meetingin Paris on Wednesday,
� 0 = f (P; T); (Q; T); (Q; W )g. Theproblemis to publish
valuesfor x1 andx2 satisfyingall constraintsandwithout
revealinganythingelseto Alice about � 2 and � 3, to Bob
about� 1 and� 3, or to Carol about� 1 and� 2.

Arithmetic Cir cuit Thearithmeticcircuitsarea classof
functionsthat canbe solved securelyandareexploited in
our technique[1]. An arithmeticcircuit is a functionf , us-
ing solely theaddition/subtractionandmultiplicationoper-
ationsof a �nite setF = [0::(� � 1)] modulusaprimenum-
ber � (Z � ), f : F i ! F j . An arithmeticcircuit canbe in-
tuitively imaginedasadirectedgraphwithoutcycleswhere
eachnodeis describedeitherby anaddition/subtractionor
by a multiplication operator. Eachsourcenodeis a (pub-
lic or secret)constant.The only outputsof the circuit are
the sinks of its graph (anything else can remain secret).P e

i = b f (i ) and
Q e

i = b f (i ) are arithmeticcircuits if b and
earepublicconstantsandf (i ) is anarithmeticcircuit.

Intuition Considera constraintin its multidimensional
matrix representation,where each element restricts the
compatibilityof somevaluesfor distinctvariables.Eachel-
ementencodedas0 (forbidden)or 1 (possible)is encrypted
with a sharedkey (it canbe decryptedonly whenthe ma-
jority of theagentsagree).Onecanperformadditionsand
multiplicationsof suchvalues,while they areencrypted.

Theagentscooperateto generateasecretpermutationof
the encryptedproblemparameters,that cannotbe manip-
ulatedby any of them. To avoid that agentsget a chance
to learnthe �nal permutationby matching�nal encrypted
parametervalueswith the onesthey generated,a random-
izationstepis appliedat eachshuf�ing. Eachagentapplies
arandomizationstepontheencryptionfor eachsecrettuple
acceptance/rejectionencoding.Becausethesecretsareen-
crypted,this randomizationstepexploits thehomomorphic
propertiesof someencryptionschemes.

Wealsogivea�x (exponential)setof additionsandmul-
tiplicationsthat,appliedon theconstraintsencryptedin the
aforementionedway, returnstheencryptedassignmentsin a
solutionpickedaccordingto auniformdistributionover the
setof possiblesolutions. The agentsmay show now their
shareof thekeys for theassignmentsin thesolution. Each
agentlearnsonly theassignmentsof interestto him.

Complexity To hidethesecretparametersof theproblem,
the distributedcomputationmustnot dependon thosepa-
rameters.Sincetheproblemis NP-complete,analgorithm
thatdoesnot exploit problemstructurewill beexponential,

aslongaswedonotproveP=NP. Therefore,theprivacy re-
quirementsleaveusnoalternativefrom anexponentialcost.
Thegoodnewsis thatexperimentsshow thatproblemswith
acceptablesize(10-50alternatives)canbesolved in a few
seconds.

Problem subtleties Thesubtletyis how to formalizethe
meetingschedulingasanarithmeticcircuit! An arithmetic
circuit whoseoutcomeis the set of all solutionswas de-
signedin [3]. If onetries to usethat approachwhenonly
onesolutionis needed,the result returnedby the function
will revealtoeverybodyalot moreinformationthanneeded.
It will tell, for example,thateverybodyis availableandcan
reachthecorrespondingplacesonthedaysin thealternative
solutions.It alsorevealsthatat leastonepersonis busyon
eachalternativethatis notasolution.Someof this informa-
tion canleadto undesiredleaksof privacy. Theapproachof
testingeachalternativeoneby onehassimilar leaks.

In consequence,oneneedsto designarithmeticcircuits
returningonly onesolution. Thereis still the problemof
which solutionshouldbe returned. It is possibleto return
the �rst solutionin the lexicographicalorderon thesearch
space[4]. However, knowing that the solutionwas com-
putedin this way leaksthatthealternativesplacedbeforeit
in thatlexicographicalorderarerejectedby someagents.

Therefore,whatweneedis aprobabilisticarithmeticcir-
cuit thatreturnsasolutionpickedrandomlyamongthepos-
sible solutionsto the problem. MPC-DisCSP1andMPC-
DisCSP2[5], generateasecretpermutationof domains(and
eventually variables)on an encrypteddescriptionof the
problem.Thepermutedencryptedproblemis theninput to
anarithmeticcircuit thatcomputesanencryptionof the�rst
solutionin lexicographicorder. Thesolutionis thentrans-
lated with the inversepermutationsto the initial problem
formulation,beforebeingdecrypted.Theusedpermutation
guaranteesto giveeachsolutionachanceto bereturned,so
thatnosecretaboutmeetingacceptance/rejectioncanbein-
ferredfrom thereturnedresult. If thereis no solution,this
will intrinsicallyrevealto everybodythateachalternative is
constrainedby someagent,but this leak is inherentto the
problemandnot to thealgorithm.

The remainingproblem is that the permutationin [4]
doesnot guaranteethatsolutionsarepickedwith a uniform
distribution over all solutions. Therefore,when an agent
useshisconstraintsin severalsuchcomputations,somesta-
tistical informationcanbe extractedabouthis secrets,be-
sideshis acceptanceof thesolution.For example,if there-
turnedsolutionsoftenspecifyameetingin QuebeconTues-
dayandrarelyotheralternatives,thenit canbeinferredthat
“someagentcango to Quebeconly Tuesday”,with higher
probability thanwhatcanbe inferredby statisticsignorant
of theusedpermutationalgorithm.

In this paperwe analyzethis leakanddesigna scheme,
MPC-DisCSP3,wherethesolutionsarepickedwith a uni-



form distribution over thepossiblesolutions.Repeateduse
of the sameconstraintin differentproblemswill still sug-
gestthat a certainmeetingis the only onepossible,if it is
alwaysreturned.However, the likelihoodof the inference
is lower thanin the previous techniquesandthis time it is
inherentto theproblemandnot to thealgorithm.

It is easyto extendthe techniquesuchthat alternatives
known to be acceptedby an agentareveri�ed �rst, which
savessomeone'sprivacy in thedetrimentof theothers.

2. Secure Arithmetic Cir cuit Evaluation

Secureevaluationof functions(arithmeticcircuits)with
secretinputsis introducedin [1]. For randomizingtherep-
resentationof shuf�ed secretsweuse(+ ; � )-homomorphic
encryptionfunctionsEK E

: Z � ! Z � 2 , i.e. respecting:

8m1; m2 2 Z � : EK E
(m1)EK E

(m2) = EK E
(m1 + m2):

Someencryptionfunctionstakearandomizingparameterr .
However, we write E i (m) insteadof E i (m; r ), to simplify
thenotation.An exampleof a(+ ; � )-homomorphicscheme
with randomizingparameteris thePaillier encryption.

To destroy thevisibility of therelationsbetweentheini-
tial problemformulationandtheformulationactuallyused
in computationswe designrandomjoint permutationsthat
arenot known to any participant.Herewe reformulatethe
initial problemby reorderingits parameters.Relatedper-
mutationsappearedin Chaum's mix-nets[2]. Theshuf�ing
is obtainedby achainof permutations(eachbeingthesecret
of aparticipant)on theencryptedsecrets.

The securemulti-party simulationof arithmeticcircuit
evaluationproposedin [1] exploits Shamir's secretshar-
ing. This sharingis basedon the fact that a polynomial
f (x) of degreet� 1 with unknown parameterscan be re-
constructedgiven the evaluationof f in at leastt distinct
valuesof x, usingLagrangeinterpolation. Instead,abso-
lutely no information is given aboutthe valueof f (0) by
revealing the valuationof f in any at most t� 1 non-zero
valuesof x. Therefore,in order to sharea secretnumber
s to n participantsA1; :::; An , one �rst selectst� 1 ran-
dom numbersa1; :::; at � 1 that will de�ne the polynomial
f (x) = s+

P t � 1
i =1 (ai x i ). A distinct non-zeronumberki

is assignedto eachparticipantA i . The value of the pair
(ki ; f (ki )) is sentover a securechannel(e.g. encrypted)
to eachparticipantA i . This is called a (t; n)-threshold
scheme. Once secretnumbersare sharedwith a (t; n)-
thresholdscheme,evaluationof anarbitraryarithmeticcir-
cuit canbeperformedoverthesharedsecrets,in suchaway
that all resultsremainsharedsecretswith the samesecu-
rity properties(the numberof supportedcolluders,t) [1].
For Shamir's technique,oneknowsto performadditionand
multiplicationswhent � (n � 1)=2.

2.1.All PossibleSchedules

In [3] one computesfor eachpossiblemeeting, � , a
booleancircuit:

V
� k2 C � k (� jXk

). The resultsof all these
booleancircuits are revealed. Everybody learnswhether
eachalternative meetingis possibleor not. This is more
thanwhatonemaywantto leak(seeIntroduction).

Some people desire to examine all solutions before
choosingone. Course-booksclaim that this maybea sign
of anill setproblem.Oneshouldformulatesuchaproblem
asanoptimization. In IAT2004will appearanexampleof
how to extendour techniquesto optimization.

2.2.MPC­DisCSP1

MPC-DisCSP1[4] is a multi-party computationtech-
nique. Former multi-party computationtechniquescan
solve securelyonly certain functions, one such classof
solved problemsbeing the arithmetic circuits over �nite
�elds. A Distributed CSPis not a function. A DisCSP
canhaveseveralsolutionsfor aninputproblem,or caneven
have no solution.Two of thethreereformulationsof DisC-
SPsasa function (see[4]) arerelevanthere: i) A function
DisCSP1() returningthe �rst solution in lexicographicor-
der, respectively aninvalid valuation� whenthereis noso-
lution. ii) A probabilisticfunction DisCSP()which picks
randomlyasolutionif it exists,respectively returns� when
thereis nosolution.For privacy purposesonly the2nd alter-
native is satisfactory. DisCSP()only revealswhatwe usu-
ally expect to get from a DisCSP, namelysomesolution.
DisCSP1() intrinsically revealsmore [4]. MPC-DisCSP1
implementsDisCSP()in threephases:

1. The input DisCSPproblemis jointly shuf�ed by re-
orderingvalues(andeventuallyvariables)randomlyby
composingsecretpermutationsfrom eachparticipant
agent,andrandomizingsecretshares.

2. A versionof DisCSP1() whereoperationsperformed
by agentsareindependentof theinputsecrets,is com-
putedby simulatinga certainarithmeticcircuit evalu-
ationwith thetechniquein [1].

3. The solution returnedby the DisCSP1() at step2 is
translatedinto the initial problemde�nition using a
transformationthatis inverseof theshuf�ing atStep1,
andrandomizingsecretshares.

At step 2, MPC-DisCSP1requires a version of the
DisCSP1() function whosecost is independentof the in-
put sinceotherwisetheuserscanlearnthingslike: There-
turned solution is the only one, being found after unsuc-
cessfullychecking all othervaluations,all othervaluations
being infeasible. The DisCSP1() usedby MPC-DisCSP1
is very complex, andMPC-DisCSP2offers a simplerand
fasterversion,partsof whicharereusedhere.



3. Uniformly Distrib uted Selection
MPC-DisCSP1andMPC-DisCSP2giveachancetoeach

solutionto be returned[5]. The solutioncanbe seenasa
randomvariableover thesetof tuples� thathavep(� ) = 1.

p(� ) =
Y

� k2 C

� k (� jXk
)

However, we have proventhatnoneof theexisting tech-
niquesreturnssolutionsaccordingto auniformdistribution:

Theorem1 Shuf�ing variables and domainsfor a CSP
doesnot guaranteethat the �r st solution in the obtained
lexicographicorder is selectedaccording to a uniformdis-
tributionover thesetof all solutions.

Proof. ConsidertheCSPinducedby theDisCSPof Example1,
without theconstraints� 1 and� 3 . Applying randompermutation
of domainsandeventuallyvariablesdrawn from a uniform distri-
butionover thesetof possibledistributions:

� thesolution(Q; W ) appears3/8%of thetimes.

� thesolution(Q; T ) appears1/4%of thetimes.

� thesolution(P; T ) appears3/8%of thetimes.

Thefrequency with whichasolutionis drawn is inversepropor-
tional to thefrequency of its valuesamongothersolutions.

Therefore,if an agentparticipateswith the samecon-
straintsin severalcomputations,statisticalinformationcan
be extractedconcerningthe occurrenceof the values in
other solutionsof the agent. Namely, a solution that oc-
cursvery often indicatesthat someof its assignmentsare
rare.Let usnow presenta techniquecalledMPC-DisCSP3
that is slightly morecomplex thanMPC-DisCSP2andthat
returnssolutionsaccordingto auniformdistribution.

Theorem2 Considerthefollowingprocessona CSP:

� Createa (large) vectorS0 containingthe valuesp(� )
for all search spacetuples� , in lexicographicorder.

� Shuf�e the vector S0 according to a permutation�
picked with a uniform distribution over the possible
permutations.

� Pick the�r st valueof S0 havingp(� ) = 1. Choose� as
thesolutionto bereturned.

Thetuplereturnedbythesethreestepsis chosenaccord-
ing to a uniformdistribution over all solutions(equivalent
to picking it randomlyfroma setwith all solutions).

Proof. For any suf�ciently large numberof applicationsof the
describedprocedure,thepossiblepermutations� appliedto S0 are
drawn a relatively equalnumberof times, due to their uniform
distribution. Therefore,all obtainedpermutationsof thevaluesof
S0 will resulta relatively equalnumberof times. By symmetry,
each� with p(� ) = 1 will be placedan equalnumberof times
beforeall the othersolutions. Therefore,the methodde�nes its
outcomeasa randomvariablewith uniform distribution over the
setof all solutions.

function value-to-unary-constraint2(v, M )
f x i g0� i � M , x0=1 , x i +1 = x i � (v� i )
f yi g0� i � M , yM =1 , yi � 1= yi � ( i � v)

uk = 1
k !( M � k )! xk yk , where0!

def
= 1.

returnu.

Algorithm 1: Transforming secret value v 2
f 0; 1; 2; :::; M g to asharedsecretunaryconstraint.

4. MPC-DisCSP3

Now let uspresentMPC-DisCSP3,a multipartycompu-
tationsimulatingsecurelythemethodof theTheorem2.

MPC-DisCSP3startsby sharingtheencodedconstraints
with theShamirsecretsharingscheme.Then,avectorS0of
size� =

Q m
k=1 dk is computedby evaluatingfor eachtuple

� compatiblewith � 0, thearithmeticcircuitsp(� ). Eachp(� )
is placedin the vector S0 on the position de�ned by the
lexicographicalorderon � . Eachagentapplieson its shares
of S' acommonpermutation� :

� : [1::�] ! [1::�] :

thatmovesthetuplesrejectedby � 0 to theendof S0.
� canbethepermutationde�nedby asortalgorithmthat

scansS' from low indexesandexchangeseachemptyel-
ement,S0[i ] with the last non-emptyelementS0[j ]. If the
lastobtainedi andj arestoredsuchthatscanningavoidsto
repeattestsandendswheni = j , thenthecostof building
the permutation� is O(�) . The numberof tuplesthat are
not rejectedby � 0 is denotedby � . Alternatively, S0[1::�]
canbeobtainedasthevalueof p(� ) in all solutions� 0 of � 0,
asfoundby adeterministic(backtracking)searchtechique.

Theproblemis now shuf�ed andthesharesarerandom-
izedwith a mix-net. Oneactuallyshuf�es only the �rst �
elementsof the vectorS0. Detailsaregiven later. Let � k

denotethek th tuplein thelexicographicorder. Wede�ne:

h1(P) = 1

hi (P) = hi � 1(P) � (1 � S0[i � 1])

Theindex of thelexicographically�rst solutioncanbecom-
putedby accumulatingtheweightedtermsof theh series:

id(P) =
�X

i =1

i � p(� i ) � hi (P) (1)

A resultof 0 meansthat thereis no solution. The costof
thiscomputationis (c+ 1)� multiplicationsof secrets,like
for MPC-DisCSP2.After computingid(P) with thearith-
meticcircuit in Equation1, thevectorS is computedwith
Equation2, whichcallsAlgorithm 1.

S= value-to-unary-constraint2(id� 1; � � 1) (2)



The vectorS is now decodedby traversingthe mix-net
in the inversedirectionandwith the inversepermutations,
randomizingthe sharesasat shuf�ing. � � 1 is appliedto
S.Any index aftertheendof S, is consideredby � � 1 to be
empty(they wererejectedby � 0). Thevalueof theuth vari-
ablein thet th tupleof thesearchspaceis � u (t), computed
with Equation3. In the end,the valuesin the solutionare
computedwith thearithmeticcircuitsin Equation4.

� u (t) = b(t � 1)=
u� 1Y

k=1

dk c mod du (3)

f i (P) =
�X

t =1

(� i (t) + 1) � S0[t � 1] (4)

Eachvariablex i is assignedin thesolutionto thevaluein
D i at index givenby thefunctionsf i , andcanberevealed.
MPC-DisCSP3's mix-net for reordering vectors of
shared secrets. EachagentA i choosesa randomsecret
permutation� i , pickedwith a uniform distributionover the
setof possiblepermutations:� i : [1::�] ! [1::�] .

Each agent choosesa pair of keys for a (+ ; � )-
homomorphicpublic encryptionschemeandpublishesthe
public key. The secretshares,of the non-emptyvalues
computedin the vectorS', areencryptedby eachA i with
herpublic key andareserialized.Theserializedencrypted
vectorsaresentto A1. A1 shuf�es the serializedvectors
accordingto her permutation� 1, then passesthem to A2

whichapplies� 2, etc.,until theagentAn whichapplies� n .
An sendseachvectorto theagentthatoriginatedit.

To avoid that agentsget a chanceto learnthe �nal per-
mutationby matching�nal shareswith the onesthat they
encrypted,arandomizationstepis alsoappliedateachshuf-
�ing. Eachagentappliesa randomizationstepon the set
of sharesfor eachelementof S0, by addingcorresponding
sharesof zero. Sinceoperandsareencrypted,to beableto
performthis summationwe proposeto exploit the (+ ; � )-
homomorphicpropertiesof someencryptionschemes.For
eachsecretin S0, a 0's Shamirsharesarecomputed,and
8i; i � n, the00s i th shareis encryptedwith thepublickey of
A i , thenit is multipliedto thecorrespondingA i 'sencrypted
shareof thesecret(resultingin resharingthe secret).This
assumes�>� (n+1) , for thedecryptionto becorrectin Z � .
Example2 Letusseeanexampleof howMPC-DisCSP3is
appliedto theExample2. p(P; W ) is not computed(� 0).
p(P; T)= 1, p(Q; T)= 0, p(Q; W )= 1.
S'=(1,0, ,1): Afterapplying� = (0; 1; 4; 3), S'=(1,0,1, )
Shuf�e (1,0,1),(assumeit remainsunchanged)
h1(P)= 1, h2(P)= 0, h3(P)= 0.
The index of the solution is computedwith Equation 1,
yielding id(P)=1. This is usedaccording to Equation2 to
generatethevectorS=f 1,0,0g.
Unshuf�e S=(1,0,0):Apply� � 1 = (0; 1; 4; 3), S=(1,0,0,)
ThevectorS is usedto computethevaluesof thevariables
in thesolution,usingEquations3 and4:

� 1(1)=0 , � 1(2)=1 , � 1(3)=0 , � 1(4)=1 . � 2(1)=0 , � 2(2)=0 ,
� 2(3)=1 , � 2(4)=1 . f 1(P)= 1, f 2(P)=1 .

Thissigni�es that thesolutionchosenby this arithmetic
circuit is x1= Paris andx2= Tuesday.
Analysis and Conclusions When comparedwith clas-
sical agent approachesto solving distributed meeting
schedulingandCSPs[7], theadvantagesanddrawbacksof
MPC-DisCSP3are the onesde�ned by t-privacy [1], and
highlightedin [6] (i.e. no collusionof lessthant partici-
pantscanlearnanything,but the�nal solutionwith its qual-
ity, andwhatcanbeinferredfrom it).

Themainadvantageof MPC-DisCSP3over its previous
alternatives MPC-DisCSP1and MPC-DisCSP2,is that it
offersthesolutionspickedaccordingto a uniform distribu-
tion overthetotalsetof solutions,asguaranteedby theThe-
orem2. Fromthespacerequirementspoint of view, it has
thesameexponentialcomplexity asMPC-DisCSP2,namely
O(dm ), since it usesthe samedatastructures(having to
storeand manipulatethe whole vector S). The only ad-
ditional structures,namelythepermutations� and� i have
thesamesizeasS, anddonotchangethecomplexity. From
thispointof view MPC-DisCSP3isclearlyinferior toMPC-
DisCSP1whichhaspolynomialspacerequirements.

In terms of time complexity, its worst performance
(namelywhen�=� ) canbe worsethanthe oneof MPC-
DisCSP2.This is dueto thefactthatthemessagesfor shuf-
�ing are larger and the shuf�ing involves more computa-
tions,givenby thesizeof S0. Comparedto MPC-DisCSP1,
which is O(dm) timesslower thanMPC-DisCSP2,MPC-
DisCSP3will befaster. This is becauseMPC-DisCSP1re-
quirespassingmorethanjust thevectorS.

When� >> � , MPC-DisCSP3canbemuchfasterthen
competitors,whichdonotexploit publicconstraints.
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