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Abstract

It is important to approach negotiations in a way that ensuresprivacy.
So far, research has focused on securely solving restricted classesof ne-
gotiation techniques, mainly the (M+1)-st-price auctions. Here we show
how these results can be adapted to more general problems.

This paper extends our previous results on how distributed �nite dis-
crete problems can be solved securely. Such problems can model larger
classesof negotiation problems, e.g. Combinatorial Exchanges[SF02]. In
Finite Discrete Maximization, each tuple in the problem spaceis associ-
ated with an integer value in a prede�ned interval and we search for a
maximizing input. Values from di�eren t subproblems are combined addi-
tiv ely. We show that unconstrained distributed Finite Discrete Maximiza-
tion problems can be solved securely using a scheme that we proposefor
translating shared secret values into shared di�eren tial bids. Di�eren tial
bid vectors are already used in [AS02, Bra02b].

Constrained distributed Finite Discrete Maximization posesadditional
challenges, due to the loss of additivit y of the maximized cost, when in-
feasibilit y is marked as the lowest �nite value. We found two ways of
solving this problem: a) by using an additional multiplication value; and
b) by using larger variable domains. While the �rst alternativ e enforces
a threshold to the privacy level in our current proto col, the second one
increasesmuch the complexity of the computation. The proposed algo-
rithms are only (t/3)-priv ate, where t is the number of participan ts.
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1 In tro duction

Cryptographic protocols can enforce certain privacy guarantees in distributed
computation of functions [GB96]. [GMW87, CCD88b, CCD88a, BOGW88]
show how cryptographic protocols can be compiled from protocols/functions
for honestagents. For somecombinations of problems, conceptsof security and
typesof attacks, cryptographic protocols obtained this way can be safe.
Example 1.1 Without intr actability assumptions,when at most a minority of
the participants (< 1/3) can make coalition, there exist cryptographic protocols
that are safe evenagainst active attacks [CCD88a].
Example 1.2 \F ully private (M+1)-st-pric e auctions", secure against any col-
lusion, havebeen described in [Bra02a]

Many existing cryptographic protocols are targeted to the computation of
functions based on addition and multiplication. Optimization problems are
e�cien tly approached by branching algorithms (e.g. branch and bound, ...),
but theseshow to be di�cult to implement securely[Sil02c].

In this article weshow how general�nite discretemaximization canbesolved
securely, being guaranteed to resist attacks from any colluding set of lessthan
a third of the participants. Our algorithm is basedon the recent secureauction
solving, proposedin [Bra02b]. Finite Discrete Maximization problemsare prob-
lems where each tuple in the problem spaceis associated with an integer value
in a prede�ned interval and a maximizing input is looked for. Values from dif-
ferent parts combine additiv ely. We show that unconstraineddistributed Finite
Discrete Maximization problems can be solved securelyusing a schemethat we
proposefor translating sharedsecretvaluesinto shareddi�eren tial bids [AS02].

Constrained distributed Finite Discrete Maximization posesadditional chal-
lenges,due to the lossof additivit y of the maximized cost, when infeasibility is
marked as the lowest �nite value. We proposetwo ways of solving this problem:
a) by using an additional multiplication value; b) and by using larger variable
domains. While the �rst alternativ e enforcesa threshold to the privacy level,
the secondoneincreasesstrongly the complexity. Unfortunately, but expectedly,
the obtained algorithms are slower than known optimization algorithms.

2 Background

After a long seriesof important results in cryptographic protocols [GMW87,
CCD88b, CCD88a, BOGW88, GB96], recent results report more and more ap-
plications. Several reports are enthusiastic about the impressing results that
can be achieved using semi-trusted parties [SM]. However, the �nal successof
this kind of techniques is not yet clear [LAN02]. [Bra02b] show how simple
auctions can be solved privately without any servers and auctioneers.

Here we addressa more generalclassof maximization problems that allows
us to approach problems such like combinatorial auctions with multiple buyers
and sellers.
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2.1 Maximization problems

An important classof optimization problemsrequiresto �nd valuations of a set
of variables that maximize the sum of a set of secret functions.

De�nition 2.1 (FDM) A Finite Discrete Maximization problem(X ; D ; F ) is
de�ned by a set of variables X = f x1; x2; :::; xn g and a set of functions f i 2 F ,
f i : D 1

i � D 2
i � ::: ! D 0

i , where D 0
i is a �nite rangein IN, D k

i 2 D is the domain
of a variable xk

i 2 X .
The problem is to �nd a valuation t of all variables in X , that maximizesP

i f i (t).

De�nition 2.2 (FDDM) A Finite DiscreteDistributed Maximization problem
(A; X ; D ; F ) is de�ned by a set of agents, each of them, A j , owning a private
FDM with functions f i;j and eventual shared variables. They are looking for a
solution that maximizes the FDM (X ; D ; F ) obtained by the union of the vari-
ablesand functions in all the agents.

The problem is to �nd a valuation t of all variables in X , that maximizesP
i;j f i;j (t) for all f i;j in all agentsA j .

In public settings, algorithms can exploit intricate branching proceduresto
ensuree�cien t cuts in the problems. However, there hasn't beenmuch progress
in securelyapplying this type of e�cien t algorithms.

It is important to note that FDDMs can be used to model Combinatorial
Exchanges,a general type of negotiations of which auctions are a well-known
instance [SF02].

2.2 Constrained problems with constan t ob jectiv e func-
tion

Imagine we want to solve P = (X ; D ; F ) where X is a set of variables
x1; x2; :::xn , F is a set of functions with results in the set f 0; 1g, D a set of
�nite discrete domains for X , and we require that

P
f i = jF j. The domain of

x i is D i 2 D, whosevaluesare vi
1; vi

2; :::; vi
jD i j .

De�nition 2.3 (�rst solution) The �rst solution of P given a total order � 1

on its variablesX , and a total order on its values� 2 is the �rst amongsolution
tuples when theseare ordered with the lexicographical order induced by � 1 and
� 2.

An algorithm for �nding the �rst solution of such a problem basedsolely on
additions and multiplication was proposedin [Sil02b], and can be straightfor-
wardly compiled[GMW87, CCD88b, CCD88a, BOGW88] into a secureprotocol.
As this is the main predecessorof the techniques proposedhere, we will detail
it and its drawbacks.

Often, onehas to restrict a problem by adding additional constraining func-
tions. We de�ne the union betweena problem P = (X ; D ; F ) and a function f
as the problem P = (X ; D ; F [ f f g).
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(X ; D ; F ) [ f = (X ; D ; F [ f f g)

Let us imagine that we have a function satisfiable (P) with the next prop-
erty (an example is given later):

satisfiable (P) =
�

1 if P has a solution
0 if P is infeasible

We will design now a set of functions: f 1; f 2; :::; f n , f i : P � ! IN, such that
each f i will return the index of the value of x i in the �rst solution, or 0 if no
solution exists.

f i (P) =
�

k if P has the �rst solution for x i = vi
k

0 if P has no solution

For this purpose,we will �rst design the functions gi; 1; gi; 2; :::; gi; jD i j . gi;j :
P � ! f 0; 1g.

gi;j (P) =
�

1 if P has a �rst solution for x i = vi
j

0 if P is infeasible for x i = vi
j

Whenever a �rst solution exists, a simple implementation is:

gi;j (P) = satisfiable (P [ f x i = vi
j g [ k<i (xk = vk

f k (P ) )) (1)

where vk
f k (P ) is the (f k (P)-th) value of xk , the value that xk takes in the �rst

solution.
Namely, gi;j (P) is 1 selectingvi

j for x i , if and only if the problem obtained
by adding to P the function

� i =
�

1 if x i = vi
j

0 if x i 6= vi
j

that selectsthe current value, and the functions

� �
k =

(
1 if xk = vk

f k (P )

0 if xk 6= vk
f k (P )

instantiating previousvariablesto their valuesin the �rst solution, is satis�able.
This recursion is possibleby �rst computing the value of the �rst variable

in the �rst solution, f 1, basedon g1;j as described next. Based on the result
one can compute g2;j . Then, one can now compute f 2. The recursion continues
with gi;j that helps in computing f i .

We de�ne functions t j ;1; t j ;2; :::; t j ;jD j j . t j ;i : P � ! f 0; 1g. These functions
hold temporary results, whose semantic is that no satis�able subtree exists
under any node x j = vj

k ; k� i , when previous variables are assignedaccording to
the values in the �rst solution:
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function value-to-di�eren tial-bid-v ector(c(t), K )

1. Jointly , all agents build a vector a0
t for the secretvalue c(t).

a0
t = < c0

t; 0; c0
t; 1; :::; c0

t;K > . Actually ,
a0

t = < c(t); c(t) � 1; c(t) � 2; :::; c(t) � K > .

To achieve this, each agent A i computes
a0

t (i ) = < c0
t; 0(i ); c0

t; 1(i ); :::; c0
t;K (i ) > . where c0

t; 0(i ) = ci (t), and for k > 0,
c0

t;k (i ) = c0
t;k � 1(i ) � s(i ).

2. Jointly , all agents build a vector a1
t for each possibletuple t.

a1
t = < c1

t; 0; c1
t; 1; c1

t; 2; :::; c1
t;K > .

To achieve this, each agent A i computes
c1

t;k = (c0
t;k + 1) �

Q
0<� � K (c0

t;k � � )(c0
t;k + � ).

3. Return a1
t .

Figure 1: Transforming a secretvalue c(t) 2 f 0; 1; 2; :::; K g to a di�eren tial bid
vector. The shareof c(t) to the agent A i is ci (t).

t j ;i (P) =
Y

0<k � i

(1 � gj ;k (P)) (2)

Functions t j ;i are obtained incrementally as follows:

t j ;0(P) = 1 (3)

t j ;i (P) = t j ;i � 1 � (1 � gj ;i (P)) (4)

Once t j ;i have been computed for all i , one can compute the index of the
value of x j , namely f j :

f j (P) =
jD j jX

i =1

i � (gj ;i (P) � t j ;i � 1(P)) (5)

Lemma 2.1 The functions g and f given by Equations 1 and 5 correspond to
their de�nition.

Pro of. The properties can be checked recursively starting with g1 ; k and f 1 .

It remains to �nd an e�cien t implementation of satisfiable () .

Remark 2.1 It is improbable that one wil l ever �nd secure protocols more ef-
�cient than generate and test. This is due to the fact that any trimming of
a branch reveals information when the \test" operator cannot be implemented
securely (see [Sil02c]).
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pro cedure satis�able(P)

1. i=�rst tuple; a=0; b=1; (they do not needto be securelyshared,and can
be distributed in plain)

2. loop: a = a + p(t i ) � b

3. if i �j SS(P)j (problem spaceexhausted), then terminate and return a.

4. b = b� (1 � p(t i ))

5. i=next tuple;

6. goto loop

Figure 2: satis�able(P) when P is already shared. Several such functions for
di�eren t values of a variable can be computed in parallel in order to exploit
common partial results in computing p(t).

Let SS(P) be the orderedsetof all tuples in the cross-product of the domains
of P = < X ; D ; F > . Each function c in the set of constraints F is a function,
c : SS(P) ! f 0; 1g. The secretparametersof the distributions are the various
values c(t) where t is a tuple in D . Let us de�ne the function p, p : SS(P) !
f 0; 1g, de�ned as p(t) =

Q
c2 F c(t).

satisfiable (P) =
X

t i 2 SS(P )

(p(t i )
Y

k<i

(1 � p(tk )))

Prop osition 2.1 Given the previous de�nitions of the functions p,
satisfiable () , gi;j , and f i , and a problem P, the vector hvi

f i (P ) i de�nes
a solution of P (the �rst one).

Pro of. Seethe de�nition of the functions f .

To avoid storing all the tuples in memory, the function satisfiable will
be computed similarly with the functions gi;j , namely by using two temporary
values(seeFigure 2).

Remark 2.2 The computation of the vector hf i (P)i requiresonly additions and
multiplications and can be easily compiled unto a secure protocol using any of
the classic techniquesmentioned in this chapter.

The secretparametersof the computation are the valuesc(t).

Remark 2.3 Actually wheneveran elementof the vector hf i (P)i is 0, the com-
putation can be stopped since P is infeasible.

The securealgorithm obtained by compiling the computation of hv i
f i (P ) i is

referred to asSecureProblem Solver. To circumvent the exponential number of
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intermediary results and to have an acceptablespacerequirement, the compu-
tation of satisfiable should be done tuple after tuple.

Remark 2.4 Submitted shares of an input value, v, of a tuple in a constraint
can be veri�e d by checking that v belongsto f 0; 1g (e.g. using the protocol given
in [Bra02b], section 4.1.6). Alternatively, one could also verify that v(v� 1)=0 .

The algorithm that any agent has to follow here is given in Figure 3.
The drawbacks of this approach are that:

� due to multiplications, this approach o�ers only n/3-priv acy.

� the spacecomplexity is exponential for the best e�ciency (to avoid re-
computation of all the tuples)

� the best e�ciency is n2 times higher than the e�ciency of generateand
test.

3 Secure Maximization Solver

Here I describe a technique applicable to maximization problems. Without loss
of generality, we consider that each agent is interested in a single function, f .
An important �rst idea is to map securely shared values into di�eren tial bid
vectors. A technique for achieving this is proposednext. Additional techniques
are then proposedfor allowing for conditions in theseproblems.

Finite Discrete Distributed Maximization problems were de�ned at the be-
ginning of the Background section.

3.1 In tuitiv e Description

Now I describe a protocol for securelysolving a �nite discrete distributed max-
imization problem (A; X ; D ; F ) where all the functions in F return results in
the set f 0; 1; :::; hg; h 2 IN+ . Many other situations, like negative values,can be
mapped to this case.Let m = hjF j. The main stepsof SecureFinite Distributed
Discrete Maximization (SFDDM) are as follows.

1. Each Ak sharesfunction tuples ck (i ) of its problem by distributing shares
ck

j (i ) to agents A j .

2. Verify that value, ck (i ) = v, of each submitted function tuple belongs
to f 0; 1; :::; hg (It can be done by checking that v(v� 1):::(v� h)= 0, but
this intro ducesmultiplications, thereforeother 0-knowledgetechniquesare
preferred).

3. Securely compute the value c(t) of each tuple t of the global problem,
using the existing shares.This is achieved by summing up the sharesthat
are projection of the tuple on the corresponding variables. Unfortunately
this has exponential complexity.

7



pro cedure SecureSatisfaction

1. Securelydistribute to each agent A j encrypted Shamir sharesof the fea-
sibilit y of each local tuple t i

k of A i : (t i
k ; sj

k ).

2. Verify the sharedvaluesas described in Remark 2.4.

3. Compute satisfiable(P) . If P is not satis�able (result 0), exit. If space
complexity allows, store p(t) for all t, or for as many t as possible.

4. j = 1

5. Compute in parallel all gj ;k . The parallel computation can reusecommon
partial results of the functions p(t), namely for the initial functions in P.
The spacecomplexity is then jD i j and the tuples in SS(P) are enumerated
in lexicographical order.

Compute t j ;k for all k.

6. Compute f j (P).

7. Announce f j (P) to the owners of the x j variable (agents that have func-
tions involving x j ). This is done by sendingthem all the sharesthat they
do not have.

8. The shared secret f j (P) will be transformed in a di�eren tial
bid vector of size jD i j where the element f j (P) is 1 and
all the other elements are 0. This is achieved by the call
value-to-differential-bid- vect or ( f j (P), jD i j + 1) , followed by mul-
tiplying each element of the returned vector by 1

(( � 1) m (m !) 2 ) where m =
(jD i j + 1). The function value-to-differential-bid-v ecto r doing this
is shown in Figure 1 (also see[Sil02a]). The obtained vector will be used
asa function checking that x j = vj

f j (P ) by multiplying the k-th element of
the vector with any tuple for x j = k. Eventual stored values of p(t) can
be multiplied with the corresponding value of this new function.

9. if j = jX j, then terminate algorithm.

10. j = j + 1

11. goto step 4

Figure 3: Algorithm performedby each agent A i for �nding a solution satisfying
conditions where g functions are computed in parallel. It is possible to also
compute them sequentially with lower spacecomplexity.

4. Let m be the highest possiblevalue of a tuple (e.g. hjF j). Make values
into di�eren tial bids with the non-zeroterm y, y = (� 1)m (m!)2. This can
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be done by calling the algorithm we proposein Figure 1.

5. Apply any of the known standard secureprotocolsto determine the winner
di�eren tial bid (see[Bra02b, Bra02a]).

3.2 Detailed Proto col

Assumea Distributed FDDM with n agents. By s(i) we denote i's shareof the
secret '1'. We say that a tuple t i is in a larger tuple t when the projection of t
on the variables of t i yields t i .

1. Each agent A i generatessecretly a value vt i for each tuple t i in FDM( A i ).

2. According to Shamir's scheme, each agent A i generatessecretly a poly-
nomefor each secretvaluevt i , and generatesn secretshares,vt i

( i;j ) , 1� j � n.

3. Each agent A i sendsto A j the sharevt i
( i;j ) .

4. Verify that vt i belongsto the the set f 0::hg, for each submitted value vt i .
Eliminate agents that lie. This veri�cation could be veri�ed by checking
that vt i (vt i � 1):::(vt i � h)=0.

5. All agents compute for each tuple t the global cost c(t) =
P

8i;t i ;t i 2 t vt i .

To achieve this, each agent A i computesci (t) =
P

8k ;t k 2 t vt k
(k ;i ) .

6. Jointly the agents perform at =v alue-to-di�eren tial-bid-v ector(c(t),m),
where m= jF jh, and verify with one of the standard techniques [Bra02b,
Bra02a] that the result is a correct di�eren tial bid with the non-zeroele-
ment y, y=( � 1)m (m!)2.

7. Run a standard secureprotocol for deciding the winner among at for all
t, consideredas di�eren tial bids (see[Bra02b, Bra02a]).

8. The results for the agents are revealedand the winner tuple with its value
are found (as in the other standard protocols).

Figure 4: SFDDM.

The SFDDM algorithm is detailed in Figure 4. The Algorithm consist of
securelydistributing sharesof the valuesof di�eren t tuples for di�eren t agents
using Shamir's scheme. The sharedvaluesare then summedfor each tuple and
the total value of each tuple is then securelytransformed into a di�eren tial bid
vector.

Remark 3.1 Despitethe fact that the di�er ential bid vectors obtained for all tu-
plesare then used in a 1-st price auction that can be implemented \ful ly secure"
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with any of the techniquesproposed in [Bra02b, Bra02a], dueto our implementa-
tion of value-to-differential-bid-v ecto r based on multiplications, a lower
thresholdhas to be adopted for the o�er ed privacy level.

Remark 3.2 The fact that several winning tuplescan havethe samevalue leads
to ties that haveto be brokenlike in [Bra02a]. This is a problemthat can strongly
increase the complexity of the protocol.

4 Constrained FDDM problems

In typical optimization problems, besidesmaximizing someobjective function,
participants also want to enforcesomeconditions. In general, such conditions
can be modeledby setting the objective function in the excludedregionsto �1 .
Unfortunately, this technique cannot be applied like this in our casedue to the
�niteness of our domains.

4.1 Constrained FDDM problems with extended domains

Following the standard approach to Constrained FDDM problems we would
like to use �1 . We notice however that � h(jF j � 1) is su�cien t due to the
known upper bound of a value. Constrained FDDM problems can therefore be
solved by modeling hard constraints with functions mapping forbidden regions
to � hjF j or � h(jF j � 1).

The previously described algorithm can be used by mapping the domains
[� hjF j; h] into [0; (h + 1)jF j].

Remark 4.1 The complexity of the solved problem increasesfrom O(hjX j ) to
O((h(jF j + 1)jX j ).

Remark 4.2 When the problemis over-constrained, it is required at the end of
the auction protocol to destroy solutions with values less than hjF j2 (the value
to which 0's are mapped).

Remark 4.3 This solution would make senseespecial ly if the multiplications
currently used in the proposed SFDDM protocol wil l be successfully removed by
further research, such that the technique could be implemented \ful ly privately"
(without privacy thresholds).

4.2 Constrained FDDM problems with additional multi-
pliers

A more e�cien t solution is obtained by using speci�c feasibility values instead
of domain extensions.For each tuple t in a function f , each agent A i has to se-
curely generateand distribute two sharedsecrets: f i (t) and � i (t). Constraining
functions � are de�ned as:
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1. Each agent A i generatessecretly a value vt i for each tuple t i in FDM( A i ),
and a feasibility value � i (t i ).

2. According to Shamir's scheme, each agent A i generatessecretly a poly-
nome for each secretvalue vt i respectively. � i (t i ), and generatesn secret
shares,vt i

( i;j ) respectively. � i (t i )( i;j ) , 1� j � n.

3. Each agent A i sendsto A j the sharesvt i
( i;j ) and � i (t i )( i;j ) .

4. Verify that � i (t i )( i;j ) belongs to the set f 0; 1g (e.g. as in the algorithm
SecureSatisfaction).

5. Verify that vt i belongs to the set f 0::hg, for each submitted value vt i .
Eliminate agents that lie. This veri�cation could be veri�ed by checking
that vt i (vt i � 1):::(vt i � h)=0.

6. All agents compute for each tuple t the global cost c(t) =
P

8i;t i ;t i 2 t vt i .

To achieve this, each agent A i computesci (t) =
P

8k ;t k 2 t vt k
(k ;i ) .

7. The secret value is than multiplied with the secret multipliers: c(t) =
c(t)

Q
8i;t i ;t i 2 t � i (t i ).

8. Jointly the agents perform at =v alue-to-di�eren tial-bid-v ector(c(t),m),
where m= jF jh, and verify with one of the standard techniques [Bra02b,
Bra02a] that the result is a correct di�eren tial bid with the non-zeroele-
ment y, y=( � 1)m (m!)2.

9. Run a standard secureprotocol for deciding the winner among at for all
t, consideredas di�eren tial bids (see[Bra02b, Bra02a]).

10. The results for the agents are revealedand the winner tuple with its value
are found (as in the other standard protocols).

Figure 5: SFDDM for constrained FDDM problems.

� i (t) =
�

1 if t is feasiblefor A i

0 if t is infeasible for A i

The optimized functions f maintain their semantic and take valuesbetween
1 and h, taking any value (e.g. 0) when the tuple is infeasible. A detailed
revision of the SFDDM protocol that includes multipliers is given in Figure 5.

Remark 4.4 The main drawback of this technique is that multiplications seem
to necessarily require a low threshold(jAj=2) on the achieved level of privacy.

Remark 4.5 The values 0 in the obtained global problem were reserved for
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infeasibility. Winners with value 0 can be disabled, but actually, no secret is lost
when an infeasible tuple is revealed in a problemknown to be over-constrained.

5 Summary

In this article we�rst describe �nite distributed discretemaximization problems.
We then show how classicsecureprotocols(for addition and multiplication) can
be applied to �nite distributed discrete maximization problems (FDDMs).

Besidesthe SecureSatisfaction algorithm for solving constrained problems
with constant objective functions, we also proposealgorithms for both uncon-
strained and constrained FDDMs. An important ingredient that we propose
to enabletheseprotocols is a functions that transforms a securelysharedvalue
into a securelyshareddi�eren tial bid vector.

While the spacecomplexity of the SecureSatisfactionalgorithm is acceptable,
the algorithms for solving FDDMs have to simultaneously store in memory the
whole problem space.Further research may be able to solve this problem.

The privacy level o�ered by our protocols is currently limited to (jAj=3)-
privacy. Nevertheless,due to the fact that most parts of theseprotocols can be
implemented in a \fully private" way (namely without a threshold), we consider
it important to continue research for implementing the currently most problem-
atic part (transforming shared secret values into shared secret di�eren tial bid
vectors) in a secureway (e.g. without multiplications).
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