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Abstract

Constraint Satisfaction and SAT can model planning prob-
lems (Kautz & Selman 1996) and this approach is quite suc-
cessful. There is an increasing interest in distributed and
asynchronous search algorithms for solving distributed con-
straint satisfaction problems (DisCSP). An important moti-
vation for distributed problem solving is the agents’ abil-
ity to keep their constraints private. Cryptographic tech-
niques (Goldwasser & Bellare 1996) offer a certain protec-
tion from several types of attacks. However, when an attack
succeeds, no agent can know how much privacy he has lost.
We assume that agents enforce their privacy by dropping out
of the search process whenever the estimated value of the in-
formation that they need to reveal in the future exceeds that
attached to a successful solution of the DisCSP. We compare
several distributed search algorithms as to how likely they are
to terminate prematurely for privacy reasons, and arrange the
algorithms in a hierarchy that reflects this relation.

Intr oduction
ConstraintSatisfactionandSAT canmodelplanningprob-
lems(Kautz& Selman1996)andthisapproachis quitesuc-
cessful. Thereis an increasinginterestin distributed and
asynchronoussearchalgorithmsfor solvingdistributedcon-
straint satisfaction problems(DisCSP).In a DisCSP, vari-
ablesandconstraints(predicates)belongto differentagents.
Agentsexchangemessagesto �nd asinglevalueassignment
to all variablessuchthatall their constraintsaresatis�ed.

An importantmotivation for distributedproblemsolving
is the agents'ability to keeptheir constraintsprivate. One
way of ensuringthis is to anonymize constraintsthrough
cryptographictechniques.They areequivalentto replacing
atrustedpartyby asetof agentsthatonly togethercanactas
trustedparty, but aloneareunableto cheat. Cryptographic
techniques(Goldwasser& Bellare 1996) offer protection
from severaltypesof attacks.However, whenanattacksuc-
ceeds,noagentcanknow how muchprivacy hehaslost. An-
otherproblemis thatmostexisting cryptographicprotocols
addenormouscomplexity to asynchronoussearch,so they
areoftenimpractical(Hirt, Maurer, & Przydatek2000).
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We assumethateachagentattachesa numericalvalueto
information it is asked to reveal in a searchprocess. For
example,revealingwhetherthecompany is ableto deliver a
productby a certaindatemayhave a very high value,while
revealingwhetherthe productcanbe blue may have a low
value. A rationalway for agentsto ensuretheir privacy is
thento abandonthesearchwhenever theestimatedvalueof
the informationthat they mustreveal in the future exceeds
thevaluethatthey cangain from thesuccessfulsolution.

Executionof asynchronoussearchalgorithmsis always
nondeterministicbecauseof the variablemessagedelivery
time. Therefore,often there is no strict comparisonthat
guaranteesthatonealgorithmis always betterthananother
onagivenprobleminstance.However, therearecaseswhere
for certainprobleminstances,one algorithm hasthe pos-
sibility of reachinga solution while the other will always
terminateprematurely. We say that algorithmA is better1

thanalgorithmB whentherearecaseswhenB alwayster-
minatesprematurelybut A may�nd asolution,andnocases
wherethe oppositeholds. In this paper, we show several
suchrelationsfor known distributedconstraintsatisfaction
algorithmsandconstructa hierarchy thatre�ects theserela-
tions.

Background
Cryptographicprotocolsarethemostwell known solutions
for enforcing privacy in distributed computations(Gold-
wasser& Bellare1996). Any given function canbe com-
piled unto securecryptographicprotocols. Whena certain
functionhasto becomputedon sharedsecrets,often,all its
stepscan be performedusing correspondingsecureproto-
cols.Thiscanbedonein suchawaythatmostattackersthat
cannot�nd theinitial secrets,cannot�nd anythingelsethan
theofficial output of theprotocol.

Secure multi-party protocols for DisCSPs
As said, any given function can be compiledunto secure
cryptographicprotocols. (Chaum, Crépeau,& Damg	ard
1988b; 1988a;Ben-Or, Goldwasser, & Widgerson1988)
show generalcompilingtechniquesfor caseswherelessthan
n/3 playerscheatandthat aresecurewithout intractability
assumptions.(Goldreich,Micali, & Wigderson1987)gives
a techniquefor generatingprotocolsrobust to any minority

1Denoted ≺ or looser(not loser!) in the paper.



of colluders,andwhosesafetyis basedon intractabilityas-
sumptions.That techniqueis completein thesensethat“if
a majority of players is not honest, some protocol problems
have no efficient solution” (Goldreich,Micali, & Wigder-
son 1987). Other limits of the privacy basedon Shamir's
schema(Shamir1979)areexplainedin Section3 of (Chor
et al. 1985).At theendof acomputation,noagentcanknow
whetheranythingof its privacy is saved.

Recently, researchershave beentrying to apply secure
multi-party protocols to DisCSPsand related problems
(e.g. (Yokoo & Suzuki 2002), and newer cases(Yokoo,
Suzuki,& Hirayama2002;Silaghi 2002)). (Silaghi 2002)
describessomecustomwaysof applyingsecuremulti-party
protocolsto discreteand numericDisCSPs,basedon in-
tractabilityassumptions.Oneof its mainingredientsis Mer-
ritt' s electionprotocol (Merritt 1983) for shuf�ing, warp-
ing andreformulatingtheinitial problem.Merritt's election
protocolwasinitially meantfor accountingthevotesduring
electionsandensurestheprivacy of therelationvote-elector
by shuf�ing the indexesof the votes. The shuf�ing is ob-
tainedby a chainof permutations(eachpermutationbeing
thesecretof anelectioncenter)on theencryptedvotes.

In (Silaghi 2002), the Merritt's techniqueis slightly ex-
tendedto allow both: shuf�ing variablesandshuf�ing dis-
cretevalueswithin discretevariables.Therole of theelec-
tion centersis takenby theparticipatingagents.A chainof
agentsthatcomposetheir secretpermutationsis referredto
asa Merritt chain.

Numericconstraintsarebrokenandthepiecesareshuf�ed
separatelythroughk distinctMerritt chains(Silaghi2002).2

Eachelementof a chaincanthereforesplit, warpandtrans-
form thenumericconstraintsthatthey process.

The main feeble point of the technique described
in (Silaghi2002)for discreteDisCSPsis thatagentsthatare
ableto get theshuf�ed DisCSP(e.g. by recordingthetrace
of thealgorithm),maybeableto detectthehomomorphism
betweensomeshuf�ed constraintsandtheirown constraints.
As a result,theseagentscan(partially) detectthe obtained
permutationand �nd the secretsof other agents. For nu-
mericconstraints,thepermutationcanbedetectedeveneas-
ier by k colludingagentsfoundon thesamelevel onMerritt
chains.Severaltechniqueshavebeentriedfor increasingthe
intractabilityof detectingthepermutationsandtheassocia-
tion constraint-agent.

Distributed search
While distributed resourceallocationhasbeenresearched
for several decades,the �rst asynchronouscompletealgo-
rithm for DisCSPsappearsin (Yokoo et al. 1992). The
framework introducedin (Yokoo et al. 1992) approaches
problemsmodeledwith agents,variablesandconstraints,as-
sumingthateachvariablehasexactly oneowner. Thelocal
problemof anagentA i is denotedby CSP(A i ), andthe in-

2This can be done after a first round of classic Merritt shuffling
where pieces of numeric constraints are first dissociated from the
initial variables. At the second shuffling (with plain constraints),
the pieces of constraints can eventually be further split when these
chains split themselves further forming trees.

volvedvariablesby vars(A i ). Thevariablesin vars(A i ) that
arenot ownedby A i are foreign to A i . The domainscan
berepresentedasunarypredicates.Thelocal problemof an
agentin amodelwith privatedomainsis de�ned by:
� ownedvariables

� foreignvariables

� predicates.
Sucha localproblemfor anagentA i canbedenotedas:

CSP(A i)=f owned variablesjforeign variablesjpredicatesg:

Issueson opennessin incompletesearchalgorithmsare
discussedin (Modi et al. 2001; Denzinger2001). Asyn-
chronousbacktracking(ABT), aspresentedin (Yokoo et al.
1992), is able to solve problemswhereproposalson vari-
ablescanbe madeonly by the owner of the variable. This
peculiarityopensthedoor for the �rst approachto privacy:
privacy of domains.Sinceonly theowner, A, of a variable,
x, canmake proposalson the assignmentof x, the domain
of x canremainprivateto A. Partsof thedomainof x may
have to berevealedduringsearch,but chancesarethatsome
valuesremainprivate:
� eitherby stoppingwhenasolutionis found,or

� by discovering thatsomeproposalsarealreadyruledout
by constraintsprovidedby otheragents.
Slightly different frameworks have been mentionedin

the literature(Zhang& Mackworth 1991;Khedro& Gene-
sereth1994;Solotorevsky, Gudes,& Meisels1996),where
anagentownsproblemsratherthanvariables.This removes
thedistinctionbetweenforeignandownedvariables:

CSP(A i ) = f var iablesjpredicatesg:

In the following, we denotethek th elementof a tuple t by
t |k . It is interestingto mentionthe next propositionwhich
actuallyalreadybelongsto thefolklore of DisCSPs:

Proposition1 Any distributed problem modeled with pri-
vate variables can be modeled with private local problems.
Any distributed problem modeled with private local prob-
lems can be modeled with private variables.

Proof. This proposition is related to the equivalence between pri-
mal and dual CSP representations (Bacchus & Van Beek 1998).

Any DisCSP with private domains P1 =
{CSP(A1)= {ov1|fv1|p1}; :::} is equivalent to the DisCSP
with private problems P2 = {CSP(A1)= {ov1∪fv1|p1}; :::}
where all public variables can take any value, but their owners
know the unary constraints restricting them and that have the
function of the corresponding private domains.

Any DisCSP with private problems P2 =
{CSP(A1)= {v1|p1}; :::} is equivalent to the DisCSP with
private domains P1 = {CSP(A1)= {x1|v′1|p′1}; :::} defined as
follows.

• xk are new variables introduced in P1 such that each agent A i

owns the variable x i. The domain of x i is the Cartesian product
with domains of variables in vi.

• Let agents(vi) be the set of agents enforcing in P2 predicates
involving variables in vi. When {A} is a set of agents, let
owned-vars({A}) be the set of variables owned in P1 by agents
in {A}. Then:
v′i = owned-vars(agents(vi)) \ {xi},



• Let idx (x; xk) denote the index corresponding to valuations of
the variable x in the tuples of xk. p′i consists of a set of pred-
icates {xi|idx(x,xi )= xj |idx(x,xj )|xj∈v′i; x∈vi}, and of a unary
constraint restricting x i to take values among tuples that are so-
lutions for pi.

Example1 Let us choose a problem modeled with private
variables, consisting of two agents: A1 and A2.
CSP(A1)=f x; yjjx; y2f 0; 1g; x+y=1g, and
CSP(A2)=f z; t jx; yjz; t2 f 0; 1; 2g; z+t=2; x+z� y� t=2g.
The corresponding problem modeled with private local
problems is:
CSP(A1)=f x; yjx; y2f 0; 1g; x+y=1g, and
CSP(A2)=f z; tx; yjz; t2 f 0; 1; 2g; z+t=2; x+z� y� t=2g.

Example2 Given a problem with three agents:
CSP(A1)=f x; yjx; y2f 0; 1; 2g; x+y=2g,
CSP(A2)=f x; zjx; z2f 0; 1; 2g; x+z=2g, and
CSP(A3)=f y; zjy2f 0; 1g; z 2 IR; y+z=2g.

An equivalent model with private variables is:
CSP(A1)=f ajja2f (0; 2); (1; 1); (2; 0)gg,
CSP(A2)=f bjajb2f (0; 2); (1; 1); (2; 0)g; b|1=a|1g, and
CSP(A3)=f cja; bjc2f (0; 2); (1; 1)g; c|1=a|2; c|2=b|2g.

While the initial version of asynchronous backtracking
(ABT) requested that A3 owns at least one variable, we in-
troduced the variable c.

Thedifferencebetweenprivacy on variablesandprivacy
onproblemsis only algorithmic:With privacy onproblems,
severalagentsmaycooperatefor de�ning anassignmentof
a variable,allowing for abstractionswhich canhave an im-
pacton theamountof revelations(Silaghi,Sam-Haroud,&
Faltings2000a). With privacy on domains,the discussion
abouta variablecanonly be initiated by its owner. An es-
timation of privacy loss function of agentintelligence,de-
scribedin (Freuder, Minca, & Wallace2001), is basedon
thenumberof revealedtuples. Thenext sectionsintroduce
a framework for modelingagentbehavior regardingprivacy
loss. It is then shown how featuresin protocolsadd new
opportunitiesfor privacy maintenance.

Distrib uted PrivateCSPs
Argumentsreferringto privacy have beenoftenusedin re-
lation with algorithmsfor DisCSPs(Yokoo et al. 1998;
Silaghi,Sam-Haroud,& Faltings2000b),but the�rst quan-
titative experimentsaredetailedonly in (Freuder, Minca,&
Wallace2001).It countsthenumberof revealedvaluesdur-
ing a synchronousprotocol for meetingscheduling. That
work wasmeantfor assessingagentintelligence(by using
or not usingconsistency in their local reasoning).Herewe
want to evaluatethecapacityof distributedprotocolsto al-
low the searchto proceedtoward lessprivatesearchspace
regions.In thefollowing, whenwespeakaboutthefeasibil-
ity of atuple,weactuallyreferto theanswerto thequestion:
“Is thetuplefeasibleor not?”

De�nition 1 A Distributed Unitary Private CSP (Dis-
UPrivCSP) is a DisCSP where each valuation of the local
problem of an agent has associated a privacy value repre-
senting the loss suffered whenever the feasibility of that tuple
is revealed: privA i : D k i ! IR+ .

Example 3 A simple measure can be modeled in Dis-
UPrivCSPs with privA i (t) = f 1(f easible(t)) where
f 1(f alse) = 0 and f 1(tr ue) = 1. This is related to one
of the measures used in (Freuder, Minca,& Wallace2001).

Weneedprotocolsthatallow for selectively usinglessim-
portanttuplesin solvingtheproblems.In thefollowing, we
de�ne amorecomplex versionof DisUPrivCSP. Givenaset
S, usuallyonedenoteswith P(S) thesetof subsetsof S.

De�nition 2 A Distributed Private CSP (DisPrivCSP) is a
DisCSP where:

� Each search subspace of the local problem of an agent
has associated a privacy value representing the loss that
appears whenever only the feasibility of that subspace is
revealed: privA i :P(D k i )! IR+ .

� Each agent, A i , prefers to minimize its privacy loss and
abandons rather than accepting to incrementally lose a
privacy with a value higher than VA i , the value that it
can gain from a successful solution.

The local problemof an agentin a model with private
domainsis de�ned by:

� ownedvariables,

� foreignvariables,

� predicates,privacy function, and privacy threshold(ex-
pectedgain).

For simplifying notationsin descriptionsof this paper, we
usethe following conventions.Constrainttuplesfor which
noprivacy valuearespeci�edareconsideredto haveprivacy
value0. Whentheprivacy is speci�edfor tuplesformedonly
of ownedvariables,it will be consideredthat that privacy
correspondsto the set of tupleswhoseprojectionson the
ownedvariablesis the given one. Lack of privacy thresh-
old is consideredto meanthat its valueis 1 . Sucha local
problemfor anagentA i canbedenotedas:

CSP(A i )=f ownedvariablesjforeignvariablesjpredicates...g:

Evenif theprivacy lossin generalis notanadditive func-
tion (as illustratedby the next example),for convenience,
this is the default in the restof the examplesdescribedin
thiswork.

Example 4 Let us analyze local problem CSP(A1) with
one variable x having a domain of three values f a; b;cg and
a publicly known unary constraint leaving exactly one value
feasible. Revealing the feasibility of two values automati-
cally reveals the feasibility of the third value. This implies
that privA i (f a; b;cg)=privA i (f a; bg).

In this conditions, additivity,

privA i (f a; b;cg)=privA i (f a; bg)+privA i (c)

can only be true when privA i (c) = 0, which cannot hold in
general for each c.

E.g. When:
privA i (a)=privA i (b)=privA i (c)=1, and
privA i (f a; b;cg)=3, then
privA i (f a; bg)=privA i (f a; cg)=privA i (f b;cg)=3.

Here privA i (f a; bg) 6= privA i (a) + privA i (b).



Thebehaviors in DisPrivCSPsarerelatedto behaviors in
auctionswhereall bidderspay their lastbid. Namely, even
if the privacy loss undergoneso far by A i is higher than
VA i , it is rationalfor A i to continueto cooperatein search
whenever it believesit can�nd asolutionwithout increasing
its privacy losswith VA i .

Thesimplifying assumptionsmadehereare:

� environment invariant privacy: the value of the privacy
lossis invariantwith completelyexternalevents.

� peerinvariantprivacy: thevalueof theprivacy lossis in-
variant with the set of agentslearningthe divulged in-
formation(everybodydiscloseseverythingknown about
third parties).3

De�nition 3 (looser4) A problem solving algorithm P1 is
strictly looser than another algorithm P2, denoted P1� P2,
if there exists a DisPrivCSP that can be solved by some in-
stance of P1 but cannot be solved by any instance of P2 for
the same initial order on values and agents. It is also re-
quired that any problem solvable with P2 can be solved with
some instance of P1.

Proposition2 The relation � is transitive.

Proof. If P1≺P2≺P3, it means that ∃ a problem solvable with
P1 but not solvable with P2, therefore not solvable with P3. Also,
all problems solvable by P3 are solvable with P2 and therefore
solvable with P1.

Notethatonly the initial orderis consideredfor compar-
ing algorithmswith reordering.For DisCSPs,(Yokoo1995)
and(Meisels& Razgon2001)presentalgorithmswith value
reordering.Severalprotocolsfor solvingDisCSPsarecom-
paredfor DisPrivCSPsin next section.

Comparisonof Protocols
The simplest complete distributed algorithm that we
can imagine now is the Synchronous Backtracking
(SyncBT) (Yokoo et al. 1992). SyncBTis the distributed
counterpartof centralizedbacktracking.

(Collin, Dechter, & Katz 2000)presentsanalgorithmwe
refer to as Distributed Depth-First-SearchBranches(Dis-
DFSB). DisDFSB improveson SyncBTby allowing stati-
cally detectedindependentsubproblemson branchesof the
searchto be scannedin parallel. When one of thesesub-
problemsgeneratesa failure, the whole searchbranchcan
beabandoned.

Proposition3 DisDFSB � SyncBT.

Proof. Let P be a DisPrivCSP with three agents and privacy func-
tions on unary constraints:
CSP(A1)={a||a∈{0::3}; a6∈{2}; a= b= c;pr ivA1 (2)=4 ; VA1 =3 }
CSP(A2)={b|a|b∈{0::3}; b>1; a= b;pr ivA2 (1)= 1;

pr ivA2 (0)= 4; VA2 =3 }
CSP(A3)={c|a|c∈{0::3}; c> 1; a= c;pr ivA3 (1)= 4;

pr ivA3 (0)= 1; VA3 =3 }.
3This assumption is the inverse of the one behind most crypto-

graphic protocols.
4For the non-English readers, please note that looser is not the

same as loser.
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Figure1: DisDFSBDFSbranches:A,C,D aresetsof agents.
B is anagent.

For simplification, here as overall in the paper, pr ivA2 (1) is a
short notation for pr ivA2 (b = 1), where the missing variable in
the unary constraint is the owned one. As previously mentioned,
pr ivA2 (b = 1) means pr ivA2 (b = 1; ∀a), where the added uni-
versal quantifier precedes all the foreign variables.

With DisDFSB, A1 starts proposing a = 0 then A2 waits for
a while, hoping that A3 can detect infeasibility, since A2 prefers
to abandon the search rather than admitting that it does not accept
b = 0. Infeasibility is fortunately found by A 3 and A1 proposes
a = 1. For a = 1 it is A2 that accepts to reveal infeasibility. A1

avoids mentioning about a = 2 and a solution is found for a = 3.
Given this order on values, SyncBT cannot find any solution for

this order on agents, and neither SyncBT nor DisDFSB can find
any solution with other DFS orders on agents.

Obviously, whenever SyncBT finds a solution for some order on
agents, DisDFSB will also find a solution for a compatible DFS
order on agents.

The Synchronous(arc-) consistency maintenanceproto-
col (SyncMC)mentionedin (Collin, Dechter, & Katz2000),
anddetailedin (Tel 1999)consistsof a sequenceof propos-
als/backtrackinginterleaved with consistency maintenance.
In addition, for DisPrivCSPs,the strengthof the achieved
consistency canbeoptionalandagentscanbeallowedto di-
vulgeonly thelabels/valueeliminationsthatthey want.With
thisamendment:

Proposition4 SyncMC � SyncBT.

Proof. For the problem discussed in the proof of Proposition 3,
SyncMC finds a solution in the same conditions as DisDFSB.
Whenever SyncBT finds a solution, an instance of SyncMC where
agents prefer not to reveal any label behaves like SyncBT and finds
the same solution.

Proposition5 SyncMC and DisDFSB are incomparable
with the relation � .

Proof. Any DisCSP can be extended with constraints between all
variables, such that DisDFSB behaves like SyncBT. According to
Proposition 4, SyncMC can avoid inconsistency and finds solutions
when DisDFSB must abort.

One can also construct problems where DisDFSB finds solutions
and SyncMC aborts. Here we do not present a complete example
since it would be lengthy and redundant, but explain how it can be
built:

In Figure 1, both sets of agents: C and D , defining DFS
branches under the agent B are infeasible for two different search
tree branches b1 and b2, but the privacy loss leads to abortion once
for C on b1 and then for D on b2.

When the full search on D can reach failure on b1 but the main-
tained degree of consistency of SyncMC fails to find inconsistency
(such situations are known to exist), then SyncMC forces C to find



the inconsistency. If the order on agents is lucky and the failing
subset of D comes first, then SyncMC aborts when it expands the
search tree on b2.

Asynchronous Protocols
During distributedsearch,agentsexchangeinformationon
current proposalsvia messages,and the set of proposals
known by an agentis referredto asits view. Protocolsare
asynchronouswhen at no momentan agentcan make as-
sumptionsaboutthe currentview of anotheragent(except
A1 with staticorder).

Most distributed algorithms consist of several asyn-
chronousepochs, meaning that there exist some uncer-
tainty whenmessagesareon their ways, but at somemo-
mentsoneagentcanmake safeassumptionsabouttheview
of the other agents. Thesemomentsdelimit epochs. In
SyncMC,eachstartandterminationof a distributedconsis-
tency rounddelimitsconsistency epochsfrom backtracking
epochs. In (Meisels& Razgon2001), the searchconsists
of a seriesof: consistency, ordering,backtrackingepochs.
(Armstrong& Durfee1997)describesanalgorithmconsist-
ing of asynchronousbacktrackingepochsinterleaved with
reorderingepochs. In SyncBT, eachepochconsistsof ex-
actlyonemessage.

De�nition 4 We say that a protocol is asynchronous when
it consists of a single asynchronous epoch.

AsynchronousBacktracking(ABT) (Yokoo et al. 1992)
is anasynchronousprotocolfor solvingDisCSPs.In ABT,
agentscanmake concurrentlyand in parallelproposalson
distinctvariables.

Proposition6 ABT � SyncDFSB.

Proof. We take a DisPrivCSP with agents A1, A2, A3, A4, A5

enforcing a CSP with a fully connected graph. Given this order
on agents we consider that the agents A3; A4; A5 compose an in-
feasible problem for the first proposal of the first agent. Let A 2

also want to refuse this proposal but the privacy loss for this refusal
would oblige him to abandon the search. ABT is able to detect the
infeasibility of this value and solutions with subsequent values can
be found. SyncDFSB instead obliges A2 to divulge infeasibility of
this same proposal and the search is aborted.

Whenever SyncDFSB solves a problem, the same problem can
be solved by ABT, since a certain timing in ABT yields SyncDFSB.

(Silaghi, Sam-Haroud,& Faltings 2000a)proposesan
asynchronousalgorithm,AsynchronousAggregationSearch
(AAS), for a modelwith privacy on constraints.We discuss
heretheversionof AAS describedin (Silaghi2002). AAS
allowsagentsto aggregateseveralproposalsin onemessage.
While theorderonvaluesis dif�cult to de�ne whenaggrega-
tion is used(AAS), we assumein this reportthateachnew
proposalcontainsthe �rst available tuple in lexicographic
order.

Proposition7 AAS � ABT.

Proof. AAS can emulate ABT by not performing aggregations,
therefore when ABT finds a solution, AAS can also find it. Instead,
by the fact that AAS can aggregate two proposals a and b, lower

priority agents may be able to find a solution with b, avoiding to
abort on a.

Proposition8 ABT is incomparable versus SyncMC using
the relation � .

Proof. Arc consistency achievement can remove a branch of the
search defined by a proposal of the first agent, by propagating the
removal of the last proposal of the second agent. ABT cannot do
this, especially since nogoods involving that last value can only be
computed after that value is proposed. Since the propagation of
such a value can rule out proposals leading to abortion, SyncMC
may find solutions when ABT does not.

SyncMC may not itself find solutions when search with ABT in
lower priority agents can detect infeasibility of challenging propos-
als.

An example where the previous argument can be analyzed can
be easily built. Consider the next DisPrivCSP:
CSP(A1)={x1||x1∈{1; 2}; |x2−x1|≤1}
CSP(A2)={x2|x1|x2∈{1; 2; 3}; |x2−x1|≤1; x2> 1;

pr ivA2 (1)= 4; VA2 =3 }
When CSP(A3), CSP(A4), CSP(A5),... define a problem such

that x1=1 leads to failure by search but x1=1 ; x2∈{1; 2} does not
fail with consistency, then a solution for x1=2 can be found with
ABT but not with SyncMC.

Instead, when CSP(A3), CSP(A4), CSP(A5),... define a prob-
lem such that x1=1 does not lead to failure by search (due to
the existence of a solution for x1=1 ; x2= 3) but consistency with
x1=1 ; x2∈{1; 2} can prove infeasibility, then a solution for x1=2
can be found with SyncMC but not with ABT.

To avoid lengthy redundant description, we do not give fully
described cases. However, these two types of problems obviously
exist, therefore the claim is proven.

A method called Distributed Maintaining Asyn-
chronously Consistency (DMAC-ABT), for maintaining
consistency in ABT, is introducedin (Silaghi,Sam-Haroud,
& Faltings2001b).DMAC-ABT allows to exchangea type
of nogoodscalled consistency-nogoods,correspondingto
labelsin SyncMC.

Corollary 8.1 DMAC-ABT � ABT.

Proof. Any of the problems that can be solved with ABT can
be solved with DMAC-ABT for DisPrivCSPs, since DMAC-ABT
emulates ABT when no agent sends labels due to privacy enforce-
ment policies. According to Proposition 8, there exist problems
that can be solved with SyncMC but cannot be solved with ABT.
Those problems can be solved with DMAC-ABT, which can also
emulate SyncMC.

Corollary 8.2 DMAC-ABT � SyncMC.

Proof. Any of the problems that can be solved with SyncMC can
be solved with DMAC-ABT for DisPrivCSPs, since DMAC-ABT
emulates SyncMC for certain timing policies. The problems that
can be solved with ABT but cannot be solved with SyncMC (see
Proposition 8), can be solved with DMAC-ABT, which can also
emulate ABT when no agent sends labels due to privacy enforce-
ment policies.

Thefollowing two statementsmaybeprovedsimilarly to
thepreviouspropositions.
Proposition9 AAS is incomparable versus SyncMC using
the relation � .



Proof outline. Note that in contrast to the proof for Proposition 8,
for proving the previous statement one has to design examples that
work for all possible aggregations containing the first values that
can be proposed by A1. For simplicity, the designed examples can
let A1 manage at least two variables where the set of feasible tuples
for A1 cannot be represented by a single Cartesian product (e.g. an
equality constraint for two variables with identical domains with
two values each.

One can argue that such an example is not convincing since it
can be reformulated by clustering the variables of the first agent
and aggregating the resulting feasible values. To stand against this
criticism, the designed example has to deal with branches defined
by the proposals of A2 which cannot all be aggregated with the
proposal of A1. A3 is therefore the agent risking to abort and
the agents A4; ::: respectively A3; ::: are the agents that can/cannot
refuse the proposal of A2 with AAS respectively SyncMC.

(Silaghi, Sam-Haroud,& Faltings 2001b) mentionsa
protocolcalledDMAC, combiningAAS andDMAC-ABT.
Similarly with thepreviouspropositionsit canbeshown that
basedon thelastproposition:

Corollary 9.1 DMAC is looser than both AAS and SyncMC.

A recentgeneralprotocolis thereplica-basedDMAC (R-
DMAC)5, a.k.a. AsynchronousDichotomousMaintaining
Bound-consistency (ADMB) (Silaghi et al. 2001). While
noneof thepreviouslymentionedprotocolscanbe� thanR-
DMAC thatis a generalization,thesuperiorityof R-DMAC
remainsto beproven.

Comparison for reordering
Now we discussseveral algorithmsallowing for reorder-
ing. ABT with reordering(ABTR) is a protocoldescribed
in (Silaghi, Sam-Haroud,& Faltings 2001a)and allowing
agentsto proposenew ordersbasedonheuristicinformation
obtainedfrom otheragents.

Proposition10 ABTR � ABT.

Proof. In ABTR, an agent owning private tuples that must be
revealed for proving infeasibility of a branch may be allowed to
generate a heuristic message and can be placed on the first position.
This way it can launch another proposal and escapes the need to
abort. ABTR can always emulate ABT when agents do not use
heuristics.

AsynchronousWeakCommitment(AWC) (Yokoo 1995)
is an algorithm for reorderingvalues and agentsduring
asynchronoussearch.Its ability to reordervaluesallows it
to solve problemsthat algorithmswith staticordercannot
solve. In AWC, agentscanproposenew reorderingwhen-
ever a new nogoodis multicast. The standardreordering
policy in AWC is to positioneachagentdiscoveringa new
nogoodbeforeall the agentsthat have generatedproposals
foundin thatnogood,but in practice,otherpositionscanbe
selected.

Proposition11 AWC � ABT.

Proof. Since, as mentioned above, agents can choose not to mod-
ify their priority on the discovery of new nogoods, at extreme AWC
emulates ABT, and any problem solved with ABT can be solved

5R-MAS without reordering.

with some variant of AWC. However, due to its reordering ability,
AWC can solve the next DisPrivCSP that is abandoned in ABT.
CSP(A1)={a|b|a∈{1; 2; 3}; a= b}
CSP(A2)={b|a|b∈{1; 2; 3}; a= b;a6∈{1; 2};pr ivA2 (2)= 4;V =3 }

When A2 receives the first proposal for a = 1, it generates a
nogood and gets higher priority. It can then propose b = 3 and
a solution is found. With ABT, A1 proposes first a = 1, then on
refusal it proposes a = 2 and A2 must abort.

However, in caseof aseriesof unlucky reorderingevents,
ABTR andAWC may have to abandona DisPrivCSPthat
canbesolvedwith ABT.

Example5 For the DisPrivCSP:
CSP(A1)=f ajbja2f 1; 2; 3g;a=b;a6=2;pr iv A 1 (2)=4;V=3g
CSP(A2)=f bjajb2f 1; 2; 3g; a=b;a6=1g

AWC with the reordering strategy advised for efficiency
on DisCSPs in (Yokoo 1993), A1 aborts when after the first
nogood detected by A2, A2 gets the highest priority and pro-
poses b = 2.

Proposition12 AWC and ABTR cannot be compared with
the relation � .

Proof. AWC cannot change an order before nogoods are discov-
ered. Given the DisPrivCSP:
CSP(A1)={a|b|a∈{1; 2}; a= b}
CSP(A2)={b|a|b∈{1; 2}; b6=1 ; a= b;pr ivA2 (1)= 4; V =3 },
AWC leads A2 to abandon the search immediately after receiving
the proposal a = 1, since A2 don’t accept to divulge the infeasi-
bility of b = 1. ABTR instead allows A2 to generate a heuristic
message and a reordering can be issued where A 2 gets the highest
priority. A2 can propose b = 2 and the solution is found immedi-
ately.

AWC can reorder values and this can allow for solving Dis-
PrivCSPs that are abandoned with ABTR, such as:
CSP(A1)={a|b|a ∈ {0; 1; 2; 3};a= b;a6= 2;pr ivA1 (2)=4 ;V =3 }
CSP(A2)={b|a|b∈{1; 2; 3}; a= b;a6= 1; |a−b|6= 2; pr ivA2 (1)= 4;

V = 3}

In thepreviousproofwedidconsiderthatagentsin ABTR
stubbornlystick to theinitial orderon their values.Clearly,
the ABTR protocol can easily be extendedto allow the
agentsto usestrategieswherethey canchoosevaluesin a
wiserway. It remainsanopenquestionwhethersuchstrate-
giescansolveall theproblemsthatcanbesolvedwith AWC.

The protocol combiningDMAC with the reorderingof
ABTR is calledMultiply AsynchronousSearch(MAS). It
canbe notedthat no algorithmhasbeenyet describedthat
would combineDMAC-ABT with thereorderingof ABTR
(DMAC-ABTR).

Proposition13 MAS � DMAC.

Proof. This relation is similar to the one at Proposition 10.

It is obvious that ABTR cannot be looser than MAS
sinceMAS canemulateABTR. However, we have not yet
succeededin designingDisPrivCSPexamplesthat can be
solved by MAS andcannotbe solved by ABTR, suchthat
the relationshipbetweenthesetwo algorithmsremainsan
openquestion.
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Figure2: Dashedlineswith arrows at bothsidesshow pro-
tocolsproven to be incomparablewith the relation looser.
For lines with one arrow, the arrows point towardslooser
protocols.Therelation� is transitive.

Summary of Distributed Search Protocols
In Figure2 we give a global imageof the aforementioned
results in the comparisonof protocols for DisPrivCSPs.
Several very recent protocols (e.g. (Bessi�ere, Maestre,
& Meseguer 2001; Meisels& Razgon2001)) are not yet
analyzed. Someprotocols(e.g. (Solotorevsky, Gudes,&
Meisels1996))initially designedfor problemswithout pri-
vacy could alsobe studiedin the future from the point of
view of DisPrivCSPs.

Therelation� is transitive (Proposition2) andtherefore,
severaladditionalrelationscanbe inferredfrom theproven
ones.Somequestionsremainopen,e.g.therelationbetween
ABTR, AWC, andAAS or DMAC-ABT.

Secureprotocolsvs. distrib uted search
In theprevioussectionswe have seenseveralsearchproto-
cols for solvingdistributedCSPs.Oneof themainmotiva-
tions behindDisCSPsis the privacy that they offer. In the
Backgroundsectionwe have �rst introducedsecuremulti-
party computations,the main competitor for distributed
search.

Before closing this report, we will discusssomeof the
trade-offs betweenthetwo techniques.Clearly, eachof them
is appropriatefor a different type of problems,while for
someproblemthechoicecanbedif�cult.

Secureprotocolshavethemainadvantagethatit is proba-
ble thatthey leadthecomputationwithout any privacy loss,
otherthanthe of�cial result. In contrast,distributedproto-
colsby theirnaturedivulgeadditionalconstraintsandvalues
(exceptwhenthe�rst checkedtupleis asolution).

Secureprotocolsleadto deterministicresultsthatdepend
only on the initial descriptionof the problem and strate-
gies(Yao1982),andof theway thedistribution/shuf�ing is
done.Theresultin distributedsearchis in�uencedby agent
strategies,network load,divulgedinformation.

Distributedsearchhastheadvantagethatin any moment,
anagentknows andenforcesanupperboundof how much
informationit may have divulged. In typical secureproto-
cols, thereis no way for anagentto know thatany privacy
wasactuallysaved.

Distributed search�ts well human-machineinteraction,
while secureprotocolsarecryptic andareonly appropriate
for purelymachine-basedproblemsolving.

Distributedsearchseemsableto accommodatedeasilyto
verydynamicproblemslike theonein (Junget al. 2000).

Overall,we think thatdistributedsearchcanbepreferred
whenthe participantsarenot trustedenoughfor the avail-
able cryptographicprotocols to be secure(e.g. for nu-
meric constraintsor techniquesfrom (Chaum,Crépeau,&
Damg	ard1988a;Ben-Or, Goldwasser, & Widgerson1988)),
or whentheagentsstronglyneedto makesurethattheupper
boundof the divulged information is lower than a thresh-
old. They arealsopreferredwhenthesizeof theproblems
is suf�ciently smallsuchthat'secureprotocols'basedonin-
tractability assumptionsaretoo insecure.Secureprotocols
arepreferredin mostothercases,especiallywhenit is very
importantto �nd a solutionandthe global problemis sus-
pectedto beverydif�cult suchthatalmosteverythingwould
berevealedwith distributedsearch.

Conclusions

While many distributedprotocolshave beendevelopedre-
centlyfor copingwith privacy, noexistingformalframework
allows to go beyondquestionableclaims. In this articlewe
proposea framework calledDistributedPrivateConstraint
SatisfactionProblems(DisPrivCSPs),relatedwith thework
in (Freuder, Minca,& Wallace2001).This framework mod-
elstheprivacy lossfor individual revelations.It alsomodels
theeffectof theprivacy lossby assumingthatagentsarede-
terminedtoabandonwhentheincrementalprivacy lossover-
comesthe expectedgains from cooperation.Applications
of suchprotocolshave beenrecentlydescribedin (Freuder,
Minca,& Wallace2001).Thenewly introducedframework
is supportedby showing how severalexisting protocolsbe-
have andcompareagainsteachotherwithin thenew de�ni-
tions. Several relationsremainto be discovered. Observa-
tionsmadeduringthis analysiscandirectusersin choosing
goodstrategiesfor their agents(Silaghi2002).
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