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Abstract. The desk-matesnatcherapplicationsolvesthe needof placing stu-
dentsin pairs of two for working in projects(needthat is similar to the well
known problemsof stablematchingsor stableroommates)Eachof the persons
in thepreviousapplicationhasa (hopefullystable)secrefpreferencédetweerev-
ery two possiblepartnersThe participantsvantto nd an allocationsatisfying
their secretpreferenceandwithout leakingary of thesesecretpreferencesgx-
ceptfor what a participantcan infer from the identity of the partnerthat was
recommendetb her.

The peculiaritiesof this problemrequiressolversbasedon old distributed CSP
frameavorksto usemodelswhosesearchspacesare higherthanthosein central-
izedsolvers,with badeffectson ef ciency.

We introducea distributed weightedconstraintsatisiction (DisWCSP)frame-
work wherethe actualconstraintsare secretshat are not known by ary agent.
They arede ned by a setof functionson somesecretinputsfrom all agentsThe
solutionis alsokept secretand eachagentlearnsjust the resultof applyingan
agreedfunction on the solution. The new framework is shavn to improve the
efciency (O(2™° '°¢(M) times)in modelingand solving the aforementioned
problemwith m participantsWe shav how to extendour previoustechniquego
solve securelyproblemsmodeledwith the new formalism,and exemplify with
theproblemin thetitle. An applet-basedolveris available[Sil043).

1 Intr oduction

The desk-matesnatcherapplicationgroupsa setof studentsn stableworking teams
of two, suchthatwheneer one persorwantsto changeher partnerfor a third one,the
third oneprefershercurrentpartnerto thechanggsimilarto stablematchingsor stable
roommate$lM02]). Thestudenthave asecrepreferencdetweerary pairof potential
partnersandbetweenworking with any givenpartneror working alone.

Versionsof theseproblems without privacgy requirementshave beenlong knowvn
andstudied It is anexampleof constraintsatisactionproblem(CSP)[GP02]1 A CSP
is describedy a setof variablesanda setof constrainton thepossiblevaluesof those
variables.The CSPproblemconsistsin nding assignment$or thosevariableswith
valuesfrom their domainssuchthatall constraintsare satis ed. The centralizedCSP

! Operationgesearcthasprovidedvery ef cient solutionsto someinstancesvithout privagy.



techniquesequireevery eventualparticipantto revealits preferencege.g.to a trusted
sener), to computethe solution. Therefore they apply only whenthe participantsac-
ceptto revealtheir preferenceso thetrustedparty

There exist framevorks and techniguesto model and solve distributed CSPs
(DisCSPs)with privagy requirementshamely when the domainsof the variables
are private to agents [YDIK98,MJ00], or when the constraintsare private to
agent§SSHF00&Sil03b SR0O4.

However, the desk-mateproblemseemnot to be modeledef ciently (i.e. with a
reducedsearchspacewith ary of thetwo known typesof distributedCSPframeavorks.
In this article we proposea new framework for the distributed constraintsatishction
problems.t canmodelnaturally existing distributed constraintsatistction problems,
and also the desk-mategstable matchingsproblems).The new framewvork assumes
that the constraintsare not known to absolutelyary agentbut they are computable
from secretinputs, by applying public functionson them. Thesefunctionsusesecret
inputsprovided securelyby the differentparticipants Similarly, the nal assignments
aresecretandeachagentcanretrieve just the resultof applyingsomeagreedunction
onthesecretolution.

We alsoshav how securamulti-partycomputatiortechniqueshatwe have recently
developedfor solving DisCSPswith privateconstraintcanbe extendedo solve prob-
lemsdescribedn the new framavork. We startintroducingformally the CSPproblem.

CSP A constaint satisfactionproblem (CSP)is de ned by threesets:(X, D, C).
X = fXy;:; Xmgis asetof variablesandD = fDg;:::;; Dy gisasetof nite domains
suchthatx; cantake valuesonly from D; = fvi;:;vig. C = f 125 cgisaset
of constraintsA constraint ; limits thelegality of eachcombinationof assignmentto
thevariablesof anorderedsubsefX; of thevariablesn X, X; X . An assignmenis
apairhx;; vii meaninghatthevariablex; is assignedhevaluev;,.

A tupleis anorderedset. The projectionof atuple of assignmentsver atuple of
variablesX; is denotedjxi . A solutionof aCSP(X ,D,C) is atupleof assignments, ,
with oneassignmentor eachvariablein X suchthateach ;2C is satis ed by
Thesearchspaceof a CSPis the Cartesiarproductof the domainsof its variables.

We considerthat a set of participantsare the sourceof suchCSPsand one has
to nd agreementdor a solution, from the setof possiblealternatves, that satis es
a setof (secret)requirementf the participants.This view suggestsa conceptof a
distributed CSP Several framewnorks were proposedso far for Distributed Constraint
Satisaiction [ZM91,CDK91,YSH02aMJ0(. Someversionsconsiderthat eachagent
ownsa constraintof the CSP[ZM91,SGM96]. This constraintcould modelthe private
informationof the agenf{SSHF00a] Otherversionsconsiderthateachagentownsthe
domainof a variablewhile the constraintsare sharedYDIK98]. The secretdomains
canalsomodelsomeprivateconstraintof theagent.

Noneof thetwo approachesiamelyprivatevariablesor privatedomainscanmodel
efciently thestablematchingproblemsThisis because¢he privatedataof theseprob-
lems doesnot directly constrainthe allocation of the natural sharedresourceqthe
matching) An indirectrelationexist with sucha constraintRedundanvariablesvould
needto beintroducedin the systemmodelingthe secretpreferenceshut reducingef-

ix, -



ciency. A new framewvork will be introducedin this article to avoid theseredundant
variables.

2 The Desk-matesMatcher Application

In someof our classesstudentsare groupedin teamsof two, for solving laboratory
excercisesaswell asfor working on projects.lt is desirablefor theseteamso bestable
for the durationof the project. Otherwisediscontinuitiesand changesnay reducethe
ef ciency of thelearningprocessSomestudentsnsistto work alone,andit is typically
dif cult for studentgo refuseothers offers of partnershipln factstudentsometimes
preferto keepprivatetheir preferencebetweercolleaguesto avoid hurtingothers We
decidedhatit is neededo provide studentsith asupportin solvingthis situationsWe
thereforebuilt a web-applicatiorthatinsurestheir privacy usingcryptographicsolvers
of distributedconstraintsatishictionproblemsasproposedn this paper

Ourweb-applicatiorworksasfollows. An organizerof thecomputationg.g.anin-
structoror a studentusesthe web form at [SilO4a] to generatefor theincludedJAVA
applets)parametershat are customizedor the computatiorat hand.This procesge-
quiresthe organizerto input the size of the class,the namesof the studentsanda
cryptographigublic Paillier key providedby eachstudent Studentsangeneratdrail-
lier key pairsusingthe correspondin@ppletlinked from the form, andkeepthe secret
keys while handingthe privateonesto the organizer

Whenthe customizedproblemdescriptionis generateda websiteis automatically
built and provided for this probleminstance.The organizeris offeredan opportunity
to emailits URL to the studentsThe organizercanalsospecifywhich algorithmto be
usedfor the computation.

Eachstudenbrowsesthereceved URL, anddownloadsthe appletwith customized
parametersThe browsercanverify the integrity of the applet.Eachstudentprovides
the appletwith his secretkey, andinputshis secretpreferencesThenhe launchesis
appletinto the computationThe appletsretrieve each-othes network IP humberand
port by usinga directorysener installedon the samehostasthe web-applicationThe
appletssolvetheproblemsecurelyanddisplayfor eachstudenbnly thenameof her/his
partner

The Distributed Con gurator Application Our approachcan also be appliedto the
problemof distributed con guration of productsbasedon componentdrom several
providers,with secretcon gurationrequirements.

3 Background

Ourtechniquesereapplyonly to problemswhoseconstraintandoutputscanberep-
resentedhs rst orderlogic expressionspr asarithmeticcircuits on inputs. Actually,
we proposea procedureo translaterst orderlogic de nitions of constraints/outputs
into arithmeticcircuits. In the following we introducearithmeticcircuits anda short
overview of theliteratureandtechniqueshatmadethemrelevant.
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Fig. 1. An arithmeticcircuit,g = yz+ (x z) andf =(xz + yz)g. Eachinputcanbethesecret
of someparticipant.The outputmay not be revealedto all participantsAll intermediaryalues
remainsecreto everybody

3.1 Secure Arithmetic Circuit Evaluation

Securemulti-party computationscan simulateary arithmetic circuit [BOGW88] or
boolearcircuit [Kil88 ,Gol04 evaluation.An arithmeticcircuit canbeintuitively imag-
inedasa directedgraphwithout cycleswhereeachnodeis describeckitherby anaddi-
tion/subtractioror by a multiplication operator(seeFigurel). Eachleafis a constant.
In a securearithmeticcircuit evaluation,a setof participantsperformthe operations
of an arithmeticcircuit over someinputs, eachinput being either public or an (en-
crypted/sharedecref oneof them.Theresultof thearithmeticcircuit arethevalues
of someprede nednodes.The protocol can be designedo reveal the resultto only
a subsebf the agentswhile noneof themlearnsarything aboutintermediaryvalues.
One saysthat the multi-party computationsimulatesthe evaluationof the arithmetic
circuit. A booleancircuit is similar, just that the leafsare booleantruth values,false
or true, oftenrepresenteds0 and 1. Therestof the nodesarebooleanoperatordike
AND or XOR. A functiondoesnot have to be representeéh this form to be solvable
usinggeneralkecurearithmeticcircuit evaluatiorHt only needgo have suchanequi-
alentrepresentatior-or example,the operation iE: g f (i) is anarithmeticcircuit if
B andE arepublic constantandf (i) is anarithmeticcircuit. The sameis true about
iE: g f (i). Suchconstructsaareusefulwhendesigningarithmeticcircuits.

Theremustbe somemachineryto computetheresultof the circuit from theinputs.
However, existing techniquesllow for the secretinputsnot to be revealedto this ma-
chinery Namelythemachineryworksonly with encryptedsecretghatit cannotdecrypt
(i.e.usingShamirs secretsharing[Sha79, detailedlater).
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Fig.2. A constraintbetweenx; andx; for the desk-mategproblems.An elementis feasible,
value'l', if the correpondingpairs(Ai,Ax; ) and(A;j ,A; ) areallowedin a solutiongiventhe
preferencesf Ai; Aj; Ax, Ay, .

4 Distrib uted CSPswith constraints secret to everybody

In this article we rede ne the distributed CSPframework, aiming to modelef ciently
(i.e. with a reducedsearchspace)the distribution of somefamousCSP problems,
namelythe stablemachingproblemg(e.g.thedesk-mateproblem).

Desk-mates The desk-matesproblem consistsin placing a set of personsA =
fA1;::; Amgin teamsof two (or two-seatglesks) suchthatif any personA; prefersa
personA; to the desk-mateselectedor her, thenA; prefershercurrentdesk-mateo
Ai.

A way of modelingthe desk-mategroblemasa CSPis to have onevariablex; for
eachpersomA; specifyingtheindex of the desk-mateassignedo herby thesolution,or
specifyingi, theindex of A; itself, if sheremainsalone.Theconstraintsreobtainedoy
preprocessintheinputfrom participantabouttheir preferencesThefactthata person
A; prefersA, to A, is speci ed by the rst orderlogic predicatePa, (u; v). Thereis
aconstraint | betweenevery pair of distinctvariablesx; andx;. In rst orderlogic
notation,the constraintbetweereachtwo variablesx; andx; is:

Bxiix; T (%) B (PA (x5%1)) Pay, (50) A (Pay (xii%;)) Pay, (i) "
((xi =), (x=0) )

Read: For eadh pair of participantsA;, Aj, (andcorresponding
variablesx; andx;) thereis a constaint ! thatallowsa pair
of assignmentto thesevariablesonly if:

— thefactthatA; prefeistheparticipantassignedo A; (Ay; )
to herownmatd Ay, impliesthat:
the agent assignedby theseassignmentso A; (A, ),
prefeistheagentA; to theagentA;.
— thefactthatA; prefeistheparticipantassignedo A; (Ay;)
to herownmatd Ay, impliesthat
the agent assignedby theseassignmentso A; (A, ),
prefeistheagentA; to theagentA,; .
— A; isthematd of A; onlyif A; isthematdof A; .



Notethatthis modelsubsumesheconstraints8i; j : x; & x;. Themaincomplica-
tion with thiskind of CSPds thatthe constraintarefunctionsof secretghatcannotbe
easilyelicited from the participantsDistributed CSPframevorks aremeantto address
suchproblems.

Modelingthe desk-mateproblemwith DisCSPawith secet constaintsthat are known
to someagents. Onecanmodelthe desk-mateproblemwith secretconstraintknown
to someagents[ZM91,SSHF00b]by choosingas variables,x; :::; Xm, the index of
the partnerassociatedo eachagent(that hasto be computed)and using one addi-
tional booleanvariable for eachsecretpreferenceP,, (u;v). The total numberof
booleanvariablesis m3, m? of thembeingactually x ed by public constraints(e.g.
Pa, (u;u) = 0). However, alsotaking into accountthe variablesxi; :::; xm , the total
searchspacebecomegO(m™ 2”‘3). This is O(2m3) timesworsethanthe centralized
CSPformalizationwhosesearchspacds only O(m™).

We proposenow adistributedconstrainsatisfictionframevork thatallowsto model
theseproblemswith the samesearchspacesizeasthe CSPframevork, O(m™).

4.1 Rede ning the Distrib uted Constraint Satisfaction Framework

In the previous part of this sectionwe have exempli ed CSP modelsfor the stable
matchinggproblem.We have seenthatit is dif cult to modelef ciently theseproblems
using existing private variable-,or private constraint-orienteddistributed constraint
satishctionframeworks.

Letusproposeaframavork for modelingdistributedCSPswhereaconstrainis not
(necessarilya secrekknown to anagent,or public, but canalsobeasecretunknavn to
all agents.

Any distributedproblemis essentiallyin our view) describedy a setof inputsand
expectedoutputsfrom/to eachparticipant.A distributed CSPis a specializatiorin the
sensdhattheinputsareusedto specifyconstraints/domainsf a CSR andthe outputs
arederivedfrom the solutionof thatCSP As shawvn elsavhere,sometimeheinputsare
alsoneededin combinatiorwith the solution)to provide meaningfuloutputs[Sil04b].

De nition 1. ADistributedCSP(DisCSP)is de nedbysixsets(A; X;D;C,1,0)and
analgebraic structue F. A=f A1; ::;; Apgisasetof agents.X , D, andthesolutionare
de nedlike for CSPs.

I=flq;::51hgis asetof secetinputs.|; is atupleof | secetinputs(de nedon
F) fromtheagentA;. Eachinputl; belongsto F .

Likefor CSPsC is a setof constaints. Thele mayexista publicconstaintin C, o,
de nedbya predicate o( ) ontuplesof assignments, knownto everybodyHowever,
ead constaint ;i> 0, in C is de ned asa setof knownpredicates ( ; |) overthe
secetinputsl , andthetuples of assignment# all thevariablesin a setof variables
Xi, Xi  X.

O=foy;:::; 0,0 is the setof outputsto the differentagents.Let m be the numberof
variables.o; : D; i Dy ! F'iisafunctionreceivingas parametera solution
andreturning! ; secetoutputs(fromF) thatwill berevealedonly to theagentA;.



Theorem 1. Theframeavork in the De nition 1 can modelany distributed constaint
satisfactionproblemswith private constaints[SSHFOO0B.

Proof. Thenew DisCSPframeavork canbeusedto modelary of the DisCSPproblems
with constraintgrivateto agentspy de ning |; astheextensionakepresentationf the
private constraintof A; (assuminghe simplebut sufcient caseof oneconstraintper
agent). i(; 1) is thengivenby the correspondingaluefor inI; (true/lor false/0).
Theoutputsaregoingtobeo;( ) = foralli.g.e.d.

Theorem 2. Theframavorkin the De nition 1 canmodeldistributedconstaint satis-
factionproblemswith private domaingYDIK98].

Proof. A privatedomainof anagentcanalsobe modeledasa privateunaryconstraint,
in a DisCSPwhereeachdomainis the maximumpossibledomainfor the variable.
Then,the Theoreml applies.g.e.d.

We do not claim thatthe new frameawvork is more generalthanthe existing frame-
works.It enablesisto modelnaturallyandef ciently the desk-matdstablematchings)
problems Onecanalsomodeltheseproblemswith the old frameworks, but they seem
to yield muchlarger searchspacesandthereforelessef cient solutions.Let us now
exemplify how this framenvork canmodelthe new problems.

Modeling the desk-mateproblemas a DisSCSP A way of modelingthe desk-mates
problemasa DisCSPis to have oneagent A;, andonevariable x;, for eachparticipant
in the problemdescriptionx; speci estheindex of the desk-mateassignedo A; by
the solution,or speci esi if sheremainsalone.Theinputsl; of eachagentaregiven
by the setof preference®,, (u; v), specifyingwhetherA; prefersA, to Ay, for each
u andv. ThesetF, to which belongtheinputsandtheoutputs,is f tr ue;f alseg.
Thereis a constraint ! betweenevery pair of variablesx; andx;, de ned asin

Equationl. The outputfunctionsarede ned as:o; ( ) %t it x;g- Namely eachagent
learnsonly the nameof herdesk-mateThereis a public constraint:

o €8x =0), (X =N (x 6 X)) )

4.2 Distrib uted Weighted Constraint SatisfactionProblems

De nition 2. A distributed constaint satisfactionproblem (DisWCSP)is de ned by
sixsets(A; X;D; C;I;0), andalgebraic structue F, anda setof acceptablesolution
gualitiesB, thatcanbeoftenrepresentedisaninterval[B 1; B»].

— A=fAq;::; Aqgis asetof agents.

— X = fXxy;:;Xmg is a setof variablesandD = fDj;::;;Dngis a setof nite
domainssud thatx; cantake valuesonlyfromD; = fv‘l;:::;vgl g. Anassignment
is a pair hx;; vii meaningthatthevariablex; is assignedhevaluevy,. A tupleis
anorderedset.

— I=fly;:; 1hgis asetof secetinputs.l; isatupleof ; secetinputs(de nedon
a setF) fromtheagentA;. Eadhinputl; belongso F .



— C = f ;1 cgis asetof constaints. A constaint | weightsthe legality of
ead combinationof assignments$o the variablesof an ordered subsetX; of the
variablesin X, X; X. o is a public constaint de ned by a function ¢( )
on tuplesof assignments, knownto everybody Each constaint ;,i> 0, in C is
de ned as a knownfunction ;(; |) overthesecetinputsl, andthetuples of
assignmentto all the variablesin a setof variablesX;, X;  X. i(;1) maps
secetinputsandtuplesinto weights.

— The projection of a tuple of as&gnmentpver a tuple of vglablesx. is de-

noted ;, . Asolutionis = argmin izo iCix, 1if oo i( )2
2D, i Dy
B Bz]
— O=foy;:::; 0hgisthesetof outputsto thedifferentagents.o; : 1 D; i Dp !

F'i is a functionreceivingas parameterthe inputsand a solution,andreturning
I'; secetoutputs(fromF ) thatwill berevealedonlyto theagentA;.

Solversdevelopedin our previous work requirethatthe functionsin setsO andC
areinputeitherin rst orderlogic form, or in theform of arithmeticcircuits.

The inputs are not revealedto the solving machinery asit manipulatesonly en-
crypteddata(in differencefrom a classicmonolithicsystemwith atrustedsener).

The public constraint ¢ canbe input into the systemusing a setof constraints
f 3, 2;::g,andthetuplesof assignmentaccepteddy o canbeobtainedseparatelpy
eachagentwhenneededusingary systematisearchtechniquethat nds all solutions
of aCSR e.g.backtrackingor lookaheadilgorithms(BT, BM, CBJ,FC,MAC, EMAC,

etc.).

5 Adapting existing secuie solversto the new DisCSPframework

Thereexist a large setof algorithmsaddressinglistributed CSPswith privacy of con-
straints[Sil02,HCN*" 01,FMWO01,WS04Y SH02hSil034. Note thatnoneof the exist-
ing techniquesnvolvespropagtion, exceptfor a very old variantin [Sil02]. The ones
thatwe succeedo extendto the new framework are:

— Findingthe setof all solutionsof a distributedconstraintproblemwith secretcon-
straintsfHCN™ 01].

— Findingthe rst solutionin alexicographicorderfor a distributedconstraintsatis-
factionproblemwith secretconstraintghatareknown to someagentqSil034.

— Findingarandomsolutionfor a DisCSPwith secretconstraintdhatareknown to
someagentdSil03h)].

Whenasolutionis returnedo thedesk-mateproblem,eachagentA; caninfer that:
anyagentA preferredby A; to her currentdesk-maté\; , prefers her currentpartner
to A;. If only onesolutionis returned(picked randomlyamongthe existing solutions),
thenno othersecretpreferenceanbeinferredwith certainty

Theorem 3. Thedesk-mateproblemcanhaveseveral solutions.



Proof. Considera casewith threeagents,A1, Ay, Az wherePa, (2; 3), Pa,(3;1),

Pa,(1; 2). Thisis aloop of preferencesandhasthreestablesolutions the setsof teams
f(A1;A2); (A3)g, F(A2;Az); (A1)g, F(As;A1); (A2)g. Suchanexamplecanbe con-
structedout of ary similarloop of preferencesf ary size.

If thereexist severalsolutions theagentswill prefernotto revealmorethenoneof
them.Theremainingsolutionswould only revealmoresecretpreferences:

— Typically thereis no otherfair way, exceptrandomnesgpo breakthe tie between
severalsolutions.

— If thesinglesolutionthatis returnedis selectedasthe rst onein somegiven lex-
icographicorderon the variablesanddomainsof the problem,thenadditionalin-
formationis leaked concerninghe factthattuplesplacedlexicographicallybefore
the suggestedolutiondo not satisfythe constraintgSil03h].

As it follows, if it is known thata certainproblemhasonly onesolution,thenary
techniquds acceptableamongeither:

— Findingandreturningall solutionsusingthetechniquen [HCN* 01], or
— Returningonly the rst solution(e.g.by sequentiallycheckingeachtuplein lexi-
cographicabrderuntil a solutionis found).

Otherwise,strong privacy requirementamake techniquesreturning a random solu-
tion [SilO3b] desirabledespitetheir potentialof having alower ef ciency.

5.1 General Scheme

Wewill notethatthe maindifferencebetweerthenew DisCSPframewvork, andthe one
with secretconstraintghatareknown to someagentsjs thatnow the constrainteed
to be computeddynamicallyfrom secretsnputs.All the techniquesve extendto the
newv framework containa componenbasedon Shamirs secretsharing[Sha79].1t is
theachievementof this sharingwhichis mostaffectedby the changen framework. We
will startby describingShamirssecresharingjts importancen distributedmulti-party
computationsandthemwe will introduceour changes.

The secure multi-party simulation of arithmetic circuit evaluation proposed
in [BOGW8§ exploits Shamirs secretsharing[Sha79. This sharingis basedon the
factthat a polynomial f (x) of degreet 1 with unknavn parametergsan be recon-
structedgiven the evaluationof f in at leastt distinct valuesof x, using Lagrange
interpolation.Absolutelyno informationis givenaboutthe valueof f (0) by revealing
thevaluationof f in any atmostt 1 non-zerovaluesof x. Thereforejn orderto share
a secretnumbers to n participantsAy; ::;; An, one rst gelectst 1 randomnumbers
ai; & 1 thatwill de ne the polynomialf (x) = s+ it:ll(aixi). A distinct non-
zeronumber ; is assignedo eachparticipantA;. The valueof the pair ( i;f ( ;)) is
sentoverasecurechannele.g.encrypted}o eachparticipantA; . Thisis calleda(t; n)-
thresholdschemeOncesecrenumbersaresharedwith a (t; n)-thresholdschemegval-
uation of an arbitrary arithmeticcircuit can be performedover the sharedsecretsjn
suchaway thatall resultsremainsharedsecretswith the samesecuritypropertieqthe



numberof supportectolluderst 1) [BOGW88Yao83. For [Sha79]stechniquepne
knows to performadditionsandmultiplicationswhent  (n  1)=2. Sinceary bn=2c
participantscannot nd arything secretby colluding,suchatechniques calledbn=2c-
private[BOGW88].

We donottry to encoddunctions but only theirinputs.All functions(moreexactly,
arithmeticcircuits)thatwill becomputedarepublicandknown by all participantsTheir
inputs,intermediaryvalues,and outputsare sharedsecrets The functionsthat we are
ableto computebelongto the classof arithmeticcircuits. The techniquesomputing
thesefunction do not reveal ary informationto anybody, andwork by letting agents
processinghe Shamirshareghatthey know, andby sharingadditionalsecretvalues.

ThetechniquesolvingDisCSPswith privateconstraint€anbeusedasablackbox,
exceptfor the secretconstraintsharing.Namely insteadof simply sendingencrypted
ShamirsharedSha79]of one's constraintthosesharesof the constraintshave to be
computedrom thesecreinputsof theagentsWethereforgoroposeo replacehesecret
sharing/reconstructiostepswith simulationsof arithmeticcircuit evaluationwhich will
computeeach (; |) for eachtuple andfor the actualinputsl . This stepis called
preprocessinglintuitively, preprocessings the stepof computingthe encryptednitial
parametersf the CSP(i.e. acceptance/feasibiliyalueof atuplefrom thepointof view
of eachconstraint) putof the providedsecreinputs.Preprocessingreparesthe pairs”
(y,f(y)) thatencodethe 0/1 valuesof the constraintslt is doneby evaluatingarithmetic
circuits.

Similarly, insteadof justreconstructinghe assignmentto variablesn asolution ,
onewill have to designand executesecurecomputationf the functionsog ( ). This
stepis calledpost-pocessinglntuitively, post-processing the stepof computingthe
outputsto be revealedto agentsfrom the obtainedencryptedsolution of the DisCSP
andsecretinputs.We shav thatin our caseghis canalsobe doneusingsimulationsof
arithmeticcircuit evaluations.

AssumeA is somealgorithm using Shamirs secretsharingfor securely nding
a solution of a distributed CSP (with secretconstraintsknown to someagents).The
genericextensionof thealgorithmA to solve the DisCSPin the new framework is:

— Preprocessing:Sharethe secretsn | with Shamirs secretsharingschemeCom-
puteeach i ( jx,;!) for eachtuple jx, andfor theactualinputsl by designingt
asanarithmeticcircuitandsimulatingsecurelyits evaluation.The public constraint

o canbeshareddy ary agent.

— RunthealgorithmA asablack-box,for nding asolution sharedwith Shamirs
secretsharingschemefor a DisCSPwith parametersgi.e. constraintssharedwith
Shamirs secretsharingscheme.

— Post-processing:Computeeacho; () by designingt asanarithmeticcircuit and
simulatingsecurelyits evaluation.Revealtheresultof o;( ) onlyto A;.

5.2 Pre-and post-processingor desk-mateproblems

In theremainingpartof thearticlewe will prove thatit is possibleto designtheneeded
preprocessingnd post-processingp solve our example of DisCSPsthe desk-mates
problem,usingthegenerakchemede ned abore.
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Preprocessindor thedesk-mateproblem. We assumehe samechoiceof variablesas
for the CSPformalizationof this problemin Section4. Let us now shav how simple
arithmeticcircuits canimplementtherequiredpreprocessing.

Eachvariablex; speci estheindex of thedesk-matassociatetb A;. Theinput of
eachagentA; is apreferencevaluePa, (j ; k) for eachorderedpair of agentgA;, Ay),
andspecifyingwhetherA; prefersA; to Ax. Pa, (j; k)= 1if andonlyif A; prefersA; to
Ak . OtherwiseP,, (j; k)=0. A constraint ! is de ned betweereachtwo variablesx;
andx; . l.e. U [u;v] istheacceptancealueof the pairof matches(Ai; Ay); (Aj; Ay).
Onesynthesizesn(m  1)=2 suchconstraints:

8 —
30 whenu = v
TUVIE S0 Py i) @ Pa G
' (1 Pa (V) (1 Pa,(ij)) whenué v

Thepublic constraint ¢ (sameasin Equation2) restrictseachpair of assignments:

8; =(h;uish Vi o) % ((U=)), (v=i) " (U6 V)

o is known by everybody andthereforethereis no needto computeit with arithmetic
circuits. The compleity of this preprocessings O(m#) multiplicationsof secretgfor
m? binaryconstraintsvith m? tupleseach).

The desk-mateproblemdoesnot requireary arithmeticcircuit evaluationfor the
post-processin@seachagentA; learnsavalueexistingin thesolution,oi( ) = i x;g-
Theparticipantgustrevealto A; their sharesf x; in thesolution.

6 Transforming rst order logicin arithmetic circuits

Basedon the experiencewith the examplesanalyzedsofar, we concludethatwith the
new DisCSPframework it is usefulto have a mechanisnfor automatictranslationof
rst orderlogic sentenceaboutsecretsinto arithmeticcircuits.

Themainconstructsn rst orderlogic whosetranslationto arithmeticcircuitswill
begivenhereare:8i 2 [1:n]P (i), 9 2 [L:n]P(i),P ~ Q,P _ Q,: P, minp (i),
andf = k, whereP andQ arepredicatesvith atrue (1) or false(0) value,f is asecret
integerin agiveninterval, [1..n], i is aquanti ed variablethatcantake integervaluesin
agivenintenal, [1..n], andk is aconstantThey canalsoapplyto variablesandsecrets
from ary nite setof numbers,S = fay;:;;a,g. minp ) i is the function returning
the minimumi suchthatP (i) holds. The equivalentarithmeticcircuits are shovn in
Tablel.

6.1 Complexity

For aproblemwith sizeof thesearctspace andc constraintsthenumberof messages
for nding all solutionswith securgechniquesimilarto theonein [HCN* 01] is given
by (¢ 1) multiplicationsof sharedsecretqn(n 1) messagefor eachsuchmul-
tiplication). For the desk-mategproblemmodeledwith the newv framevork, =m™
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FirstOrderLogic Sentence

EquivalentArithmetic Circuit

P A P
8i 2 [L:n]; P (i) ~ PO
8a2 S:P(a) b iaP(@)
9i 2 [L:n]; P (i) o 1=[PM) S @ PO
9a2 S;P(a) L P(@) T, @ P@&))
PAQ P Q
P_Q P+l P)Q
P) Q 1 PA_Q)
P 1 P
f =k;(f;k 2 [L:n]) 1 Q_k " i)Q.” Qi f
(i.e.testif f equalsk, wherethey arein [1..n]) (k- DiCn kb 1=t =it
f =ak(f 2Sk2[1:n]) ajzsisk(f an)
(i.e.testif f equalsthek™ elementof S) aizsiek(k ai)
min i p __ 0 —
P(i)i2[l:n] in=1 [iP(i)QJ!:ll(l P(i)I
(i.e.,smallest s.t.P (i) holds)

Table 1. Equivalencesetweenrst orderlogic constructsandarithmeticcircuits.P andQ are
predicateandP andQ aretheir equivalentarithmeticcircuits.S = fas;:::;;ang0.

andc=1 for the versionwith a single global constraint,or c= m2=2 for the version
with binary constraintsFor the casewith binary constraintsijt yields a compleity of
O(m™*2). As mentionedbefore the preprocessingascompleity O(m#) multiplica-
tionsbetweersharedsecretsresultingin atotal compleity O(m?(m™ + m?)).

Solving the sameproblem with the samealgorithm but modeledwith the old
DisCSPframawork with privateconstraints, = m™2™° andc = m, for oneglobal
constraintfrom eachagent. Thereis no preprocessingbut the total compleity is
O(mm+t 2'“3). The new framewvork behaes bettersincem << 2™°. The compa¥
isonis similar for other securealgorithms,like MPC-DisCSP1(see[Sil03b]) whose
complity is givenby O(dm(c+ m) ) multiplicationsbetweersharedsecrets.

Similar improvementscan be achieved by applyingthis newv framework to other
known problemdik eincentive auctionsandstablemarriagegproblemqSil04h.

7 Conclusions

DisCSPs [BMM01,SGM96,lV97,Ham99,MR99,ZWW0BD97,FBKGO2MTSY04]
are a very actve research area. Privacy has been recently stressed
in [MJOO,FMWO01,WF02,FMG02,YSHO0Zb as an important goal in designing
algorithmsfor solving DisCSPs.

In thisarticlewe have investigatedhow versionof old andfamousproblemsstable
matchingsproblems canbe solved suchthatthe privacy of the participantss guaran-
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teedexceptfor whatis leaked by the selectedsolution.Our approactusessecuresimu-
lationsof arithmeticcircuit evaluationsandis thereforerobustwhene&er no majority of
the participantscolludesto nd thesecretof the others,andwhenall agentdollow the
protocol.

We notethatthe desk-mateproblemscannotbe ef ciently modeledatleastnotin
anobhviousway) with existing distributed constraintsatisactionframevorks. We have
thereforentroduceda new distributedconstrainsatishctionframevork thatcanmodel
suchproblemswith the samesearchspacesizeasthe classiccentralizedCSPmodels.
We have shavn how sometechniquedor the existing framevorks can be adaptedo
problemsmodeledwith the new DisCSPsandwe exemplify the modelwith the desk-
matesproblems.For m participantsn the desk-mateproblem,the size of the search
spacein the DisCSPmodel achieved with the new framework is O(m™) while the
previousframework with privateconstraintgields DisCSPinstancesvith a sizeof the
searchspaceof O(m™ 2”‘3). In existing securealgorithmsfor solving DisCSPs the
numberof exchangednessages x anddirectly proportionalto thesearchspacesize,
makingthis propertyof a probleminstanceparticularlyrelevant.
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