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Abstract. The desk-matesmatcherapplicationsolves the needof placingstu-
dentsin pairs of two for working in projects(needthat is similar to the well
known problemsof stablematchingsor stableroommates).Eachof thepersons
in thepreviousapplicationhasa(hopefullystable)secretpreferencebetweenev-
ery two possiblepartners.The participantswant to �nd an allocationsatisfying
their secretpreferencesandwithout leakingany of thesesecretpreferences,ex-
cept for what a participantcan infer from the identity of the partnerthat was
recommendedto her.
The peculiaritiesof this problemrequiressolversbasedon old distributedCSP
frameworks to usemodelswhosesearchspacesarehigherthanthosein central-
izedsolvers,with badeffectsonef�ciency.
We introducea distributedweightedconstraintsatisfaction (DisWCSP)frame-
work wherethe actualconstraintsaresecretsthat arenot known by any agent.
They arede�ned by asetof functionsonsomesecretinputsfrom all agents.The
solution is alsokept secretandeachagentlearnsjust the resultof applyingan
agreedfunction on the solution.The new framework is shown to improve the
ef�ciency (O(2m 3 � log ( m ) ) times) in modelingandsolving the aforementioned
problemwith m participants.Weshow how to extendourprevioustechniquesto
solve securelyproblemsmodeledwith the new formalism,andexemplify with
theproblemin thetitle. An applet-basedsolver is available[Sil04a].

1 Intr oduction

The desk-matesmatcherapplicationgroupsa setof studentsin stableworking teams
of two, suchthatwhenever onepersonwantsto changeherpartnerfor a third one,the
third oneprefershercurrentpartnerto thechange(similar to stablematchingsor stable
roommates[IM02]). Thestudentshaveasecretpreferencebetweenany pairof potential
partners,andbetweenworkingwith any givenpartneror workingalone.

Versionsof theseproblems,without privacy requirements,have beenlong known
andstudied.It is anexampleof constraintsatisfactionproblem(CSP)[GP02].1 A CSP
is describedby asetof variablesandasetof constraintson thepossiblevaluesof those
variables.The CSPproblemconsistsin �nding assignmentsfor thosevariableswith
valuesfrom their domainssuchthat all constraintsaresatis�ed. The centralizedCSP

1 Operationsresearchhasprovidedveryef�cient solutionsto someinstanceswithoutprivacy.



techniquesrequireevery eventualparticipantto reveal its preferences(e.g.to a trusted
server), to computethesolution.Therefore,they applyonly whentheparticipantsac-
ceptto revealtheirpreferencesto thetrustedparty.

There exist frameworks and techniquesto model and solve distributed CSPs
(DisCSPs)with privacy requirements,namely when the domainsof the variables
are private to agents [YDIK98,MJ00], or when the constraints are private to
agents[SSHF00a,Sil03b,SR04].

However, the desk-matesproblemseemnot to be modeledef�ciently (i.e. with a
reducedsearchspace)with any of thetwo known typesof distributedCSPframeworks.
In this article we proposea new framework for the distributedconstraintsatisfaction
problems.It canmodelnaturallyexisting distributedconstraintsatisfactionproblems,
and also the desk-mates(stablematchingsproblems).The new framework assumes
that the constraintsare not known to absolutelyany agentbut they are computable
from secretinputs,by applyingpublic functionson them.Thesefunctionsusesecret
inputsprovidedsecurelyby thedifferentparticipants.Similarly, the �nal assignments
aresecretandeachagentcanretrieve just theresultof applyingsomeagreedfunction
on thesecretsolution.

Wealsoshow how securemulti-partycomputationtechniquesthatwehaverecently
developedfor solvingDisCSPswith privateconstraintscanbeextendedto solve prob-
lemsdescribedin thenew framework. Westartintroducingformally theCSPproblem.

CSP. A constraint satisfactionproblem(CSP) is de�ned by threesets:(X , D , C).
X = f x1; :::; xm g is asetof variablesandD = f D 1; :::; Dm g is asetof �nite domains
suchthat x i cantake valuesonly from D i = f vi

1; :::; vi
di

g. C = f � 1; :::; � cg is a set
of constraints.A constraint� i limits thelegality of eachcombinationof assignmentsto
thevariablesof anorderedsubsetX i of thevariablesin X , X i � X . An assignmentis
apairhx i ; vi

k i meaningthatthevariablex i is assignedthevaluevi
k .

A tupleis anorderedset.Theprojectionof a tuple� of assignmentsover a tupleof
variablesX i is denoted� jX i

. A solutionof aCSP(X ,D ,C) is atupleof assignments,� � ,
with oneassignmentfor eachvariablein X suchthateach� i 2C is satis�edby � � jX i

.
Thesearchspaceof aCSPis theCartesianproductof thedomainsof its variables.

We considerthat a set of participantsare the sourceof suchCSPsand one has
to �nd agreementsfor a solution, from the set of possiblealternatives, that satis�es
a set of (secret)requirementsof the participants.This view suggestsa conceptof a
distributedCSP. Several frameworks wereproposedso far for DistributedConstraint
Satisfaction [ZM91,CDK91,YSH02a,MJ00]. Someversionsconsiderthat eachagent
ownsa constraintof theCSP[ZM91,SGM96].This constraintcouldmodeltheprivate
informationof theagent[SSHF00a].Otherversionsconsiderthateachagentownsthe
domainof a variablewhile the constraintsareshared[YDIK98]. The secretdomains
canalsomodelsomeprivateconstraintsof theagent.

Noneof thetwo approaches,namelyprivatevariablesor privatedomains,canmodel
ef�ciently thestablematchingproblems.This is becausetheprivatedataof theseprob-
lems doesnot directly constrainthe allocationof the natural sharedresources(the
matching).An indirectrelationexist with suchaconstraint.Redundantvariableswould
needto be introducedin thesystem,modelingthesecretpreferences,but reducingef-
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�ciency. A new framework will be introducedin this article to avoid theseredundant
variables.

2 The Desk-matesMatcher Application

In someof our classesstudentsare groupedin teamsof two, for solving laboratory
excercisesaswell asfor workingonprojects.It is desirablefor theseteamsto bestable
for thedurationof theproject.Otherwisediscontinuitiesandchangesmay reducethe
ef�ciency of thelearningprocess.Somestudentsinsistto work alone,andit is typically
dif�cult for studentsto refuseother's offersof partnership.In factstudentssometimes
preferto keepprivatetheirpreferencesbetweencolleagues,to avoid hurtingothers.We
decidedthatit is neededto providestudentswith asupportin solvingthissituations.We
thereforebuilt a web-applicationthat insurestheir privacy usingcryptographicsolvers
of distributedconstraintsatisfactionproblems,asproposedin thispaper.

Ourweb-applicationworksasfollows.An organizerof thecomputation,e.g.anin-
structoror a student,usesthewebform at [Sil04a] to generate(for the includedJAVA
applets)parametersthatarecustomizedfor thecomputationat hand.This processre-
quiresthe organizerto input the size of the class,the namesof the students,and a
cryptographicpublicPaillier key providedby eachstudent.StudentscangeneratePail-
lier key pairsusingthecorrespondingappletlinkedfrom theform, andkeepthesecret
keyswhile handingtheprivateonesto theorganizer.

Whenthecustomizedproblemdescriptionis generated,a websiteis automatically
built andprovided for this probleminstance.The organizeris offeredan opportunity
to email its URL to thestudents.Theorganizercanalsospecifywhich algorithmto be
usedfor thecomputation.

EachstudentbrowsesthereceivedURL, anddownloadstheappletwith customized
parameters.The browsercanverify the integrity of the applet.Eachstudentprovides
theappletwith his secretkey, andinputshis secretpreferences.Thenhe launcheshis
appletinto thecomputation.Theappletsretrieve each-other's network IP numberand
port by usinga directoryserver installedon thesamehostastheweb-application.The
appletssolvetheproblemsecurely, anddisplayfor eachstudentonly thenameof her/his
partner.

The Distributed Con�gurator Application Our approachcan also be appliedto the
problemof distributed con�guration of productsbasedon componentsfrom several
providers,with secretcon�gurationrequirements.

3 Background

Our techniqueshereapplyonly to problemswhoseconstraintsandoutputscanberep-
resentedas�rst order logic expressions,or asarithmeticcircuits on inputs.Actually,
we proposea procedureto translate�rst orderlogic de�nitions of constraints/outputs
into arithmeticcircuits. In the following we introducearithmeticcircuits anda short
overview of theliteratureandtechniquesthatmadethemrelevant.
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Fig. 1. An arithmeticcircuit, g = yz + (x � z) andf =( xz + yz)g. Eachinputcanbethesecret
of someparticipant.Theoutputmaynot berevealedto all participants.All intermediaryvalues
remainsecretto everybody.

3.1 Secure Arithmetic Cir cuit Evaluation

Securemulti-party computationscan simulateany arithmeticcircuit [BOGW88] or
booleancircuit [Kil88,Gol04] evaluation.An arithmeticcircuit canbeintuitively imag-
inedasadirectedgraphwithoutcycleswhereeachnodeis describedeitherby anaddi-
tion/subtractionor by a multiplicationoperator(seeFigure1). Eachleaf is a constant.
In a securearithmeticcircuit evaluation,a setof participantsperformthe operations
of an arithmeticcircuit over someinputs,eachinput being either public or an (en-
crypted/shared)secretof oneof them.Theresultof thearithmeticcircuit arethevalues
of someprede�nednodes.The protocolcanbe designedto reveal the result to only
a subsetof theagents,while noneof themlearnsanything aboutintermediaryvalues.
Onesaysthat the multi-party computationsimulatesthe evaluationof the arithmetic
circuit. A booleancircuit is similar, just that the leafsarebooleantruth values,false
or true,often representedas0 and1. The restof thenodesarebooleanoperatorslike
AND or XOR. A functiondoesnot have to be representedin this form to besolvable
usinggeneralsecurearithmeticcircuit evaluation.It only needsto have suchanequiv-
alentrepresentation.For example,the operation

P E
i = B f (i ) is an arithmeticcircuit if

B andE arepublic constantsandf (i ) is anarithmeticcircuit. Thesameis trueabout
Q E

i = B f (i ). Suchconstructsareusefulwhendesigningarithmeticcircuits.

Theremustbesomemachineryto computetheresultof thecircuit from theinputs.
However, existing techniquesallow for thesecretinputsnot to berevealedto this ma-
chinery. Namelythemachineryworksonly with encryptedsecretsthatit cannotdecrypt
(i.e. usingShamir's secretsharing[Sha79], detailedlater).
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Fig. 2. A constraintbetweenx i and x j for the desk-matesproblems.An elementis feasible,
value'1', if the correpondingpairs(A i ,A x i ) and(A j ,A x j ) areallowed in a solutiongiven the
preferencesof A i ; A j ; A x i ; A x j .

4 Distrib uted CSPswith constraintssecret to everybody

In this articlewe rede�ne thedistributedCSPframework, aiming to modelef�ciently
(i.e. with a reducedsearchspace)the distribution of somefamousCSP problems,
namelythestablemachingsproblems(e.g.thedesk-matesproblem).

Desk-mates The desk-matesproblem consistsin placing a set of personsA =
f A1; :::; Am g in teamsof two (or two-seatsdesks),suchthatif any personA i prefersa
personA j to thedesk-mateselectedfor her, thenA j prefershercurrentdesk-mateto
A i .

A way of modelingthedesk-matesproblemasa CSPis to have onevariablex i for
eachpersonA i specifyingtheindex of thedesk-mateassignedto herby thesolution,or
specifyingi , theindex of A i itself, if sheremainsalone.Theconstraintsareobtainedby
preprocessingtheinput from participantsabouttheirpreferences.Thefactthataperson
A i prefersAu to Av is speci�ed by the �rst orderlogic predicatePA i (u; v). Thereis
a constraint� ij betweenevery pair of distinctvariablesx i andx j . In �rst orderlogic
notation,theconstraintbetweeneachtwo variablesx i andx j is:

8x i ; x j : � ij (x i ; x j ) def= (PA i (x j ; x i ) ) PA x j
(j ; i )) ^ (PA j (x i ; x j ) ) PA x i

(i; j )) ^

((x i = j ) , (x j = i )) (1)

Read:For each pair of participantsA i , A j , (andcorresponding
variablesx i andx j ) there is a constraint � ij that allowsa pair
of assignmentsto thesevariablesonly if:

– thefact thatA i prefers theparticipantassignedto A j (Ax j )
to herownmatch Ax i impliesthat:

the agent assignedby theseassignmentsto A j (Ax j ),
prefers theagentA j to theagentA i .

– thefact thatA j prefers theparticipantassignedto A i (Ax i )
to herownmatch Ax j impliesthat

the agent assignedby theseassignmentsto A i (Ax i ),
prefers theagentA i to theagentA j .

– A j is thematch of A i only if A i is thematch of A j .
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Notethatthismodelsubsumestheconstraints:8i; j : x i 6= x j . Themaincomplica-
tion with thiskind of CSPsis thattheconstraintsarefunctionsof secretsthatcannotbe
easilyelicitedfrom theparticipants.DistributedCSPframeworksaremeantto address
suchproblems.

Modelingthedesk-matesproblemwith DisCSPswith secretconstraintsthatareknown
to someagents. Onecanmodelthedesk-matesproblemwith secretconstraintsknown
to someagents[ZM91,SSHF00b]by choosingas variables,x1; :::; xm , the index of
the partnerassociatedto eachagent(that hasto be computed)and using one addi-
tional booleanvariable for eachsecretpreference,PA i (u; v). The total numberof
booleanvariablesis m3, m2 of thembeingactually �x ed by public constraints(e.g.
PA i (u; u) = 0). However, alsotaking into accountthe variablesx1; :::; xm , the total
searchspacebecomesO(mm 2m 3

). This is O(2m 3
) timesworsethanthe centralized

CSPformalizationwhosesearchspaceis only O(mm ).
Weproposenow adistributedconstraintsatisfactionframework thatallowstomodel

theseproblemswith thesamesearchspacesizeastheCSPframework, O(mm ).

4.1 Rede�ning the Distrib uted Constraint SatisfactionFramework

In the previous part of this sectionwe have exempli�ed CSPmodelsfor the stable
matchingsproblem.Wehaveseenthatit is dif�cult to modelef�ciently theseproblems
using existing private variable-,or private constraint-orienteddistributed constraint
satisfactionframeworks.

Let usproposeaframework for modelingdistributedCSPs,whereaconstraintis not
(necessarily)asecretknown to anagent,or public,but canalsobeasecretunknown to
all agents.

Any distributedproblemis essentially(in ourview) describedby asetof inputsand
expectedoutputsfrom/to eachparticipant.A distributedCSPis a specializationin the
sensethat theinputsareusedto specifyconstraints/domainsof a CSP, andtheoutputs
arederivedfrom thesolutionof thatCSP. As shown elsewhere,sometimetheinputsare
alsoneeded(in combinationwith thesolution)to providemeaningfuloutputs[Sil04b].

De�nition 1. A DistributedCSP(DisCSP)is de�nedbysixsets(A; X ; D ; C, I , O) and
analgebraic structureF . A=f A1; :::; An g is a setof agents.X , D , andthesolutionare
de�nedlike for CSPs.

I = f I 1; :::; I n g is a setof secret inputs.I i is a tupleof � i secret inputs(de�nedon
F ) fromtheagentA i . Each input I i belongsto F � i .

Likefor CSPs,C is a setof constraints.Theremayexista publicconstraint in C, � 0,
de�nedby a predicate� 0(� ) on tuplesof assignments� , knownto everybody. However,
each constraint � i ; i> 0, in C is de�ned asa setof knownpredicates� i (�; I ) over the
secret inputsI , andthetuples� of assignmentsto all thevariablesin a setof variables
X i , X i � X .

O= f o1; :::; on g is thesetof outputsto thedifferentagents.Let m bethenumberof
variables.oi : D1 � ::: � Dm ! F ! i is a functionreceivingasparametera solution
andreturning! i secretoutputs(fromF ) thatwill berevealedonly to theagentA i .
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Theorem1. Theframework in the De�nition 1 can modelany distributedconstraint
satisfactionproblemswith privateconstraints[SSHF00b].

Proof. Thenew DisCSPframework canbeusedto modelany of theDisCSPproblems
with constraintsprivateto agents,by de�ning I i astheextensionalrepresentationof the
privateconstraintof A i (assumingthesimplebut suf�cient caseof oneconstraintper
agent).� i (�; I ) is thengivenby thecorrespondingvaluefor � in I i (true/1or false/0).
Theoutputsaregoingto beoi (� ) = � for all i . q.e.d.

Theorem2. Theframework in theDe�nition 1 canmodeldistributedconstraint satis-
factionproblemswith privatedomains[YDIK98].

Proof. A privatedomainof anagentcanalsobemodeledasaprivateunaryconstraint,
in a DisCSPwhereeachdomainis the maximumpossibledomainfor the variable.
Then,theTheorem1 applies.q.e.d.

We do not claim that thenew framework is moregeneralthantheexisting frame-
works.It enablesusto modelnaturallyandef�ciently thedesk-mate(stablematchings)
problems.Onecanalsomodeltheseproblemswith theold frameworks,but they seem
to yield muchlarger searchspaces,andthereforelessef�cient solutions.Let us now
exemplify how this framework canmodelthenew problems.

Modeling the desk-matesproblemas a DisCSP. A way of modelingthe desk-mates
problemasaDisCSPis to haveoneagent,A i , andonevariable,x i , for eachparticipant
in the problemdescription.x i speci�es the index of the desk-mateassignedto A i by
thesolution,or speci�esi if sheremainsalone.The inputsI i of eachagentaregiven
by thesetof preferencesPA i (u; v), specifyingwhetherA i prefersAu to Av , for each
u andv. ThesetF , to whichbelongtheinputsandtheoutputs,is f tr ue;f alseg.

Thereis a constraint� ij betweenevery pair of variablesx i andx j , de�ned asin

Equation1. The outputfunctionsarede�ned as:oi (� )
def= � jf x i g. Namely, eachagent

learnsonly thenameof herdesk-mate.Thereis apublicconstraint:

� 0
def= 8i; j ; ((x i = j ) , (x j = i )) ^ (x i 6= x j ) (2)

4.2 Distrib uted WeightedConstraint SatisfactionProblems

De�nition 2. A distributedconstraint satisfactionproblem(DisWCSP)is de�ned by
six sets(A; X ; D ; C; I ; O), andalgebraic structure F , anda setof acceptablesolution
qualitiesB , thatcanbeoftenrepresentedasan interval [B 1; B2].

– A=f A1; :::; An g is a setof agents.
– X = f x1; :::; xm g is a setof variablesand D = f D 1; :::; Dm g is a setof �nite

domainssuch that x i cantake valuesonly fromD i = f vi
1; :::; vi

di
g. An assignment

is a pair hx i ; vi
k i meaningthat thevariablex i is assignedthevaluevi

k . A tuple is
anorderedset.

– I = f I 1; :::; I n g is a setof secret inputs.I i is a tupleof � i secret inputs(de�nedon
a setF ) fromtheagentA i . Each input I i belongsto F � i .
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– C = f � 0; :::; � cg is a set of constraints. A constraint � i weightsthe legality of
each combinationof assignmentsto the variablesof an ordered subsetX i of the
variablesin X , X i � X . � 0 is a public constraint de�ned by a function � 0(� )
on tuplesof assignments� , knownto everybody. Each constraint � i , i> 0, in C is
de�ned as a knownfunction� i (�; I ) over the secret inputsI , and the tuples� of
assignmentsto all thevariablesin a setof variablesX i , X i � X . � i (�; I ) maps
secret inputsandtuplesinto weights.

– The projection of a tuple � of assignmentsover a tuple of variablesX i is de-
noted� jX i

. A solution is � � = argmin
� 2 D 1 � ::: � D n

P c
i =0 � i (� jX i

), if
P c

i =0 � i (� � jX i
) 2

[B1:::B2].
– O= f o1; :::; on g is thesetof outputsto thedifferentagents.oi : I � D1 � :::� Dm !

F ! i is a functionreceivingasparameterthe inputsanda solution,andreturning
! i secretoutputs(fromF ) thatwill berevealedonly to theagentA i .

Solversdevelopedin our previouswork requirethat thefunctionsin setsO andC
areinputeitherin �rst orderlogic form, or in theform of arithmeticcircuits.

The inputsare not revealedto the solving machinery, as it manipulatesonly en-
crypteddata(in differencefrom aclassicmonolithicsystemwith a trustedserver).

The public constraint� 0 can be input into the systemusing a set of constraints
f � 1

0; � 2
0; :::g, andthetuplesof assignmentsacceptedby � 0 canbeobtainedseparatelyby

eachagent,whenneeded,usingany systematicsearchtechniquethat�nds all solutions
of aCSP, e.g.backtrackingor lookaheadalgorithms(BT, BM, CBJ,FC,MAC, EMAC,
etc.).

5 Adapting existingsecure solvers to the newDisCSPframework

Thereexist a largesetof algorithmsaddressingdistributedCSPswith privacy of con-
straints[Sil02,HCN+ 01,FMW01,WS04,YSH02b,Sil03b]. Note thatnoneof theexist-
ing techniquesinvolvespropagation,exceptfor a very old variantin [Sil02]. Theones
thatwesucceedto extendto thenew framework are:

– Findingthesetof all solutionsof a distributedconstraintproblemwith secretcon-
straints[HCN+ 01].

– Findingthe�rst solutionin a lexicographicorderfor a distributedconstraintsatis-
factionproblemwith secretconstraintsthatareknown to someagents[Sil03a].

– Findinga randomsolutionfor a DisCSPwith secretconstraintsthatareknown to
someagents[Sil03b].

Whenasolutionis returnedto thedesk-matesproblem,eachagentA i caninfer that:
anyagentAk preferredby A i to her currentdesk-mateA j , prefers her currentpartner
to A i . If only onesolutionis returned(pickedrandomlyamongtheexisting solutions),
thennoothersecretpreferencecanbeinferredwith certainty.

Theorem3. Thedesk-matesproblemcanhaveseveral solutions.
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Proof. Considera casewith threeagents,A1, A2, A3 wherePA 1 (2; 3), PA 2 (3; 1),
PA 3 (1; 2). This is a loopof preferences,andhasthreestablesolutions,thesetsof teams
f (A1; A2); (A3)g, f (A2; A3); (A1)g, f (A3; A1); (A2)g. Suchanexamplecanbecon-
structedoutof any similar loopof preferences,of any size.

If thereexist severalsolutions,theagentswill prefernot to revealmorethenoneof
them.Theremainingsolutionswouldonly revealmoresecretpreferences:

– Typically thereis no otherfair way, exceptrandomness,to breakthe tie between
severalsolutions.

– If thesinglesolutionthat is returnedis selectedasthe�rst onein somegivenlex-
icographicorderon thevariablesanddomainsof theproblem,thenadditionalin-
formationis leakedconcerningthefactthattuplesplacedlexicographicallybefore
thesuggestedsolutiondonotsatisfytheconstraints[Sil03b].

As it follows, if it is known thata certainproblemhasonly onesolution,thenany
techniqueis acceptableamongeither:

– Findingandreturningall solutionsusingthetechniquein [HCN+ 01], or
– Returningonly the �rst solution(e.g.by sequentiallycheckingeachtuple in lexi-

cographicalorderuntil a solutionis found).

Otherwise,strong privacy requirementsmake techniquesreturning a randomsolu-
tion [Sil03b] desirable,despitetheirpotentialof having a loweref�ciency.

5.1 GeneralScheme

Wewill notethatthemaindifferencebetweenthenew DisCSPframework, andtheone
with secretconstraintsthatareknown to someagents,is thatnow theconstraintsneed
to be computeddynamicallyfrom secretsinputs.All the techniqueswe extendto the
new framework containa componentbasedon Shamir's secretsharing[Sha79].It is
theachievementof thissharingwhich is mostaffectedby thechangein framework. We
will startby describingShamir'ssecretsharing,its importancein distributedmulti-party
computations,andthemwewill introduceourchanges.

The secure multi-party simulation of arithmetic circuit evaluation proposed
in [BOGW88] exploits Shamir's secretsharing[Sha79]. This sharingis basedon the
fact that a polynomial f (x) of degreet� 1 with unknown parameterscan be recon-
structedgiven the evaluationof f in at least t distinct valuesof x, using Lagrange
interpolation.Absolutelyno informationis givenaboutthevalueof f (0) by revealing
thevaluationof f in any atmostt� 1 non-zerovaluesof x. Therefore,in orderto share
a secretnumbers to n participantsA1; :::; An , one�rst selectst� 1 randomnumbers
a1; :::; at � 1 that will de�ne the polynomial f (x) = s+

P t � 1
i =1 (ai x i ). A distinct non-

zeronumber� i is assignedto eachparticipantA i . The valueof the pair (� i ; f (� i )) is
sentoverasecurechannel(e.g.encrypted)to eachparticipantA i . Thisis calleda(t; n)-
thresholdscheme.Oncesecretnumbersaresharedwith a(t; n)-thresholdscheme,eval-
uationof an arbitraryarithmeticcircuit canbe performedover the sharedsecrets,in
sucha way thatall resultsremainsharedsecretswith thesamesecurityproperties(the
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numberof supportedcolluders,t� 1) [BOGW88,Yao82]. For [Sha79]'s technique,one
knows to performadditionsandmultiplicationswhent � (n � 1)=2. Sinceany bn=2c
participantscannot�nd anythingsecretby colluding,sucha techniqueis calledbn=2c-
private[BOGW88].

Wedonottry to encodefunctions,but only their inputs.All functions(moreexactly,
arithmeticcircuits)thatwill becomputedarepublicandknownbyall participants.Their
inputs,intermediaryvalues,andoutputsaresharedsecrets.The functionsthat we are
ableto computebelongto the classof arithmeticcircuits.The techniquescomputing
thesefunction do not reveal any informationto anybody, andwork by letting agents
processingtheShamirsharesthatthey know, andby sharingadditionalsecretvalues.

ThetechniquessolvingDisCSPswith privateconstraintscanbeusedasablackbox,
exceptfor the secretconstraintsharing.Namely, insteadof simply sendingencrypted
Shamirshares[Sha79]of one's constraint,thosesharesof the constraintshave to be
computedfromthesecretinputsof theagents.Wethereforeproposeto replacethesecret
sharing/reconstructionstepswith simulationsof arithmeticcircuit evaluationwhichwill
computeeach� k (�; I ) for eachtuple � andfor theactualinputsI . This stepis called
preprocessing. Intuitively, preprocessingis thestepof computingtheencryptedinitial
parametersof theCSP(i.e.acceptance/feasibilityvalueof atuplefrom thepointof view
of eachconstraint),outof theprovidedsecretinputs.Preprocessingprepares“the pairs”
(y,f(y)) thatencodethe0/1valuesof theconstraints.It is doneby evaluatingarithmetic
circuits.

Similarly, insteadof just reconstructingtheassignmentsto variablesin asolution� ,
onewill have to designandexecutesecurecomputationsof the functionsok (� ). This
stepis calledpost-processing. Intuitively, post-processingis thestepof computingthe
outputsto be revealedto agents,from the obtainedencryptedsolutionof the DisCSP
andsecretinputs.We show thatin our casesthis canalsobedoneusingsimulationsof
arithmeticcircuit evaluations.

AssumeA is somealgorithm using Shamir's secretsharingfor securely�nding
a solutionof a distributedCSP(with secretconstraintsknown to someagents).The
genericextensionof thealgorithmA to solve theDisCSPin thenew framework is:

– Preprocessing:Sharethesecretsin I with Shamir's secretsharingscheme.Com-
puteeach� k (� jX k ; I ) for eachtuple� jX k andfor theactualinputsI by designingit
asanarithmeticcircuit andsimulatingsecurelyits evaluation.Thepublicconstraint
� 0 canbesharedby any agent.

– RunthealgorithmA asablack-box,for �nding asolution� � sharedwith Shamir's
secretsharingscheme,for a DisCSPwith parameters(i.e. constraints)sharedwith
Shamir's secretsharingscheme.

– Post-processing:Computeeachoi (� � ) by designingit asanarithmeticcircuit and
simulatingsecurelyits evaluation.Revealtheresultof oi (� � ) only to A i .

5.2 Pre-and post-processingfor desk-mateproblems

In theremainingpartof thearticlewewill prove thatit is possibleto designtheneeded
preprocessingandpost-processingto solve our exampleof DisCSPs,the desk-mates
problem,usingthegeneralschemede�ned above.
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Preprocessingfor thedesk-matesproblem. Weassumethesamechoiceof variables,as
for theCSPformalizationof this problemin Section4. Let us now show how simple
arithmeticcircuitscanimplementtherequiredpreprocessing.

Eachvariablex i speci�estheindex of thedesk-mateassociatedto A i . Theinputof
eachagentA i is a preferencevaluePA i (j ; k) for eachorderedpairof agents(A j , Ak ),
andspecifyingwhetherA i prefersA j to Ak . PA i (j ; k)= 1 if andonly if A i prefersA j to
Ak . OtherwisePA i (j ; k)= 0. A constraint� ij is de�ned betweeneachtwo variables,x i

andx j . I.e. � ij [u; v] is theacceptancevalueof thepairof matches:(A i ; Au ); (A j ; Av ).
Onesynthesizesm(m � 1)=2 suchconstraints:

� i;j [u; v] =

8
>><

>>:

0 whenu = v

(1 � PA i (v; u) � (1 � PA v (j ; i ))) �
(1 � PA j (u; v) � (1 � PA u (i; j ))) whenu 6= v

Thepublicconstraint� 0 (sameasin Equation2) restrictseachpairof assignments:

8�; � = (hx i ; ui ; hx j ; v)i : � 0(� ) def= ((u= j ) , (v= i )) ^ (u 6= v)

� 0 is known by everybody, andthereforethereis noneedto computeit with arithmetic
circuits.Thecomplexity of this preprocessingis O(m4) multiplicationsof secrets(for
m2 binaryconstraintswith m2 tupleseach).

Thedesk-matesproblemdoesnot requireany arithmeticcircuit evaluationfor the
post-processing,aseachagentA i learnsavalueexisting in thesolution,oi (� ) = � jf x i g.
Theparticipantsjust revealto A i their sharesof x i in thesolution.

6 Transforming �rst order logic in arithmetic circuits

Basedon theexperiencewith theexamplesanalyzedsofar, we concludethatwith the
new DisCSPframework it is usefulto have a mechanismfor automatictranslationof
�rst orderlogic sentencesaboutsecrets,into arithmeticcircuits.

Themainconstructsin �rst orderlogic whosetranslationto arithmeticcircuitswill
begivenhereare:8i 2 [1::n]P(i ), 9i 2 [1::n]P(i ), P ^ Q, P _ Q, : P, minP ( i ) (i ),
andf = k, whereP andQ arepredicateswith a true(1) or false(0) value,f is a secret
integerin agiveninterval, [1..n], i is aquanti�edvariablethatcantakeintegervaluesin
agiveninterval, [1..n], andk is aconstant.They canalsoapplyto variablesandsecrets
from any �nite setof numbers,S = f a1; :::; an g. minP ( i ) i is the function returning
the minimum i suchthat P(i ) holds.The equivalentarithmeticcircuits areshown in
Table1.

6.1 Complexity

For aproblemwith sizeof thesearchspace� andcconstraints,thenumberof messages
for �nding all solutionswith securetechniquessimilar to theonein [HCN+ 01] is given
by (c � 1)� multiplicationsof sharedsecrets(n(n� 1) messagesfor eachsuchmul-
tiplication). For the desk-matesproblemmodeledwith the new framework, � = mm
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FirstOrderLogic Sentence EquivalentArithmeticCircuit

P P
8i 2 [1::n]; P (i )

Q n
i =1 P(i )

8a 2 S;P(a)
Q n

i =1 P(ai )
9i 2 [1::n]; P (i )

P n
i =1 [P (i )

Q i � 1
j =1 (1 � P (j ))]

9a 2 S;P(a)
P n

i =1 [P (ai )
Q i � 1

j =1 (1 � P (aj ))]
P ^ Q P � Q
P _ Q P + (1 � P )Q
P ) Q 1 � P (1 � Q)

: P 1 � P

f = k; (f ; k 2 [1::n])

(i.e. testif f equalsk, wherethey arein [1..n])
1

( k � 1)!( n � k )!

Q k � 1
i =1 (f � i )

Q n
i = k +1 (i � f )

f = ak ; (f 2 S; k 2 [1::n])

(i.e. testif f equalsthek th elementof S)

Q
a i 2 S ;i 6= k ( f � a i )

Q
a i 2 S ;i 6= k ( ak � a i )

min
P ( i ) ;i 2 [1 ::n ]

i

(i.e.,smallesti s.t.P (i ) holds)

P n
i =1 [iP (i )

Q i � 1
j =1 (1 � P (j ))]

Table 1. Equivalencesbetween�rst orderlogic constructsandarithmeticcircuits.P andQ are
predicatesandP andQ aretheirequivalentarithmeticcircuits.S = f a1 ; :::; an g.

and c= 1 for the versionwith a single global constraint,or c= m2=2 for the version
with binaryconstraints.For thecasewith binaryconstraints,it yieldsa complexity of
O(mm +2 ). As mentionedbefore,thepreprocessinghascomplexity O(m4) multiplica-
tionsbetweensharedsecrets,resultingin a total complexity O(m2(mm + m2)) .

Solving the sameproblem with the samealgorithm but modeledwith the old
DisCSPframework with privateconstraints,� = mm 2m 3

andc = m, for oneglobal
constraintfrom eachagent.There is no preprocessing,but the total complexity is
O(mm +1 2m 3

). The new framework behaves bettersincem << 2m 3
. The compar-

ison is similar for othersecurealgorithms,like MPC-DisCSP1(see[Sil03b]) whose
complexity is givenby O(dm(c+ m)� ) multiplicationsbetweensharedsecrets.

Similar improvementscanbe achieved by applying this new framework to other
known problemslike incentiveauctionsandstablemarriagesproblems[Sil04b].

7 Conclusions

DisCSPs [BMM01,SGM96,LV97,Ham99,MR99,ZWW02,BD97,FBKG02,MTSY04]
are a very active research area. Privacy has been recently stressed
in [MJ00,FMW01,WF02,FMG02,YSH02b] as an important goal in designing
algorithmsfor solvingDisCSPs.

In thisarticlewehaveinvestigatedhow versionsof old andfamousproblems,stable
matchingsproblems,canbesolvedsuchthat theprivacy of theparticipantsis guaran-
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teedexceptfor whatis leakedby theselectedsolution.Ourapproachusessecuresimu-
lationsof arithmeticcircuit evaluationsandis thereforerobustwhenevernomajorityof
theparticipantscolludesto �nd thesecretof theothers,andwhenall agentsfollow the
protocol.

Wenotethatthedesk-matesproblemscannotbeef�ciently modeled(at leastnot in
anobviousway) with existing distributedconstraintsatisfactionframeworks.We have
thereforeintroducedanew distributedconstraintsatisfactionframework thatcanmodel
suchproblemswith thesamesearchspacesizeastheclassiccentralizedCSPmodels.
We have shown how sometechniquesfor the existing frameworks canbe adaptedto
problemsmodeledwith thenew DisCSPs,andwe exemplify themodelwith thedesk-
matesproblems.For m participantsin the desk-matesproblem,the sizeof the search
spacein the DisCSPmodel achieved with the new framework is O(mm ) while the
previousframework with privateconstraintsyieldsDisCSPinstanceswith a sizeof the
searchspaceof O(mm 2m 3

). In existing securealgorithmsfor solving DisCSPs,the
numberof exchangedmessagesis �x anddirectlyproportionalto thesearchspacesize,
makingthispropertyof aprobleminstanceparticularlyrelevant.
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