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Abstract

Within incentive auctions severalbidderscooperatdor clearinga setof offers
or requestdormalizedby an auctioneerensuringthat eachparticipantcannotdo
betterthanby inputinghis true utility.

We usea distributedweightedconstraintsatishiction (DisWCSP)frameavork
wherethe actualconstraintsare secretshat are not known by ary agent. They
arede ned by a setof functionson the secretinputsfrom all agents. The solu-
tion is alsokeptsecretandeachagentlearnsjust the resultof applyinganagreed
function on the solution. We shav how to apply this framework for modeling
andsolving GeneralVickrey Auctions(GVAs). Solutionsbasedon securecom-
pletealgorithmsaswell assolutionsusingfastersecurestochastialgorithmsare
proposed.

1 Intr oduction

Within incentive auctions,several bidderscooperateor clearinga setof offers or re-
guestsformalizedby an auctioneer The allocationmechanisiris designedo ensure
thateachparticipantcannotdo betterthanby inputinghis trueutility. Thisincreaseshe
socialwelfareby ef cient allocationsandfor oneitemauctionst is provento have sim-
ilar outcomesasthetraditionalEnglishAuctions. A previousattemptto solve auctions
usingdistributed constraintframevorks is describedn [SF0Z, but it did not provide
incentveness.
A constraintsatishctionproblem(CSP)is modeledasa setof variablesanda set
of constrainton the possiblevaluesof thosevariables. The CSPproblemconsistsn
nding assignmentsgor thosevariableswith valuesfrom their domainssuchthat all
constraintsare satis ed. The CSPtechniquesequire every participantto reveal its

This article is an adapted and improved extract from FIT Technical Report CS-2004-
11[Silo44d), [SZB04]and2002,2003and2004patents.
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Figurel: A constrainbetweertwo variablesplace(x1) x12f Paris(P); Quebe¢Q)g,
andtime (x2) x22f Tuesday(T); WednesdayW)g. The Os mark rejectedtuples.
l.e. this constraintallows only the pairs (PW) and (Q,T), and can be written

f(P;W);(Q;T)g.

preferencege.g. to a trustedsener), to computethe solution. Therefore they apply
only whenthe participantsaccepto revealtheir preference$o thetrustedparty.

Thereexist framevorksandtechnique$o modelandsolve distributedCSPYDisC-
SPs)with privacy requirementsjamelywhenthedomainsof thevariablesareprivateto
agentdYDIK98, MJ0Q, or whenthe constraintsareprivateto agent§SSHF00,Sil03,
SR04.

In this article we presenta recentframevork [SAZBO05] for the distributed con-
straint satishction problems. That framewvork can model naturally existing dis-
tributedconstraintsatistctionproblems andalsoall necessargtepsfor incentive auc-
tions[YS03, YSO04 Fal04. The new framevork assumeshat the constraintsare not
necessarilknown to absolutelyary agentbut they arecomputabldrom secretinputs,
with known functions.Thesefunctionsusesecreinputsprovidedsecurelyby thediffer-
entparticipants.Similarly, the nal assignmentaresecretandeachagentcanretrieve
justtheresultof applyingsomeagreedunctionon the secretsolution.

We startintroducingformally the CSPproblem.

CSP A constaint satisfactionproblem(CSP)is de ned by threesets: (X, D, C).
X = fxi1;: Xmgisasetof variablesandD = fDg;::;; Dnhgis asetof nite domains
suchthatx; cantake valuesonly from D; = fvi; :::;viji g.C=f q1;: cgisasetof
constraints.A constraint ; limits the legality of eachcombinationof assignmentso
thevariablesof anorderedsubseiX; of thevariablesn X, X; X . An assignmenis
apairhxi;v}(i meaningthatthevariablex; is assignedhevaluev{(.

A tupleis anorderedset. The projectionof atuple of assignmentsver atuple of
variablesX is denotedjXi . A solutionof aCSP(X ,D,C) isatupleof assignments, ,
with oneassignmentor eachvariablein X suchthateach {2C is satis edby
The searchspaceof a CSPis the Cartesiarproductof the domainsof its variables.
Example 1 In a CSR onehasto nd a place(x1) andtime (x,) for meeting x; is
eitherParis (P) or QuebedQ), i.e. D1=fP; Qg. X» is either Tuesday(T) or Wednes-
day (W), i.e. Do=fT;Wg. Thee are two constaints: 1=f(P;W);(Q;T)g, and

2=fF(P;W);(Q;T);(Q;W)g. 1 isdepictedin Figure 1. Theproblemisto nd val-
uesfor x; andx; satisfyingboth ; and ».
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Figure2: An arithmeticcircuit,g = yz+ (x z) andf =(xz + yz)g. Eachinputcanbe
the secretof someparticipant. The outputmay not be revealedto all participants.All
intermediaryaluesremainsecreto everybody

We considerthat a set of participantsare the sourceof suchCSPsand one has
to nd agreementsor a solution, from the setof possiblealternatves, that satis es
a setof (secret)requirementf the participants. This view suggestsa conceptof a
distributed CSP Several frameavorks were proposedso far for Distributed Constraint
Satishction[ZM91, CDK91, YSH02a,MJ00, SAZB05]. Someversionsconsiderthat
eachagentownsaconstrainof the CSP[ZM91, SGM96]. This constrainicouldmodel
the privateinformationof theagenfSSHFO0Q. Otherversionsconsiderthateachagent
owns the domainof a variablewhile the constraintsaare sharedYDIK98]. The secret
domainscanalsomodelsomeprivateconstraintsof theagent.

We shav how to usecompletesecurdistributedweightedCSPsolversfor address-
ing GVA. In [SFO5 we proposesecurestochasticalgorithmsfor solving Distributed
CSPs. We show that (taking someprecautiongo always explore the samesubsetof
the searchspace)}suchstochastialgorithmscanbe usedto provide anincompletebut
securesolver for large GVA problems.

2 Background

Ourtechniguesereapply only to problemswhoseconstraintsandoutputscanberep-
resentedas rst orderlogic expressionspr asarithmeticcircuits on inputs. Actually,
we proposed procedurdo translaterst orderlogic de nitions of constraints/outputs
into arithmeticcircuits[SZB04. In the following we introducearithmeticcircuitsand
ashortoverview of theliteratureandtechniqueshatmadethemrelevant.



2.1 Secur Arithmetic Circuit Evaluation

Securemulti-party computationscan simulateary arithmetic circuit [BOGW88] or
booleancircuit [Kil88, Gol04 evaluation. An arithmetic circuit can be intuitively
imaginedas a directedgraphwithout cycleswhereeachnodeis describedeither by
an addition/subtractioror by a multiplication operator(seeFigure 2). Eachleafis a
constant.in a securearithmeticcircuit evaluation,a setof participantgperformthe op-
erationsof an arithmeticcircuit over someinputs, eachinput beingeitherpublic or an
(encrypted/sharedecretof one of them. The resultof the arithmeticcircuit arethe
valuesof someprede nednodes. The protocol can be designedo reveal the result
to only a subsetf the agentswhile noneof themlearnsarything aboutintermediary
values.Onesaysthatthe multi-party computatiorsimulateghe evaluationof the arith-
metic circuit. A booleancircuit is similar, just thatthe leafsare booleantruth values,
falseor true, often represente@ds0 and1. The restof the nodesare booleanopera-
torslike AND or XOR. A functiondoesnot have to be representeth this form to be
solvableusinggeneralsecurearithmeticcircuit evaluatlonplt only needsto have such
an equialentrepresentationFor example,the operation _ f (i) is anarithmetic
circuit if BQ@md E are public constantsandf (i) is an arithmeticcircuit. The sameis
true about g f (i). Suchconstructsare usefulwhendesigningarithmeticcircuits.
Securqorotocolsfor evaluatingsuchcircuitsuse[BOGW8§ or oblivioustransfer

Using the techniquedor secureaddition and multiplication one canbuild secure
techniquedor comparisoncmp(x; y) returningl if x < y andO0 otherwise),andfor
Kronecler'sdelta( g (x; y) returningl if x = y andO otherwise).

3 Privacyconcepts

De nition 1 ([BOGW88]) A multi-party computationis t-private if an attader con-
trolling any at mostt participantscannotlearn anythingfromthe computationgxcept
fromwhatcanbeinferredfromits outputsandprior knowledg.

Givensecretonstraints thepriorknowvledge of thet colludersandamulti-party
computatiorprocess with answer , thetechniquds t-privateif theprobabilitydistri-
bution of the secretds conditionallyindependenbn  givenanswer andknowledge

P(jis ) =P(iy)

However, mary algorithmsprovide answers thatcontainmoreinformationthan
whatis actuallyneeded.We typically decompose in adesireddata andanalgo-
rithmic dependentinrequestedata™. For DisCSP<he desireddatais anassignment
of somevariablessatisfyingconstraintsandthe unrequestedataconsistsof peculiari-
ties of the usedalgorithmA (e.g.,the solutionis the rst/last in someknown orderon
alternatves).



function (S)MPC-DisCSP1(1X,D,C))
SHUFFLE(X,D,C)//usingthe mixnet;
for i=1 to\T do

L S[il=" ¢ (i)

F=DisCSP1(7(X,D,C));

UNSHUFFLE(F);// Unshufe eachvectorin F separately;
setsolutionF to O with probability p; //optional(se€e[Sil05a SF09);
returnF;

Algorithm 1: StochastidViIPC-DisCSPXor solvingaCSP(X ; D; C) with k alternatves
andexploring T alternatves.WhenT = jD1 ::: Dpjthenthealgorithmiscomplete.
ThefunctionDisCSP1is thearithmeticcircuit in Figure3.

We saythatanalgorithmA achievesmaximalt-privacyif the probability distribu-
tion of the secretds conditionallyindependenbn ; A and™ givenrequestediata
andprior knowledge .

PCis i sA=P(] 1)
For distributed CSPs,maximalt-privagy typically implies the returnof uniformly

random selectedsolutions wheneer the problem may have more than one solu-
tion [SR0O4.

3.1 Overview of MPC-DisCSP1

In [SilO3] we have proposeda polynomial spacemulti-party computationtechnique,
calledMPC-DisCSP1thatextractsa (non-uniformly)randomsolutionof a distributed
CSP[SR04]. MPC-DisCSP1is t-private (and canbe t-resilientwhenusingthe zero-
knowledge proofs in [SilO5b]) and usesgeneralmulti-party computationbuilding
blocks.

MPC-DisCSPImplementDisCSP()in ve phasegalsoseeAlgorithm 1):

1. Sharethesecrepparametersf theinput DisCSPusingsecretsharing.

2. The sharedDisCSPproblemis shufed in a cooperatie way, reorderingval-
ues (and eventually variables),with a permutationthat is not known to ary-
body[Sil03, SilO5h.

3. A computationreturningthe rst solutionof the DisCSPwherethe operations
performedby agentsare independentf the input secretgto avoid leakingthe
secrets)js executedby simulatingarithmeticcircuits evaluation. This is shavn
in Figure3.

4. The solution (representecs unary constraintson domains)returnedat Step3
is translatednto the initial problemformulationusing a transformatiorthat is
inverseof theshufing at Step2 [Sil05h).
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satisfiable (P) = 1 k(O; p( i;P))
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Figure 3: Arithmetic circuit DisCSP1for a CSPP = (X;D;C). Theresultis the
vectorof vectorsff  (fi;])g2[1:p,jjGi2[1:m)- Versionswith otherprimitivesappear
in [Sil03, Silo4h

5. Constructhesolutionfrom its secretshares.

It is alsopossibleandvery simpleto nd all solutionsfHCN* 01]. However, when
only a single solution is needed this leaksa lot of information. At Step 3, MPC-
DisCSPIrequiresacomputatiorwhosecostis independentf theinput, sinceotherwise
theuserscanlearnthingslike: Thereturnedsolutionis the only ong beingfoundafter
unsuccessfullgheding all other tuples,all other tuplesbeinginfeasible Sincethe
computationhasto be independenbf the problemdetails,its costis exponential(at
leastaslong asnobodyprovesP=NP).

Notethatotheralternatve techniquesreavailable,notablyMPC-DisCSP1Sil03],
MPC-DisCSPZ2SM04], MPC-DisCSP3Sil04b], andMPC-DisCSP4Sil05g. We will
call themgenericallyMPC-DisCSPx.

In [SMO04] we shov how to transformary of thesetechniquesn a solver for dis-
tributed weightedconstraintsatisaction, denotedaccordinglyMPC-DisWCSPx. The
modi cation consistsonly in a changeto Step3, namelycomputingW times(where
W is thenumberof possibletotal weights)anarithmeticcircuit similarto the onein the
Step3 of the correspondingdlPC-DisCSPxandperforminganadditionalsecurecom-
putationintegratingtheir result. Also, for the computatiorcorrespondiﬁgo apossible
total weightB , thefunctionp( i; P) isreplacedvith p( i;P) = «(B; ¢ ().

3.1.1 CompleteversusStochasticTechniques

ThealgorithmMPC-DisCSP1s completewhenthe parameterll is setto thesizeof the
searchspace.If T is smallerthanjD1 ::: Dnj thenthealgorithmis incomplete.
Namelyit will returna solutionpicked randomlyfrom T unknavn randomlyselected
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Figure4: MPC-DisCSP4isingmix-nets

element®f thesearchspacelf no solutionexistsamongthoseT elementgshenadontt
knowansweris returned. Note that the time costof the computationis linearin this
parametefl (assuminghatthe constraintshave a boundedarity, limiting the costof
theshufe).

As follows, astochasti@lgorithmis obtainedvhereinonecanaddress problemof
ary sizein ary prede nedavailableamountof time (largerthanthetime for theshufe)
by choosingthe T parametemccordingly If no solutionis found after exploring the
T elementghenthe returnedfailure hasthe meaningdon't know The obtainedalgo-
rithm is calledsecureStochastidviulti-party Computatiorfor solvingDisCSP{SMPC-
DisCSP1). Similar stochasticalgorithmscan be obtainedfrom the other versionsof
secureDisCSPsolvers,basedooth on mix-netsandarithmeticcircuits[SF0Y.

3.2 Overview of MPC-DisCSP4

In [Sil0O5d we have proposeda multi-party computationtechnique, called MPC-
DisCSP4thatextractsa uniformly randomsolutionof a distributedCSP
MPC-DisCSP4mplementDisCSP()in ve phases:

1. Sharethe secretparametersf theinput DisCSPusingsecretsharing.Thevalue
of eachpublicly possibleassignmentallocationin GVA) is securelyevaluated
into avectorof sharedsecretsS.

2. ThesharedvectorS is shufed in a cooperatre way with a permutationthatis
notknown to arybody [SilO5h).

3. An arithmeticcircuit is usedto setall sharedvaluesin theshufed S to 0, except
for the rst non-zeroone.

4. Thesharedvectorobtainedat Step3 is translatednto theinitial problemformu-
lation usingatransformatiorthatis inverseof the shufing at Step2 [Sil05b).



5. Constructhesolutionfrom its secretshares.

In this article we only addressnulti-party computationsvithout trustedseners. A
family of securesolversbasedn trustedsenersis proposedn [YSHO024.

4 Distrib uted CSPswith constraints sectet to everybody

Here we shav how a distributed weighted CSP framevork can model somefamous
WCSPproblems namelyoptimizationsoccurringin clearingincentive auctions.

4.1 DisCSPswith constraints secret to anybody

Here we remind the DisCSPframevork in [SAZBO05]. It proposesa way to model
distributed CSPswherea constraintis not (necessarilya secretknowvn to anagent,or
public, but canalsobea secretunknavn to all agents.

A DistributedCSP(DisCSP)is de ned by six sets(A; X ;D; C, |, O) andanarith-
meticstructure . A=f Ay;:::;; Ahgisasetof agents X, D, andthesolutionarede ned
likefor CSPs.

I =flq;:::; 1hgisasetof secreinputs.l; is atupleof ; secreinputs(de nedona
setF) from theagentA;. Eachinputl; belongsto F .

Like for CSPs,C is a setof constraints. Theremay exist a public constraintin
C, o, de ned by apredicate o( ) ontuplesof assignments, known to everybody
However, eachconstraint i;i> 0, in C is de ned asa setof known predicates i( ; 1)
over the secretinputs| , andthetuples of assignmentso all the variablesin a setof
variablesX, X; X.

O=foy;::; ohgisthesetof outputsto thedifferentagentso; : D1 i Dy ! F'i
is afunctionreceving asparametea solutionandreturning! ; secreutputs(from F)
thatwill berevealedonly to theagentA;.

This framewvork hasbeenexperimentedsuccessfullyfor modelingandsolving sta-
ble desk-mategproblemswith 7 participants[SAZBO05] (requiring two minutes)and
stablemarriagegproblemswith 4 participantdSil04c] (takingafew seconds).

4.2 Distributed Weighted Constraint SatisfactionProblems

Now let us describethe extensionof thatframework to DistributedWeightedSatishc-
tion Problems.

De nition 2 Adistributedconstaint satisfactionproblem(DisWCSP)s de nedby six
sets(A; X;D; C;l;0), an arithmetic structue F, and a set of acceptablesolution
gualitiesB, that canbe oftenrepresentegsaninterval [B1; B,]. A=fA1; 5 Angisa
setof agents. X = fxi;:::; XmgisasetofvariablesandD = fDg;:::;;Dnhgis a setof
nite domainssud thatx; cantake valuesonlyfromD; = fvil; :::;v{ji g. Anassignment
is a pair hx;; vii meaningthat the variablex; is assignedhe valuev,. A tupleis an
orderedset. | =flq;:::; 1,0 is a setof secetinputs. |; is a tupleof ; secetinputs



(de nedona setF) fromtheagentA;. Eacdhinputl; belongsoF i.C = f g;:5; ¢g

is a setof constaints. A constaint ; weightsthe legality of each combinationof

assignmentgo the variablesof an ordered subsetX; of the variablesin X, X;

X. ¢ is a public constaint de ned by a function () on tuplesof assignments,

knownto everybody Each constaint ;, i> 0, in C is de ned as a knownfunction
i(; 1) overthesecetinputsl, andthetuples of assignmentso all the variables

in a setof variablesXi, X;  X. Theprojectionof a tuple of aslgignments:vera

gjpleofvariablesxi is denoted j, . Asolutionis = 2I:;1rgr_r_jinD i ix; ) If
1 . n

il jxi)z [B1:::B2]. O=fo04;:::; ongisthesetof outputsto thedifferentagents.

o:1 D1 @ Dmn! F'iisafunctionreceivingas parametertheinputsand

a solution,andreturning! ; secet outputs(from F) that will be revealedonly to the
agentA;.

Solversdevelopedin our previouswork requirethatthe functionsin setsO andC
areinput eitherin rst orderlogic form, or in the form of arithmeticcircuits.

The public constraint ¢ canbe input into the systemusing a set of constraints
f & 3;::0, andthetuplesof assignmentacceptedy o canbeobtainedseparatelyy
eachagentwhenneededusingary systematicearchtechniquethat nds all solutions
of aCSR e.g.backtrackingor lookaheadlgorithms(BT, BM, CBJ,FC,MAC, EMAC,
etc.).

5 Incentive Auctionst

To clearacombinatoriahuctionaccordingo the (non-incentie) 15t pricecriteriawhen
severalallocationamaybeoptimal:

1. The participantsselectas public parameterof the problema set of variables
X wherethereis a distinct variablefor eachitem to be sold, and the domain
of eachvariableis the setof participantsthat may own the item at the end of
the auction(by winning it or by not sellingit). Thereis afunction (; |) for
eachparticipantAy, which associateto eachpossibletuple of assignmentsf
the variablesin X, an elementof I (the bid of A for ). The maximumand
minimum value of the sumof the bids B; B, arealsoenforcedby allocating
rangef possiblebidsto eachparticipant.

(Alternatively, variablescanbe associatedo agentsandtheir domainis the bid
for eachpossiblebundle. Public constraintdimmit the possibleallocationsof
bundlesto agents.)

2. Eachparticipantdecidests secretinputsl ¢ (bids)for eachtuple de ning anal-
location, by taking into accountboth the itemssheacquiresandthe reseration
price of theitemsshecededn thatallocation.

!PatentPending.



3. The secretinputsare sharedwith a secretsharingscheme.The weightof each
publicly permittedconstraint  (bid of eachagent)is computedsecurely(typi-
cally equalto theinput).

4. A solution of the DisWCSPis computedwith a secureprotocol (e.g. MPC-
DisWCSPx)[SM04]. As aresult,asharedsecretv; will specifythevalueof each
variablex; in the selectedptimal solution,andwg speci esthetotal weight of
the selectedsolution.

5. The chosenallocationandits total price can be revealedby reconstructinghe
secretswv; from shares.

To reveal the winner allocationonly to the participantsinvolved in it, the par
ticipantsmustagreeon the functionsoy specifyingthat eachparticipantlearns
the allocation of the items that shereceves. Also, eachparticipantreceves
the sharesof the variablesfor itemsthat sheis selling, to learnwhom to give
them. Namely ox returnsan array suchthat with m itemsandn participants,
8i;0 < i m, if X; modelsan item of Ay then ok[i] = Xx;, otherwise
ok[i] = (X; = k). Theserst orderlogic predicatesaretranslatedn arithmetic
circuitsasshown irHSZBO4]: (Xi~ K) (aka k (xi; k)—Kronecler's delta) be-
comes it or ter(Xi 1) itgea (i Xi). Otherways of computing
k (Xi; K) aregivenin [KilO5, DFNTO5].

6. The exact price p, to be paid by eachagentA, in this caseis the bid
of the agent A, for the solution, and can be made known to a partic-
'tpant ﬁinwith 6.' (iutplljb?]?[u] = u(. 1), by the arithmetic circuit:

k iz1 (Wi =1 di)s " izg d)IK] uC 1),
wherew; is the sharedsecretspecifyingthe index of x; in the solution and
(s;d) is a function translatinga sharedsecrets into a vector of sharedse-
cretswith dimensiond+ 1 having aoneatindex s and0 elsavhere(seefunction
value2unaryconstraintX in [Sil03]). Callingthe functionis notneeded
whenusingDisWCSP2 DisWCSP30r DisWCSP4 sincethey alreadyhave the
resultasthevectorthatis the outcomeof unshufing.

Theresultis thevalueof the point productbetweerthe vectorreturnedoy  and
avectorwith theweights(bids)for eachtuple,orderedexicographically

The previous arithmeticcircuit is usableif eachagentprovided a separatebid
for eachpossibleallocation[Sil02, YS03 NSYO04. Otherwisean appropriate
arithmeticcircuit hasto bedesignedhatis adaptedo selecthebid of thewinning
solutionfrom theformatof theinput of the biddet

For incentive auctions(usingClarke tax, like GVA), oneusesthe algorithmfor 15t
priceauctionsasa componentvheretheresultis notrevealed:



function GVA(T,(X,D,C))
SHUFFLE(X,D,C)//usingthe mixnetor arithmeticcircuits;
forb= B,toB; do

fori=1toT do

L for j=1 tondo

P
Lcj 1= «(b; 2¢cnf g (i)

F[b]=DisCSP1£J(X,D,C));
L wWill=1 L gl
W-=integrateF [b] to getw; usingtechniquen [SMO04];
forj=1ton P

| Woli1= " igi0m, DWEIE K (O 24 Wi IKD);
UNSHUFFLE(W);// Unshufe eachvectorin W separately;
fork = 1ton do

L Pk is computedasin Step6 of 15 priceaction;

wolk] = wo  px;

VCGk = wolk]  wglK];
revealallocationsw; to interestecagentgasin Step5 of 15t priceaction);
revealeachAy its Vickrey-Clarke-GroorestaxV CGy;

Algorithm 2: GVA for anauctionrepresentedsa sharedCSP(X,D,C).

GVA

Thewinning allocationis computedvith thealgorithmfor 15t priceauctions
withoutrevealingtheresults.Namely atthe endof thelaststep,the price px
to bepaidby eachagentAy is notrevealedbut it is independantlgubtracted
from wq (the sharedsecretrepresentinghe total weight of the solutionto
the DisWCSR asreturnedby the usedMPC-DisWCSPx)pbtaininga shared
secretwdkK] = wo k.

Additional n more maximizationprocessesre run solving the DisWCSR
eachk-th maximizationby not consideringthe bids of the agentAy, and
recordingthe obtainedwg aswg[k] (skippingthe computationof the corre-
spondingallocationsw; fori > 0).

Separatsshufing/unshufing is not neededn usedMPC-DisWCSPxpro-
cessingfor theseadditional maximizations,and these computationsare
preferablydoneon the shufed encodingof the problemusedat Step4 in
thealgorithmcomputingthe winning allocationwith 15t price criteria.

Theprice(Clarketax)to bepaidby eachbidderAy is givenby wolk] w[K].




6 Analysis

We have shavn herehow to apply securesolvers for Distributed WeightedCSPsto
securelyclearincentive auctions(in particularGVA). The computationaktompleity
for securelyclearinga GVA auctionwith this techniques givenby the costof solving
the DisWCSRi.e., btimeshigherthanto solve a DisCSPof the samesize (wherebis
thenumberof possibletotal weights— aggrejatedutilities — for anallocation).

For then roundsof optimisationfor nding wglk], the costif nb callsto the satis -
ablefunctionfor ¢ 1 constraints.

Remark 1 Then runsof the solverfor computingthe elementof wo[k] will addonly
O(nb) calls to the satisfiable(P) function, ead of themexcluding an agent's
constaint (bids).

Secure StochasticTechniques Onetypicalwayto improve thespeedf GVA solvers
is to reducethe numberof possiblebundlesto a small prede nedset. Whenpossible
sucha techniquespeedsour securealgorithm sinceits costdirectly dependson this
number(speciallywhenbasedn MPC-DisCSP4).

Anotherway of speedingip computationss by usingsecurestochastisolvers(that
explore only a subsebf the searchspace)asSMPC-DisCSP1However, to ensurdn-
dividual rationality one hasto guaranteghatall instancesf the optimization(for the
computatiorof eachwg[k]) have to be run usingonly allocationsthatwereconsidered
atthe computatiorof the winning allocation. This canbe achiezedif in the aforemen-
tioned methodfor solving GVA, the sameT is usedfor all the n computationsf the
elementf wolk].

7 Comparisonwith relatedwork

Thereexist mary recentalgorithmsfor securelyclearingincentive auctionge.g.,[Sil02,
YS03 NSY04, YS04]). Thetechniquein [YS04] is basedon dynamicprogramming
andthereforecanbefaster Ourtechniquedifferentiatedtself by the guaranted¢hatthe
solutionis selectedandomlyamongthe optimal allocations.Othertechniqueglid not
usedistributed CSPs(exceptindirectly by our previous techniquein [Sil02, NSY04],
but wherethe problemof several solutionswasnot handled).

8 Conclusions

Privagy hasbeenrecentlystressedn [MJOO, FMWO01, WF02, FMGO02 YSHO021 asan
importantgoalin designingalgorithmsfor solvingDisCSPs.n this articlewe have in-
vesticatedhow versionsof old andfamousproblemsjncentive auctionscanbe solved
suchthatthe privacgy of the participantss guaranteedninimizing evenwhatis leaked
by the selectedsolution. Incentive auctionsarea very intense eld of researclasap-
plication of agentsand economictheories. Our techniqueusessecuresimulationsof



arithmeticcircuit evaluationsandis thereforeinformation theoreticallysecurewhen-
ever no majority of the participantscolludesto nd the secretof the others,andwhen
all agentdollow theprotocol.Sincewe arerestrictedto arithmeticcircuits, full privacy
is achievablewith computationakecurity We alsoshav how fasterbut incompletese-
curesolverscanbeprovidedusingthesecurestochastidechniquegproposedn [SF03,

namelyby making surethat the samesubsetof the searchspaceis explored by the
differentoptimizationinstancegperformedoy the GVA solwver.
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