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Abstract

Within incentiveauctions,severalbidderscooperatefor clearingasetof offers
or requestsformalizedby anauctioneer, ensuringthateachparticipantcannotdo
betterthanby inputinghis trueutility.

We usea distributedweightedconstraintsatisfaction(DisWCSP)framework
wherethe actualconstraintsaresecretsthat arenot known by any agent. They
arede�ned by a setof functionson the secretinputsfrom all agents.The solu-
tion is alsokeptsecretandeachagentlearnsjust theresultof applyinganagreed
function on the solution. We show how to apply this framework for modeling
andsolvingGeneralVickrey Auctions(GVAs). Solutionsbasedon securecom-
pletealgorithmsaswell assolutionsusingfastersecurestochasticalgorithmsare
proposed.

1 Intr oduction

Within incentive auctions,several bidderscooperatefor clearinga setof offers or re-
questsformalizedby an auctioneer. The allocationmechanismis designedto ensure
thateachparticipantcannotdobetterthanby inputinghis trueutility. This increasesthe
socialwelfareby ef�cient allocations,andfor oneitemauctionsit is provento havesim-
ilar outcomesasthetraditionalEnglishAuctions.A previousattemptto solve auctions
usingdistributedconstraintframeworks is describedin [SF02], but it did not provide
incentiveness.

A constraintsatisfactionproblem(CSP)is modeledasa setof variablesanda set
of constraintson thepossiblevaluesof thosevariables.TheCSPproblemconsistsin
�nding assignmentsfor thosevariableswith valuesfrom their domainssuchthat all
constraintsare satis�ed. The CSPtechniquesrequireevery participantto reveal its

� This article is an adapted and improved extract from FIT Technical Report CS-2004-
11 [Sil04a], [SZB04]and2002,2003,and2004patents.
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Figure1: A constraintbetweentwo variables,place(x1) x12f Par is(P); Quebec(Q)g,
and time (x2) x22f Tuesday(T); Wednesday(W)g. The 0s mark rejectedtuples.
I.e. this constraint allows only the pairs (P,W) and (Q,T), and can be written
f (P; W); (Q; T)g.

preferences(e.g. to a trustedserver), to computethe solution. Therefore,they apply
only whentheparticipantsacceptto revealtheir preferencesto thetrustedparty.

Thereexist frameworksandtechniquesto modelandsolvedistributedCSPs(DisC-
SPs)with privacy requirements,namelywhenthedomainsof thevariablesareprivateto
agents[YDIK98, MJ00], or whentheconstraintsareprivateto agents[SSHF00,Sil03,
SR04].

In this article we presenta recentframework [SAZB05] for the distributed con-
straint satisfaction problems. That framework can model naturally existing dis-
tributedconstraintsatisfactionproblems,andalsoall necessarystepsfor incentive auc-
tions [YS03, YS04, Fal04]. The new framework assumesthat the constraintsarenot
necessarilyknown to absolutelyany agentbut they arecomputablefrom secretinputs,
with known functions.Thesefunctionsusesecretinputsprovidedsecurelyby thediffer-
entparticipants.Similarly, the�nal assignmentsaresecretandeachagentcanretrieve
just theresultof applyingsomeagreedfunctionon thesecretsolution.

We startintroducingformally theCSPproblem.

CSP. A constraint satisfactionproblem(CSP)is de�ned by threesets: (X , D , C).
X = f x1; :::; xm g is asetof variablesandD = f D 1; :::; Dm g is asetof �nite domains
suchthatx i cantake valuesonly from D i = f vi

1; :::; vi
di

g. C = f � 1; :::; � cg is a setof
constraints.A constraint� i limits the legality of eachcombinationof assignmentsto
thevariablesof anorderedsubsetX i of thevariablesin X , X i � X . An assignmentis
apair hx i ; vi

k i meaningthatthevariablex i is assignedthevaluevi
k .

A tupleis anorderedset.Theprojectionof a tuple� of assignmentsover a tupleof
variablesX i is denoted� jX i

. A solutionof aCSP(X ,D ,C) is atupleof assignments,� � ,
with oneassignmentfor eachvariablein X suchthateach� i 2C is satis�ed by � � jX i

.
Thesearchspaceof a CSPis theCartesianproductof thedomainsof its variables.
Example 1 In a CSP, onehas to �nd a place(x1) and time (x2) for meeting. x1 is
eitherParis (P) or Quebec(Q), i.e. D 1= f P; Qg. x2 is eitherTuesday(T) or Wednes-
day (W), i.e. D2= f T; Wg. There are two constraints: � 1= f (P; W); (Q; T)g, and
� 2= f (P; W); (Q; T); (Q; W)g. � 1 is depictedin Figure 1. Theproblemis to �nd val-
uesfor x1 andx2 satisfyingboth� 1 and� 2.



X -

x y z

+ +

X

f

X

g

Figure2: An arithmeticcircuit, g = yz+ (x � z) andf = (xz + yz)g. Eachinputcanbe
thesecretof someparticipant.Theoutputmaynot berevealedto all participants.All
intermediaryvaluesremainsecretto everybody.

We considerthat a set of participantsare the sourceof suchCSPsand one has
to �nd agreementsfor a solution, from the set of possiblealternatives, that satis�es
a setof (secret)requirementsof the participants. This view suggestsa conceptof a
distributedCSP. Several frameworks wereproposedso far for DistributedConstraint
Satisfaction[ZM91, CDK91, YSH02a,MJ00,SAZB05]. Someversionsconsiderthat
eachagentownsaconstraintof theCSP[ZM91, SGM96].Thisconstraintcouldmodel
theprivateinformationof theagent[SSHF00]. Otherversionsconsiderthateachagent
owns thedomainof a variablewhile theconstraintsareshared[YDIK98]. Thesecret
domainscanalsomodelsomeprivateconstraintsof theagent.

Weshow how to usecompletesecuredistributedweightedCSPsolversfor address-
ing GVA. In [SF05] we proposesecurestochasticalgorithmsfor solving Distributed
CSPs. We show that (taking someprecautionsto alwaysexplore the samesubsetof
thesearchspace)suchstochasticalgorithmscanbeusedto provide an incompletebut
securesolver for largeGVA problems.

2 Background

Our techniqueshereapplyonly to problemswhoseconstraintsandoutputscanberep-
resentedas�rst orderlogic expressions,or asarithmeticcircuits on inputs. Actually,
we proposeda procedureto translate�rst orderlogic de�nitions of constraints/outputs
into arithmeticcircuits [SZB04]. In thefollowing we introducearithmeticcircuitsand
ashortoverview of theliteratureandtechniquesthatmadethemrelevant.



2.1 Secure Arithmetic Cir cuit Evaluation

Securemulti-party computationscan simulateany arithmeticcircuit [BOGW88] or
booleancircuit [Kil88, Gol04] evaluation. An arithmetic circuit can be intuitively
imaginedasa directedgraphwithout cycleswhereeachnodeis describedeitherby
an addition/subtractionor by a multiplication operator(seeFigure2). Eachleaf is a
constant.In a securearithmeticcircuit evaluation,a setof participantsperformtheop-
erationsof anarithmeticcircuit over someinputs,eachinput beingeitherpublic or an
(encrypted/shared)secretof oneof them. The resultof the arithmeticcircuit are the
valuesof someprede�nednodes. The protocol can be designedto reveal the result
to only a subsetof theagents,while noneof themlearnsanything aboutintermediary
values.Onesaysthatthemulti-partycomputationsimulatestheevaluationof thearith-
metic circuit. A booleancircuit is similar, just that the leafsarebooleantruth values,
falseor true, often representedas0 and1. The restof the nodesarebooleanopera-
tors like AND or XOR. A functiondoesnot have to be representedin this form to be
solvableusinggeneralsecurearithmeticcircuit evaluation. It only needsto have such
an equivalent representation.For example,the operation

P E
i = B f (i ) is an arithmetic

circuit if B andE arepublic constantsandf (i ) is an arithmeticcircuit. The sameis
true about

Q E
i = B f (i ). Suchconstructsareusefulwhendesigningarithmeticcircuits.

Secureprotocolsfor evaluatingsuchcircuitsuse[BOGW88] or oblivioustransfer.
Using the techniquesfor secureadditionandmultiplication onecanbuild secure

techniquesfor comparison(cmp(x; y) returning1 if x < y and0 otherwise),andfor
Kronecker's delta(� K (x; y) returning1 if x = y and0 otherwise).

3 Privacyconcepts

De�nition 1 ([BOGW88]) A multi-party computationis t-private if an attacker con-
trolling anyat mostt participantscannotlearn anythingfromthecomputation,except
fromwhatcanbeinferredfromits outputsandprior knowledge.

Givensecretconstraints� theprior knowledge� of thet colludersandamulti-party
computationprocess� with answer� , thetechniqueis t-privateif theprobabilitydistri-
bution of thesecretsis conditionallyindependenton � givenanswer� andknowledge
� .

P(� j� ; � ; �) = P(� j� ; �)

However, many algorithmsprovide answers� that containmoreinformationthan
what is actuallyneeded.We typically decompose� in a desireddata� � andanalgo-
rithmic dependentunrequesteddata� . For DisCSPsthedesireddatais anassignment
of somevariablessatisfyingconstraints,andtheunrequesteddataconsistsof peculiari-
tiesof theusedalgorithmA (e.g.,thesolutionis the�rst/last in someknown orderon
alternatives).



function (S)MPC-DisCSP1(T,(X,D,C))
SHUFFLE(X,D,C)//usingthemixnet;
for i=1 to T do

S[i]=
Q

� 2 C � (� i );

F=DisCSP1(T,(X,D,C));
UNSHUFFLE(F);// Unshuf�e eachvectorin F separately;
setsolutionF to 0 with probabilityp; //optional(see[Sil05a, SF05]);
returnF;

Algorithm1: StochasticMPC-DisCSP1for solvingaCSP(X ; D ; C) with k alternatives
andexploringT alternatives.WhenT = jD 1 � :::� Dm j thenthealgorithmis complete.
ThefunctionDisCSP1is thearithmeticcircuit in Figure3.

We saythatanalgorithmA achievesmaximalt-privacy if theprobabilitydistribu-
tion of thesecretsis conditionallyindependenton � ; A and� givenrequesteddata� �

andprior knowledge� .

P(� j� ; � ; � ; A ) = P(� j� � ; �)

For distributedCSPs,maximalt-privacy typically implies the returnof uniformly
random selectedsolutions whenever the problem may have more than one solu-
tion [SR04].

3.1 Overview of MPC-DisCSP1

In [Sil03] we have proposeda polynomial spacemulti-party computationtechnique,
calledMPC-DisCSP1,thatextractsa (non-uniformly)randomsolutionof a distributed
CSP[SR04]. MPC-DisCSP1is t-private(andcanbe t-resilientwhenusingthe zero-
knowledge proofs in [Sil05b]) and usesgeneralmulti-party computationbuilding
blocks.

MPC-DisCSP1implementsDisCSP()in � ve phases(alsoseeAlgorithm 1):

1. Sharethesecretparametersof theinputDisCSPusingsecretsharing.

2. The sharedDisCSPproblemis shuf�ed in a cooperative way, reorderingval-
ues (and eventually variables),with a permutationthat is not known to any-
body[Sil03, Sil05b].

3. A computationreturningthe �rst solutionof the DisCSPwherethe operations
performedby agentsare independentof the input secrets(to avoid leaking the
secrets),is executedby simulatingarithmeticcircuitsevaluation. This is shown
in Figure3.

4. The solution (representedas unary constraintson domains)returnedat Step3
is translatedinto the initial problemformulationusinga transformationthat is
inverseof theshuf�ing atStep2 [Sil05b].



p(�; P) =
Y

� 2 C

� (� )

satisfiable (P) = 1 � � K (0;
X

� i 2 [� 1 :::� T ]

p(� i ; P))

gi;j (P) = satisfiable (P [ f x i = j g [ k<i (xk = f k (P)))

f j (P) =
jD j jX

i =1

i � (gj;i (P) � � K (0;
X

k<i

gj;k (P)))

Figure3: Arithmetic circuit DisCSP1for a CSPP = (X ; D ; C). The result is the
vectorof vectorsff � K (f i ; j )gj 2 [1::jD i j]gi 2 [1::m ]. Versionswith otherprimitivesappear
in [Sil03, Sil04b]

5. Constructthesolutionfrom its secretshares.

It is alsopossibleandvery simpleto �nd all solutions[HCN+ 01]. However, when
only a single solution is needed,this leaksa lot of information. At Step3, MPC-
DisCSP1requiresacomputationwhosecostis independentof theinput,sinceotherwise
theuserscanlearnthingslike: Thereturnedsolutionis theonly one, beingfoundafter
unsuccessfullychecking all other tuples,all other tuplesbeing infeasible. Sincethe
computationhasto be independentof the problemdetails,its cost is exponential(at
leastaslongasnobodyprovesP=NP).

Notethatotheralternative techniquesareavailable,notablyMPC-DisCSP1[Sil03],
MPC-DisCSP2[SM04], MPC-DisCSP3[Sil04b], andMPC-DisCSP4[Sil05a]. Wewill
call themgenericallyMPC-DisCSPx.

In [SM04] we show how to transformany of thesetechniquesin a solver for dis-
tributedweightedconstraintsatisfaction,denotedaccordinglyMPC-DisWCSPx.The
modi�cation consistsonly in a changeto Step3, namelycomputingW times(where
W is thenumberof possibletotalweights)anarithmeticcircuit similar to theonein the
Step3 of thecorrespondingMPC-DisCSPx,andperforminganadditionalsecurecom-
putationintegratingtheir result.Also, for thecomputationcorrespondingto a possible
totalweightB , thefunctionp(� i ; P) is replacedwith p(� i ; P) = � K (B ;

P
� 2 C � (� )) .

3.1.1 CompleteversusStochasticTechniques

ThealgorithmMPC-DisCSP1is completewhentheparameterT is setto thesizeof the
searchspace.If T is smallerthanjD 1 � ::: � Dm j thenthe algorithmis incomplete.
Namelyit will returna solutionpickedrandomlyfrom T unknown randomlyselected
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Figure4: MPC-DisCSP4usingmix-nets

elementsof thesearchspace.If nosolutionexistsamongthoseT elementsthenadon't
knowansweris returned. Note that the time costof the computationis linear in this
parameterT (assumingthat the constraintshave a boundedarity, limiting the costof
theshuf�e).

As follows,astochasticalgorithmis obtainedwhereinonecanaddressaproblemof
any sizein any prede�nedavailableamountof time(largerthanthetimefor theshuf�e)
by choosingthe T parameteraccordingly. If no solutionis found after exploring the
T elementsthenthe returnedfailurehasthemeaningdon't know. Theobtainedalgo-
rithm is calledsecureStochasticMulti-party Computationfor solvingDisCSPs(SMPC-
DisCSP1). Similar stochasticalgorithmscanbe obtainedfrom the otherversionsof
secureDisCSPsolvers,basedbothonmix-netsandarithmeticcircuits[SF05].

3.2 Overview of MPC-DisCSP4

In [Sil05a] we have proposeda multi-party computationtechnique,called MPC-
DisCSP4,thatextractsauniformly randomsolutionof adistributedCSP.

MPC-DisCSP4implementsDisCSP()in � ve phases:

1. Sharethesecretparametersof theinput DisCSPusingsecretsharing.Thevalue
of eachpublicly possibleassignment(allocationin GVA) is securelyevaluated
into avectorof sharedsecretsS.

2. The sharedvectorS is shuf�ed in a cooperative way with a permutationthat is
not known to anybody[Sil05b].

3. An arithmeticcircuit is usedto setall sharedvaluesin theshuf�ed S to 0, except
for the�rst non-zeroone.

4. Thesharedvectorobtainedat Step3 is translatedinto theinitial problemformu-
lationusinga transformationthatis inverseof theshuf�ing atStep2 [Sil05b].



5. Constructthesolutionfrom its secretshares.

In this articlewe only addressmulti-partycomputationswithout trustedservers.A
family of securesolversbasedon trustedserversis proposedin [YSH02a].

4 Distrib uted CSPswith constraintssecret to everybody

Here we show how a distributed weightedCSPframework can model somefamous
WCSPproblems,namelyoptimizationsoccurringin clearingincentive auctions.

4.1 DisCSPswith constraintssecret to anybody

Here we remind the DisCSPframework in [SAZB05]. It proposesa way to model
distributedCSPs,wherea constraintis not (necessarily)a secretknown to anagent,or
public,but canalsobeasecretunknown to all agents.

A DistributedCSP(DisCSP)is de�ned by six sets(A; X ; D ; C, I , O) andanarith-
meticstructureF . A=f A1; :::; Ang is asetof agents.X , D , andthesolutionarede�ned
like for CSPs.

I = f I 1; :::; I ng is asetof secretinputs.I i is a tupleof � i secretinputs(de�ned ona
setF ) from theagentA i . Eachinput I i belongsto F � i .

Like for CSPs,C is a set of constraints.Theremay exist a public constraintin
C, � 0, de�ned by a predicate� 0(� ) on tuplesof assignments� , known to everybody.
However, eachconstraint� i ; i> 0, in C is de�ned asa setof known predicates� i (�; I )
over thesecretinputsI , andthe tuples� of assignmentsto all thevariablesin a setof
variablesX i , X i � X .

O= f o1; :::; ong is thesetof outputsto thedifferentagents.oi : D1� :::� Dm ! F ! i

is a functionreceiving asparameterasolutionandreturning! i secretoutputs(from F )
thatwill berevealedonly to theagentA i .

This framework hasbeenexperimentedsuccessfullyfor modelingandsolvingsta-
ble desk-matesproblemswith 7 participants[SAZB05] (requiring two minutes)and
stablemarriagesproblemswith 4 participants[Sil04c] (takinga few seconds).

4.2 Distrib uted WeightedConstraint SatisfactionProblems

Now let usdescribetheextensionof that framework to DistributedWeightedSatisfac-
tion Problems.

De�nition 2 A distributedconstraint satisfactionproblem(DisWCSP)is de�nedbysix
sets(A; X ; D ; C; I ; O), an arithmetic structure F , and a set of acceptablesolution
qualitiesB , thatcanbeoftenrepresentedasan interval [B1; B2]. A=f A1; :::; Ang is a
setof agents.X = f x1; :::; xm g is a setof variablesandD = f D 1; :::; Dm g is a setof
�nite domainssuch thatx i cantakevaluesonlyfromD i = f vi

1; :::; vi
di

g. Anassignment
is a pair hx i ; vi

k i meaningthat thevariablex i is assignedthe valuevi
k . A tuple is an

ordered set. I = f I 1; :::; I ng is a setof secret inputs. I i is a tuple of � i secret inputs



(de�nedona setF ) fromtheagentA i . Each input I i belongsto F � i . C = f � 0; :::; � cg
is a set of constraints. A constraint � i weightsthe legality of each combinationof
assignmentsto the variablesof an ordered subsetX i of the variables in X , X i �
X . � 0 is a public constraint de�ned by a function � 0(� ) on tuplesof assignments� ,
knownto everybody. Each constraint � i , i> 0, in C is de�ned as a knownfunction
� i (�; I ) over the secret inputs I , and the tuples� of assignmentsto all the variables
in a setof variablesX i , X i � X . Theprojectionof a tuple � of assignmentsover a
tupleof variablesX i is denoted� jX i

. A solutionis � � = argmin
� 2 D 1 � :::� D n

P c
i =1 � i (� jX i

), if
P c

i =1 � i (� � jX i
) 2 [B1:::B2]. O= f o1; :::; ong is thesetof outputsto thedifferentagents.

oi : I � D1 � ::: � Dm ! F ! i is a functionreceivingas parameterthe inputsand
a solution,and returning! i secret outputs(from F ) that will be revealedonly to the
agentA i .

Solversdevelopedin our previouswork requirethat thefunctionsin setsO andC
areinputeitherin �rst orderlogic form, or in theform of arithmeticcircuits.

The public constraint� 0 can be input into the systemusing a set of constraints
f � 1

0; � 2
0; :::g, andthetuplesof assignmentsacceptedby � 0 canbeobtainedseparatelyby

eachagent,whenneeded,usingany systematicsearchtechniquethat�nds all solutions
of aCSP, e.g.backtrackingor lookaheadalgorithms(BT, BM, CBJ,FC,MAC, EMAC,
etc.).

5 IncentiveAuctions1

To clearacombinatorialauctionaccordingto the(non-incentive)1st pricecriteriawhen
severalallocationsmaybeoptimal:

1. The participantsselectas public parametersof the problema set of variables
X wherethereis a distinct variablefor eachitem to be sold, and the domain
of eachvariableis the setof participantsthat may own the item at the endof
the auction(by winning it or by not selling it). Thereis a function � k (�; I ) for
eachparticipantAk , which associatesto eachpossibletuple � of assignmentsof
the variablesin X , an elementof I k (the bid of Ak for � ). The maximumand
minimum valueof the sumof the bids B1; B2, arealsoenforcedby allocating
rangesof possiblebidsto eachparticipant.

(Alternatively, variablescanbeassociatedto agentsandtheir domainis the bid
for eachpossiblebundle. Public constraintslimmit the possibleallocationsof
bundlesto agents.)

2. Eachparticipantdecidesits secretinputsI k (bids) for eachtuplede�ning anal-
location,by taking into accountboth the itemssheacquiresandthe reservation
priceof theitemsshecedesin thatallocation.

1PatentPending.



3. The secretinputsaresharedwith a secretsharingscheme.The weight of each
publicly permittedconstraint� k (bid of eachagent)is computedsecurely(typi-
cally equalto theinput).

4. A solution of the DisWCSPis computedwith a secureprotocol (e.g. MPC-
DisWCSPx)[SM04]. As aresult,asharedsecretwi will specifythevalueof each
variablex i in theselectedoptimalsolution,andw0 speci�esthe total weightof
theselectedsolution.

5. The chosenallocationand its total price canbe revealedby reconstructingthe
secretswi from shares.

To reveal the winner allocationonly to the participantsinvolved in it, the par-
ticipantsmustagreeon the functionsok specifyingthat eachparticipantlearns
the allocationof the items that she receives. Also, eachparticipantreceives
the sharesof the variablesfor items that sheis selling, to learnwhom to give
them. Namely, ok returnsan arraysuchthat with m itemsandn participants,
8i; 0 < i � m, if x i modelsan item of Ak then ok [i ] = x i , otherwise
ok [i ] = (x i = k). These�rst orderlogic predicatesaretranslatedin arithmetic
circuits asshown in [SZB04]: (x i = k) (aka� K (x i ; k)–Kronecker's delta)be-
comes 1

(k� 1)!( n� k)!

Q k� 1
i =1 (x i � i )

Q n
i = k+1 (i � x i ). Other ways of computing

� K (x i ; k) aregivenin [Kil05, DFNT05].

6. The exact price pu to be paid by each agent Au in this case is the bid
of the agent Au for the solution, and can be made known to a partic-
ipant A i with an output o0

i [u] = � u(� � ; I ), by the arithmetic circuit:P
k � (

P n
i =1 (wi

Q i � 1
j =1 di );

Q n
i =1 di )[k]� u(� k ; I ),

where wi is the sharedsecretspecifying the index of x i in the solution and
� (s;d) is a function translatinga sharedsecrets into a vector of sharedse-
cretswith dimensiond+ 1 having a oneat index s and0 elsewhere(seefunction
value2unaryconstraintX in [Sil03]). Callingthe� functionis notneeded
whenusingDisWCSP2,DisWCSP3,or DisWCSP4,sincethey alreadyhave the
resultasthevectorthatis theoutcomeof unshuf�ing.

Theresultis thevalueof thepoint productbetweenthevectorreturnedby � and
avectorwith theweights(bids)for eachtuple,orderedlexicographically.

The previous arithmeticcircuit is usableif eachagentprovided a separatebid
for eachpossibleallocation[Sil02, YS03, NSY04]. Otherwisean appropriate
arithmeticcircuit hastobedesignedthatisadaptedtoselectthebidof thewinning
solutionfrom theformatof theinputof thebidder.

For incentive auctions(usingClarke tax, like GVA), oneusesthealgorithmfor 1st

priceauctionsasacomponentwheretheresultis not revealed:



function GVA(T,(X,D,C))
SHUFFLE(X,D,C)//usingthemixnetor arithmeticcircuits;
for b = B2 to B1 do

for i=1 to T do
for j=1 to n do

cj [i ] = � K (b;
P

� 2 Cnf � j g � (� i ));

F[b]=DisCSP1(T,(X,D,C));
Wj [b] = 1 � � (

P T
i =1 cj [i ]);

W=integrateF [b] to getwi usingtechniquein [SM04];
for j=1 to n do

w0[j ] =
P

b= B 2 toB 1
bWj [b]� K (0;

P B 2
k= b+1 Wj [k]);

UNSHUFFLE(W);// Unshuf�e eachvectorin W separately;
for k = 1 to n do

pk is computedasin Step6 of 1st priceaction;
w0

0[k] = w0 � pk ;
VCGk = w0[k] � w0

0[k];

revealallocationswi to interestedagents(asin Step5 of 1st priceaction);
revealeachAk its Vickrey-Clarke-GroovestaxVCGk ;

Algorithm 2: GVA for anauctionrepresentedasasharedCSP(X,D,C).

GVA

� Thewinningallocationis computedwith thealgorithmfor 1st priceauctions
without revealingtheresults.Namely, at theendof thelaststep,thepricepk

to bepaidby eachagentAk is not revealedbut it is independantlysubtracted
from w0 (the sharedsecretrepresentingthe total weight of the solution to
theDisWCSP, asreturnedby theusedMPC-DisWCSPx)obtaininga shared
secretw0

0[k] = w0 � pk .

� Additional n more maximizationprocessesare run solving the DisWCSP,
eachk-th maximizationby not consideringthe bids of the agentA k , and
recordingtheobtainedw0 asw0[k] (skippingthecomputationof thecorre-
spondingallocations,wi for i > 0).

Separateshuf�ing/unshuf�ing is not neededin usedMPC-DisWCSPxpro-
cessingfor theseadditional maximizations,and thesecomputationsare
preferablydoneon the shuf�ed encodingof the problemusedat Step4 in
thealgorithmcomputingthewinningallocationwith 1st pricecriteria.

� Theprice(Clarketax)to bepaidby eachbidderAk is givenby w0[k]� w0
0[k].



6 Analysis

We have shown herehow to apply securesolvers for Distributed WeightedCSPsto
securelyclear incentive auctions(in particularGVA). The computationalcomplexity
for securelyclearinga GVA auctionwith this techniqueis givenby thecostof solving
theDisWCSP, i.e., b timeshigherthanto solve a DisCSPof thesamesize(whereb is
thenumberof possibletotalweights– aggregatedutilities – for anallocation).

For then roundsof optimisationfor �nding w0[k], thecostif nb callsto thesatis�-
ablefunctionfor c � 1 constraints.

Remark 1 Then runsof thesolverfor computingtheelementsof w0[k] will addonly
O(nb) calls to the satisfiable(P) function,each of themexcludingan agent's
constraint (bids).

SecureStochasticTechniques Onetypicalwayto improvethespeedof GVA solvers
is to reducethe numberof possiblebundlesto a small prede�nedset. Whenpossible
sucha techniquespeedsour securealgorithm sinceits cost directly dependson this
number(speciallywhenbasedonMPC-DisCSP4).

Anotherwayof speedingupcomputationsis by usingsecurestochasticsolvers(that
exploreonly a subsetof thesearchspace),asSMPC-DisCSP1.However, to ensurein-
dividual rationalityonehasto guaranteethatall instancesof theoptimization(for the
computationof eachw0[k]) have to berun usingonly allocationsthatwereconsidered
at thecomputationof thewinning allocation.This canbeachievedif in theaforemen-
tionedmethodfor solvingGVA, the sameT is usedfor all the n computationsof the
elementsof w0[k].

7 Comparisonwith relatedwork

Thereexist many recentalgorithmsfor securelyclearingincentiveauctions(e.g.,[Sil02,
YS03, NSY04, YS04]). The techniquein [YS04] is basedon dynamicprogramming
andthereforecanbefaster. Our techniquedifferentiatesitself by theguaranteethatthe
solutionis selectedrandomlyamongtheoptimalallocations.Othertechniquesdid not
usedistributedCSPs(except indirectly by our previous techniquein [Sil02, NSY04],
but wheretheproblemof severalsolutionswasnothandled).

8 Conclusions

Privacy hasbeenrecentlystressedin [MJ00, FMW01, WF02, FMG02, YSH02b] asan
importantgoalin designingalgorithmsfor solvingDisCSPs.In this articlewe have in-
vestigatedhow versionsof old andfamousproblems,incentive auctions,canbesolved
suchthat theprivacy of theparticipantsis guaranteedminimizing evenwhat is leaked
by the selectedsolution. Incentive auctionsarea very intense�eld of researchasap-
plication of agentsandeconomictheories. Our techniqueusessecuresimulationsof



arithmeticcircuit evaluationsand is thereforeinformation theoreticallysecurewhen-
ever no majority of theparticipantscolludesto �nd thesecretof theothers,andwhen
all agentsfollow theprotocol.Sincewearerestrictedto arithmeticcircuits,full privacy
is achievablewith computationalsecurity. We alsoshow how fasterbut incompletese-
curesolverscanbeprovidedusingthesecurestochastictechniquesproposedin [SF05],
namelyby making surethat the samesubsetof the searchspaceis explored by the
differentoptimizationinstancesperformedby theGVA solver.
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