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Abstract

Everybody has its own constraint satisfaction prob-
lem, private concernsthat ownerspreferto keepasse-
cret as possible. Resourcesmay be sharedand cause
the needfor cooperation. Here we considerthe case
where privacy is an overwhelming requiremert and
we assumethat a majority of the participants are in-
corruptible. Namely, givenn participants, at leastan
n=2 unknown subsetof them are trustworthy and not
corrupted or cortrolled by attackers. This is a com-
mon assumption in cryptographic multi-party com-
putations where techniques exploiting suc assump-
tions are known as thresholdschemes

This work shavs how a random solution of the de-
scribed problem canbe o ered with a secureprotocol
that doesnot reveal anything exceptthe existenceof
the solution and tells ead participant the valuations
corresponding to its subproblem. The technique is
based on the properties of the recent Paillier cryp-
tosystem and needsno external arbiter.

1 Intro duction

Each participating agert has his problems. Private
concernscan often be formulated as constraint satis-
faction problems(CSPs) and then be solved with any
of the applicable CSP techniques. But life is more
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di cult than this: we must shareour streets, busses,
shops,greenspacessecurity, civic infrastructure, na-
tional researt budget, and even our polluted air and
ozone layer. We may have to share our tools and
consumablesand coordinate on our agendas. There-
fore one hasto nd agreemeits with the others for

a solution from the set of possible alternativ es that

satisfy his subproblem. The generalframework mod-

eling this kind of combinatorial problems is called
Distributed Constraint Satisfaction.

A distributed constraint satisfaction problem
(DisCSP) isde ned asasetof agerts, Aj; 5 Ay, ead
agert A; willing to enforcea corresponding set of pri-
vate constraints, Cj. A constraint c 2 C; isde ned by
a predicate on a set of variables, V.. The setsof vari-
ablesinvolved in the constraints of dierent agerts
may not be disjoint. The union of all the variables
is fX1;::5;Xm@g and ead variable x; can take values
from an assaiated domain D; = fv};::;vig. Here
we assumethat agens know the variables involved
in the constraints of ead other (false variables can
be addedto hide this). Instead, agerts want to avoid
that others nd details about the exact combinations
allowed by the constraints they enforce.

The methods proposed here allows the n partici-
pating agens to securely nd a solution by interact-
ing directly without any external arbiters and with-
out divulging any secrets. A common assumption in
some multi-part y computations is that an unknown



majority of the participating agerts are trustworthy
and not corrupted by any adversary There, given a
problem with n agerts, no subsetof t malicious agerts
that follow the protocol (typically called passivead-
versaries), t<n=2, can nd anything about others'
problems except what is revealed by the solution.
This threshold schemeappliesto our result aswell.

First we describe an algorithm that computes se-
curely one solution of a DiSCSP, namely the rst in
the lexicographic order induced by a prede ned or-
dering on variables and values. The returned result
divulges more information than what was needed.
Namely it divulgesthe fact that there is no solution in
tupleslexicographically ordered before the returned so-
lution. This information on a part of the seart space
is typically not a requiremert in the problem descrip-
tions and therefore may bring unnecessaryand unfor-
tunate privacy losses.Subsequeh researt e ort led
to the next described algorithm which is basedon the
Paillier cryptosystem and on Merritt's election pro-
tocol. This time (for satis able problems) a random
solution is returned without leaking any information
about the existenceof a solution in any other seard
subspace. The algorithm is refutation complete and
terminates. This is a polynomial space complexity
complemen of the methods we proposedin previous
documernts and which are basedon di erential bids.
It can deal with both satisfaction and optimization
problems.

Our protocol is basedon three cryptographic tech-
niques: Paillier public key cryptosystem [Pai99],
Shamir's secret sharing [Sha79], and Merritt's elec-
tion protocol [Mer83]. After an example, we start
our preseration by rst introducing these elemers.
Next we describe the technique that we developed
and we end with a discussionabout the motivations
and potential of other designchoices.

2 Example

A common problem, meeting scheduling, consist of
nding allocations for a set of sharedresourceslike:

Place of the meeting.

Date of the meeting.

Topicsto be discussed.

Tools to be brought by participants.
Hotel availabilit y.

Transportation availabilit y.

The problem can be stated by using a set of rst

order logic predicates whose variables' values rep-
resent possible allocations of the shared resources.
Many researty communities treat this caseas a par-
ticular problem caseof larger theories: articial in-
telligence will refer to it as a constraint satisfac-
tion/optimization problem, operations researt calls
this problem a particular case of integer program-
ming.

Problem Formulation When we try to solve a
meeting scheduling problem, the rst stepisto gather
all the data: resources(variables), possible alloca-
tions (variable domains), and the logic predicates
that have to be satised. In mathematically ap-
proaching the problem it is often tempting to jump
too easily over this step. Howewer, a seriouse ort to
bring it into practice will encourter herethe most dif-
cult problem: How to elicit the predicatesin which
the particip ants are interestad? Let us seea couple of
these predicates:

Mr. A needsthat the meeting place should be
reachable from his location with the 500% avail-
able through his funding. He alsoneedsan over-
head projector.

Mr. B is supported by a funding paying only
national travels up to 300$.

Mr. C works for afamouscompary that requests
his employeesto sustain its image by only using
at least 3 stars hotels, but cannot pay more than
100$per night and 900$for transportation.

Mr. E is the managerof a large chain of hotels
that cooperateswith this conference.He wants
to make sure that he hasthe needednumber of
rooms and that the price chosenfor rooms does
not lead to nancial losses.



Mr. F would like to alsocover a holiday at a sea
or a lake with the funding for the conference for

which the ticket should anyhow be cheaper than

400%

Mrs. E hasno available funding but shecan use
her United frequernt y er program, and she also
wants to avoid a conferenceduring the academic
year.

As we can seefrom the examplesbefore, someof the
constraints of the participants can be made public
easily (e.g. the requirement by Mr. A of having an
overhead projector). However, some of the require-
ments should (if possible)be concealed(e.g. Mr. F's,
Mrs. E's), while somemust not be divulged (e.g. the
onesof Mr. C).

Two conclusionscan be drawn from this example:

The divulgence of some predicates should be
avoided. One hasto keeptrack of who enforces
private information. To help hiding ewven the
presenceof secrets(steganograply) the assump-
tion will have to be that everybody has private
information. To ensure satisfaction of the pri-
vate requiremerts, the link betweenthe identit y
of the participants and the problem cannot be
lost.

Somepredicated can be easily elicited from par-
ticipants (e.g. Mr. A's). It is ecient to elicit
such predicates and to usethem in preprocess-
ing the problem. Sudc preprocessingcan consist
of nding good cutting planes or of somelocal
consistencytechnique.

The rst of the aforemertioned conclusionsstates
that the identity of the participants generating the
problem should becomea part of the problem de-
scription. This is the reasonwhy DisCSPs must be
de ned separatelyfrom simple constraint satisfaction
problems. A DisCSP PYA; X;D;C) is a nite con-
straint satisfaction problem P(X;D;C) wher each
predicate ¢ in C is known only to a single partici-
pant, Aj. A; 2 A wher A is the set of all partici-
pants. Note that any predicate p( ) can be seenasa
function p: X ! fO0; 1g where0 standsfor unsatis ed
and 1 stands for satis ed.

3 Public key cryptosystems

By cryptosystem(or cryptographic systemor cipher)
one refers a system usedfor encryption and decryp-
tion of data. One always stressesthat a cipher has
two distinct elemens: encryption and decryption.
The cipher is also referred to as a pair of algorithms
E; D together with their keys, Kg;Kp. The input
to an encryption algorithm is called plaintext and
the output is the ciphertext. Given a plaintext m,
we obtain the ciphertext by Ex.(m). Decryption
retrievesthe plaintext m = Dk, (Ex (m)). A pub-
lic key cryptosystem s a cipher where the encryption
and decryption usedi erent keys. Theoretically, such
asymmetric cryptosystemsmay still require that both
keysare secret,but particular importance is given to
ciphers where one of the two keys is public and the
other one is the secretof a single user. It should be
intractable to obtain the secretkey from the public
key. When the encryption key is the private onethen
the system can be usedfor generating digital signa-
tures. The exchangeof secretsis achieved with public
key cryptosystems where the encryption key, Kg, is
public.

The rst published public key cryptosystem is
the Die-Hellman key exdhange algorithm [DH76],
a version of which is also known under the form of
the ElGamal cryptosystem [EIG84]. Next deweloped
techniques, also known as knapsadk cryptosystems,
were based on the well known intractabilit y of the
Knapsadk problem. Some knapsadk cryptosystems
had other nice properties, we mean homomorphisms
of type Of;8my;mz;f (Eke (M1);Eke (M2)) =
Ex . (m1 + my) which are of particular interest for
this work [MH78]. Unfortunately, many knapsad
algorithms were proven to be insu cien tly secure.

3.1 Palillier cryptosystem

Our technique needsan encryption function Ex. :
Sp! Sc (Sp is the domain of the plaintext and Sc
the domain of the ciphertext) that hasthe (+; )-
homomorphic encryption property:

8mi;m, 2 Sp; EKE (ml)EKE (m2) = EKE (m1+ mz):



This property is oered by the Paillier cryptosys-
tem [Pai99. The Paillier cryptosystem usesmodu-
lar arithmetic, mod n and mod n?, with n chosen
as product of two large primes n = pq (similar to
RSA). The prime numbersp and g have to be chosen
very large and approximativ ely of the samenumber
of digits. Primes can be found e cien tly with ac-
ceptablefactor of certitude by using the Miller-Rabin

algorithm [Knu98]. The recert technique of Agarwal
et.al. [ASK02] allows for an exact test with polyno-
mial cost for the primality of any given number.

We recall that Z,, is the set of residuesmod n. For
the encryption of a plaintext m, m 2 Z,, Paillier
proposedto selecta number g, to randomly chosea
number r 2 Z,, and then to call the next function
returning the ciphertext c:

g's order is a nonzero multiple of n (ie. 9 2
Z,.;g" 1 mod n?). The requiremert! on g is
neededin order to ensurethat Eg., is bijective (hav-
ing an inverse). For decryption of a ciphertext c,
¢ < n?, the computation is as follows:

(c ™ modn?) 1
_ n
m = @ mod nd I mod n

n

Carmichael's lambda function at n, (n), is the
size of the largest cyclic subgroup of the multiplica-
tive group modulo n, Z,. (n) returns therefore
the smallest number such that for any m with
gcd(m; n)=1 the congruencem mod n = 1 holds,
where gcd stands for greatest common divider. Its
de nition for a number N with prime factoriza-
tion N = pftupdc is (N) = lem[ (p*); 5 (PRl
where Icm stands for least common multiple and

a y def 28 2
(p| ) p:'ﬂ\ l(pi

if pp=2anda > 2
1) otherwise

For our casewith n=pg, weget (n)=Icm(p 1;q
1). The n" residuosity classof w with respect to g,

1it can be tested that

ged( 2 m ln mod ”z;n)zl.

by checking

denoted[w]g, is the unique integer x 2 Z, for which
9y 2 Z,, such that g*y" mod n? = w (i.e. [, is
the decrypted w). The Composite Residuosity Class
Problem is the problem of computingM]g givenn and
its complexity wasshown to depend neither on w nor
on g, but only onn. The complexity of the Composite
Residuosity ClassProblem is proven higher than the
complexity of computing n-th residuosity modulo n?
(i.e. 9y 2 Z,. with z = y" mod n?, for given z),
which is believed intractable [Pai99].

The proof of the correctnes of the Paillier de-
cryption is immediate based on the obsenations

that: [, 0 ld," modn, ., [+’
mod n, and W(”)ln—mo"”z (n)id, , mod n.
The (+; )-homomorphic property of the Paillier
cryptosystem results from the fact that IE/V;[WQ]I]
[wil, + w2, mod n. In consequencedri;r;9r, sud
that Eg.n (M1;r1)Egn(M2;r2) = Eg:n(My + mo;r):

Example 1 If p=5, ¢=3, then n=15, (n)=4,
n?=225, g can be 11 (1141 1 mod 225. If
the encryption chosestwice r=4 then Ej;.15(1;4) =
164, E1115(2;4) = 4. Note that 164 4 = 656
E11;15(1+2;4 4) mod 225

In the following we only use Paillier encryption.
The Paillier encryption presened above returns a ci-
phertext whosesizeis double the sizeof the plaintext.
Paillier obsened that the encryption being bijective,
one can reconstruct both m and r from Eg;, (M; ).
As aresult, by splitting m into its quotient m; and
residue m, modulo n, one gets a secondcryptosys-
tem,

Egn (m) =
Egn(my & f loor(™); m, € (m mod n)):
m2Z,. wherethe ciphertext hasthe samesizeasthe

maximum size of the plaintext. mo is reconstructed
asm,=(EJ,(m)g ™ mod n)* = med (M mod n.

3.2 Merritt's

We randomize the extraction of the solution by let-
ting agens to jointly generatea secretreformulation
of the problem. In order to destroy the visibilit y of
the relations betweenthe initial problem formulation

election proto col



and the formulation actually usedin computations
one can exploit random joint permulations that are
not known to any participant. Suc permutations ap-
pearedin Merritt's vote counting protocols [Mer83].
Here we reformulate the initial problem by reorder-
ing the valuesand the variables. Se\eral descriptions
and versionsof Merritt's election protocol exist. We
explain rst this algorithm for valueswith oneindex.
We usethe index notations described in [GB96] upon
the version used in [Gen9], with additional slight
rephrasing for the current application and notations.

Merritt's election protocol was initially meart for
accourting the votes during electronic elections and
ensuresthe privacy of the relation vote-elector by
reordering (shu ing) the indexesof the votes. The
shuing is obtained by a chain of permutations
(each being the secretof an election certer) on the
encrypted votes. n agens, Aq;:::; Ay, are orderedin
a chain (called in the following, Merritt chain). Each
agernt A; distributes 2 public encryption algorithms
Eg ., and Eg: .n.,, denotedfor simplicity E;, E}, and
keeps corresponding private decryption functions
D; and D{. Similarly, E ., is denoted by E? and
its decryption function by DP. Sometimeswe write
Ei(m) instead of E;(m;r), to simplify the notation.
Each agert A; that announcesa value v; for an
index j choosesa random number h; and random
numbersry; ;i rnj and computes:

E1(E2(En(EQECEES ((BE(vi;hy))im))irng )i
r2j)ira) = Y
Given a function q, let fg(k)gx denote the vec-
tor of values of q(k) taken in ascending order of
k. The yi; values gatheredin a vector fy; g ac-
cording to their secondindex, j, are posted through
the chain of participants in order from A; to A,.
Each A; chosesa secret random permutation
[1:n]! [L:n]. We also dene i (fXiGeopan) =
fx 1o G2z After receiving fyij g;, Aj broad-
castsfyi+i;jogjo= i(fDi(yij )g;) anddiscardsall rj; .
An broadcastsfy, . jm g :

Yns1jm = EXEICIES 1(En(Ynsryihy))i)

Now values have been shued as the relation

(i) was lost. The shued value can be found
immediately by an additional decryption round in

the order Ayl Aol b AL Aq sendsfyg;j(n)gjm,
Y3 = DADXYne1ym)). Each agert Aj;1<i<n
computes ¥, ., = DADAEY 1(y% ) An

broadcasts the pairs fvj;hjg = D(E? 1(yf1’;j )8
Eacdh A; cheds for the presenceof its h; .

Here, eath E; must have a di erent modulus n;.
In the rest of this paper the algorithms work with
encryption functions having all the samemodulus.

3.3 Shamir's secret sharing

We intend to have the participants interact directly
(without intermediaries or trusted arbiters) to per-
form all the computations required for solving this
problem. But the parametersusedin their computa-
tions and represerting other agens' problems should
be random numbers, otherwise secretsare leaked.

Let us give a simple example of such techniques.
Three faculty members,Ag, A1, Az, want to compute
the averageof their wagesxg; X1; X2 without revealing
any one of them. Each professorA; generatestwo
random numbers, ri; 1;ri;1. A; sendsead rij to
A(i+j) mod 3 through an encrypted channel. Each A;
computes
M = Xitri+y) mod3); 1HI( 1) mod3);z iy 1 i1
and publishesr;. Their averagewageis (ro+ry+r,)=3
and no particular wageis revealed exceptif commu-
nication is intercepted, or if two professorscollude.
We shaw in this paper how such computations can
be extendedto solve generalCSPs. In the simple ex-
ample above, the secretswere shared among partici-
pants in the computation by using random numbers.
A slightly more careful secretsharing technique is fa-
mous due to its properties that allow for somemore
generalcomputations. This is Shamir's secretsharing
that we presert now.

Considerthat a secrets should be split and shared
amongn participants in such away that any t of them
canreconstruct s but not 1 participants could infer
anything. A classical example is the accessto the
nuclear bombsin former USSRwhereallegedlyout of



three political leaders,any two could have launched a
nuclear weapon but no single one could do anything.

The idea of Shamir comesfrom the obsenation
that a polynomial f (x) of degreet 1 with unknown
parameters can be reconstructed given the ewalua-
tion of f in at leastt distinct valuesof x. This can
be done using Lagrangeinterpolation. Instead, abso-
lutely no information is given about the value of f (0)
by revealing the valuation of f in any at mostt 1
non-zerovalues of x.

Therefore, in order to share a secrets to n par-
ticipants A1;Az;:An, one rst selectst 1 random
numbers apiiia 1 that will de ne the polynomial
f(x) = s+ itzll(aixi). A distinct non-zeronumber
k; is assignedto ead participant A;. Each partic-
ipant A; is then communicated over a securechan-
nel (e.g. encrypted with E;) the value of the pair
(ki f (ki)

Let all the values of a;;s;ki;f (x) belong to a
eld S. The previous claim about the security
of s given the valuation of f in lessthan t dis-
tinct points, f (kw,)=11;::f (kw, ,)=1t 1 holds only
if 8s2S, 9ai;::;a; 12S dening a polynomial f
such that 8i; O<i<t;f%ky,) = I;. This condition
holds when S is a Galois Field. Note that on com-
puter implementations S cannot be the setof realsIR
sincenot all realsare represertable in available oat-
ing point represenations. Therefore, at least when
the domain of the secretis nite, it is a good choice
to have S chosenasthe nite eld of orderp, Z, (aka.
GF (p)) for someprime p. We sa that we achieved
a (t; n) secretsharing threshold scheme.

Multi-part y computations ~ Oncesecretnumbers
are split and distributed with a (t;n) threshold
scheme, distributed computations of an arbitrary
agreed function (from a certain class) can be per-
formed over the distributed shares,in such a way that
all results remain sharedsecretswith the samesecu-
rity properties (the number of supported colluders,
t 1) [Yao8]. For Shamir's secret sharing [Sha79],
when the samedistribution of k; is used for all se-
crets, the computation of the sum function can be
e cien tly implemented as a sum of the sharesfor
corresponding samples. Consider two sharedsecrets,

s; and s;, sharedusing the polynomials:

X1 _
st ((&)x');

i=1

X1 _
Sp+ ((b)x');

i=1

1)

I(x)

g(x) 2)

where ead agert A; knows I(kj) and g(k;). If eah
agert A; addsthe sharesit has,I(k;i)+ g(k;), it obtains
a point on h(x) = I(x) + g(x), namely h(k;). The
secretvaluesh(ky); :::;h(k,) de ne avalid sharing of
the secrets;+ s, with a (t,n) scheme:

X1 _
h(x) = (si+s2) +  ((a+h)x');
i=1

3

Multiplication of a shared secrets; with a public
value k is easy One only multiplies ead share with
k. The n obtained sharesare indeed the valuations
of

X1 ,
kKI(x)=(ksp)+  ((kai)x');

i=1

(4)

in the points ky;:::; kn, and this is a valid (t; n) shar-
ing of the secretks;.

Multiplic ation of two shared secretsis more com-
plex and recert resear® has focused on improving
its e ciency [HMPOOQ]. Consider again the two shar-
ing of secretsin Equations 1 and 2. If ead agen
A; multiplies the sharesit has, it obtains a point on
h(x) = I(x)g(x), namely h(k;).

X2
(cx');
i=1

®)

h(x) = s152 +

where ¢ = s;h + sya + P'y:1 (ayb y). No-
tice that whenewer 2t 1 n, then Equation 5 and
h(ky);:::;h(ky), is a valid (2t 1;n) sharing of the
secrets=s;S;. But what we want to get is a (t; n)

threshold schemesharing. One noticed that the com-
putation neededto reconstruct s out of the secrets
h(k1);:::; h(kn) using Cramer's rule involvesonly ad-
ditions of secretsand multiplications of secretswith

public values:



T

h(ky;)
s=( ky) (R I )
i=1 W i=1 Ky, Ym2[1::i Li+1 ;:::T](kum Ku;)
o | (6)
where °; (kj) and < Lo k) A€

! (m>n )’\(i:m_i:n)(km

public. Therefore, let ead agen A; share the se-
cret product it knows, h(k;j), with a (t;n) thresh-
old schemeversion of Shamir's secretsharing. Then,
Equation 6 can be computed with repeated applica-
tions of the aforemenioned techniques for sum and
multiplication with public values.

Any function basedon additions and multiplica-
tions can therefore be compiled unto securecrypto-
graphic protocols. When a certain function has to
be computed on shared secrets, all its steps can be
performed using secureprotocols for the correspond-
ing steps. This can be donein suc a way that any
(<t) colluding participants that cannot directly nd
the initial secrets,cannot nd anything elsethan the
o cial output of the protocol. Tecniquesfor compil-
ing protocols for honest parties when lessthan n/2
players cheat, and that are based on intractabilit y
assumptions, are proposed in [GMW86, GMW87].
[CCD88a, CCD88h, BOGW88] shanv compiling tech-
niques for caseswhere lessthan n/3 players cheat
and that are securewithout intractabilit y assump-
tions. [BOGW88] details a quite e cien t technique
resisting lessthan n/2 cheaters,when all participants
comply with the protocol.

Secret reconstruction A secret computed by
multi-part y computations on a (t,n) Shamir sharing
can be reconstructed if t sharesare revealed. In gen-
eral, revealing the t sharesof the computed shared
secretdoesnot allow to compute anything about the
shares of the initial secret parameters used in the
multi-part y computation.

Nevertheless, specially for some techniques using
veri cations of somepartial results in the computa-
tion, revealing the secretsharesof the partial secret
results may not be zero-knonvledge. Now we showv a
technique that allows to reconstruct a shared secret
without revealing any of its shares.

Let us considerthe sharing (s1;:::;sn) of a secret

s wherewe want to reconstruct s. Let ead agert A;
participating in computation secretly generatea (t,n)
Shamir sharing of 0, (z};:::z;) and distribute z] to
A; on a secure(encrypted) channel. Each agert pro-
ducesa zero-knawledge proof that his sharesstand
for the secret0, using one of the methods in the lit-
eratyse [Sta98 Gen95]. Each agert A;j computesthen
Si+ .51 Z¥ and publishesthe result. The result
is a sharing of s, while the sharesthemseheslost any
relation to the initial shares.

4 Searching for the rst solu-

tion

As mertioned in previous sections, any algorithm
that can be implemented solely with additions and
multiplications (without branching with conditions
on secrets) can be straightforwardly translated into
a secureprotocol with threshold schemes. We show
such an algorithm for nding the rst solution (given
a lexicographic order) of a generalCSP. It translates
automatically to DisCSPs. Subsequeh sections ex-
tend this algorithm to extract randomly a solution.

Imagine we want to solve the CSP P = (X;D;C)
where X is a set of variables x1; X»; :::Xm, C is a set
of functions with results in the set f0; 1g (the con-
straints), and D a set of nite discrete domains for
X. The domain of x; is D; 2 D, whosevalues are
Vi;Vvhii vl (i.e. all domains are extended to d val-
ues). The solutions of P are thepvaluations (of type
h(xa;vh )i (Xms v i) with o c(j,.) = iCj.
Here ;. denotesthe projection of to the vari-
ablesin V;. All constraints are extended (e.g. with
redundant variables) to obtain a constraint hyper-
graph [Tsa93 that is symmetric (in worst caseeadh
constraint will involve all variables, and constraints
of a given agert can be composed).

De nition 1 The rst solution of P given a to-
tal order 1 on its variables X, and a total order
on its values , is the rst among solution tuples
whentheseare ordered with the lexicographical order
induced by ; and .

Often, one hasto restrict a problem by adding ad-
ditional constraining functions. We de ne the union



between a problem P (X;D;C) and a function
c(c: X% f01g, X© X) as the problem
P=(X;D;C][ fcg).
ND- def N-
(X;D;C)[ ¢ = (X;D;C[ fcg)

Let us imagine that we have available a function
satisfiable :CSP!f 0,1gwith the next property (an
exampleis given later):

1
0

if P hasa solution
if P is infeasible

def

satisfiable (P) =

We will designnow a setof functions: f1;f,;:: fm,
fi : CSP! IN, such that ead f; will return the index
of the value of x; in the rst solution (betweenl and
d), or 0 if no solution exists.

def Kk if P hasthe rst solution for x; = v{(

fi(P)

0 if P hasno solution
Therefore, we rst design the functions
Oi1:0i2,:5 0. Gy :CSP ! f0;1g.
def( 1 if (P [ p) hassolution for x; = vi
g; (P)= ks

0 if (P k[‘ «p ) is infeasiblefor x; = v/
<i !

gi; (P) is 1 if and only if the problem obtained by
adding to the CSP P the function

def

IO E

1 ifx = vii in valuation e
0 ifx; 6 v]-' in valuation

that selectsthe value vji for xi, and 8k;0<k <i, the
functions ¢

def

1 if x, = vK in valuation
. fk(P) . .
0 ifxx 86 kak(P) in valuation

k;P( ) (8)

instantiating previous variablesto their valuesin the
rst solution, is satisable. Vf ;) is the fi(P)"
value of xi, the value that xx takesin the rst so-
lution. Namely, a simple implemertation of g;; is:

g; (P) = satisfiable (P [ {k[<i 9)

kP )

This is a recursionand is possibleby rst comput-
ing the value of the rst variable in the rst solution,
f1, basedon g; as described next. Basedon the
result one can compute all g>; . Then, one can now
computef,. The recursioncortinueswith all g;; that
help in computing f; for all i up to m.

To help computing f;, we dene the functions
ti.1;ti2s i tja, tj; CSP I £0;1g. t,«(P)=1if and
only if in a chronological badtracking seard tree no
satis able subtree exists under any node x; =V} ; k<i ,
when previous variablesare assignedaccordingto the
valuesin the rst solution:

ti(P) = 1 g«(P))
0<k<i

(10)

Functions tj; are obtained incremertally as fol-
lows:

1
i 1(P) (@ g 1(P)
Once tj; have been computed for all i, one can

compute the index of the value of x; in the rst so-
lution, namely f;:

(11)
(12)

tj;l(P)
tji (P)

xd
fi(P)= i
i=1

(g (P) :(P)) (13)

Lemma 1 The functions g and f given by Equa-
tions 9 and 13 correspnd to their de nition.

Pro of The properties can be chedked recursively
starting with gi.x and ;. After computing g.x and
f; onecan chek g+1 .k followed by fi.1, etc...

Implemen ting satisfiable (): Let SS(P) bethe
ordered set of all tuples in the Cartesian-product of
the domains of P hX;D;Ci. Each function c
in the set of constraints C can be transformed (by
adding redundant parameters and reordering them)
to a function, G : SS(P) ! f0;1g. The secretpa-
rameters of the computation are the various values
c(") where" are tuples in the domain on which the
corresponding c is de ned. Let usde ne @e function
p,p:SS(P)! f0;1g,dened asp( )= ., Ge( ).



pro cedure satis able(P) do
1. =rst tuple; a=0; b=1;

2. loop:a=a+p() b

3. if (problem space exhausted), then terminate and
return a.

4. b=b (1 p()
=next tuple;

L 6. goto loop
Algorithm 1: satis able(P).

function value-to-unary-constrain ti( v, M)

1. Jointly, all agents  build a
u= hug;uz;:i;upmi with 4M 2
multiplications of shared secrets by computing:

vector u,

1. the shared secret vector: fxigg i m ., Xo=1,
Xispt =Xi (v i)
2. the shared secret vector: fyido i ™. Ym =1,
yi 1=yi (i V)
then, uy = W(v k+ 1)xk Yk, where 01 € 1.
= 2. Return u.
Algorithm 2:  Transforming secret value v 2

f0;1;2;:::;;Mg to a shared secret unary constraint.
This is a multi-part y computation using the shares
of secretv.

Now we can nally design an implementation for
satisfiable  (seeAlgorithm 1).

satisfiable

Y
(pCi) @ pC)

k<i

(P) =

i12SS(P)

Prop osition 1 Given the previousde nitions of the
functions p, satisfiable , g;; , andf;, and a problem
P, the vector fv;i(P)giz[lxm] de nes a solution of P
(the rst one).

Pro of Immediate from the de nition of the func-
tions f .

To avoid storing all the tuples in memory, the
function satisfiable  is computed similarly with the
functions g;; , namely by using two temporary values.

Remark 1 The computation of each f;(P) requires
only additions and multiplications of the secrets.
There exist some branchesin loops but they do not
involve evaluations of secrets (they are equivalent to
completely unfolded versions).

Remark 2 Whenever an element of the vector
ffi(P)gi2p1:m; is O, the computation can be stopped
since P is infeasible (Algorithm 3, step 2).

do

1. Securely distribute to eadh agert A; (e.g. by en-
cryption) Shamir shares of the feasibility of each
local tuple "} of Ai: ("\;sl, ). s}, is Aj's share of
the secret c("}).

pro cedure SecureSatisfaction

2. Jointly compute satisfiable(P) (using Algo-
rithm 1 compiled into a multi-part y computation).
If P is not satis able (result 0), terminate with fail-
ure.

3.j=1
4. Compute in parallel all gjx (Eg. 9). Functions ]k

are public, therefore one simply setsp( ) to O when

k() is 0, and disregards K otherwise.

Compute t; (P) for all k, from 1to d (Eq. 11).
5. Compute fj (P) (Eg. 13).

6. The shared secret f;(P) wil be transformed
in a unary constraint extensively represented
by a vector f0 of size d. The fi(P)" ele-
ment denoted fjo[fj(P)] is 1 and all the other
elements are O. This is achieved by the
call value-to-unary-constraintl( fi(P) 1,d 1).
The function value-to-unary-constraintl doing
this is shown in Algorithm 2.
fjo is used to evaluate j;F,( ) in future steps 4 by
returning the k-th element of the vector, fjo[k], for

; =yl
a parameter tuple having xj = v,.

7. if j = m, then terminate algorithm:
7a For all k, let f(P) berevealed to the owners
of the x; variable (agents that have functions
involving xj). This is done by reconstructing

the corresponding secrets from their shares
with Shamir's technique.

8. j=j+1
L 9. goto step 4

Algorithm 3: Algorithm performed by eact agert A;
for nding a solution satisfying conditions where g
functions are computed in parallel. It is possible
to also compute them sequetially with lower space
complexity.

Remark 3 To compute the whole vector
ffi(P)Giaizm], SOMe constraints basel on se-
crets also haveto be dynamically shared according to



Shamir's technique (see Equations 7, 8, 9). This is
done according to Algorithm 2.

The secure algorithm obtained by compiling the
computation of fv}i(P)giz[l;:m] to a secure multi-
party computation with threshold schemes(seeprevi-
ous section) is referred to as SecureSatisfaction.The
stepsthat any agert hasto follow here are given in
Algorithm 3.

Algorithm 4 is just a small optimization of Algo-
rithm 3, but we will seesoon while this optimization
is uselesggiven someextensions.

Example 2 Take a DisCSP with n=3, d=2,
and m=2. A; (secretly) does not want
((x1=v}); (x2=v2)) and A, (secretly) does not
want ((x1=V3);(X2=Vv3))...  For simplicity, O is
always shared as 3x+0 and 1 as 4x+1; mod 7. A
tuple ((xi:v‘a);(xj =v})) is denotal in the following
by (4})-

During step 1 in Algorithm 3, A, gener-
ates:  ((13)E1(3), ((13):Ex(5), ((31):E1(9)),
((32);E1(5)), that he sendsto A;. A, also gener-
ates for itself, ((12);6), ((13):2), ((32);:2), ((33);2),
andfor As: ((1%); Es(2)), ((13): Ea(6)), ((3D); E3(6)),
((32); E5(6)).

A, geneatesfor itself: ((12);5), ((13);5), ((32);5),
((3%);3), and also the shares to be delivered to A,
and As,
((1D); E2(2)),
((33); E2(6)),
((13); Es(6)),
((12); E3(2))..

During step 2 in Algorithm 3 the agents jointly
compute by multi-party multiplication (see Section 3)
a sharing of the following secrets: p((32)) = 0,
p(19) = 1, p((3D) = 1, p((33)) = O. They are
usal in Algorithm 1 where we have four loops with
the following statesin its step 3: (a = 0;b = 1);
(a=1b=1); (a=1b=0); (a= 1,b= 0).

Now Algorithm 3 entersa cycle that will be run two
times: In step 4 the agents compute jointly shares
of the secrets: g1.1 = 1, gio = 1. The agentsalso
compute sharing of secrets: t;.0 = 1, t;.0 = 0.

Agents can now compute at step 5 in Algorithm 3:
fi(P)=1 1 1+2 0 0=1

((33): E2(2),

((3%): E3(6)),

((12): E2(2),

((1%): E3(6)),

pro cedure SecureSatisfactionl do

1. Securely distribute to eadh agernt Aj (e.g. by en-
cryption) Shamir shares of the feasibility of each
local tuple L.of Ai: (Sl ). sly is Aj's share of
the secretc( ).

2. Jointly compute satisfiable(P) (using Algo-
rithm 1). If P is not satis able (result 0), terminate
with failure.

3.j=1

4. Compute in parallel all g« (Eq. 9). The functions

J-k are publicly known, therefore one simply sets

p( ) to Owhen () is 0, and disregards K other-
wise.

Compute tj (P) for all k, from 1to jDjj (Eq. 11).
5. Compute fj(P) (Eq. 13).
6. if j = m, then terminate algorithm:
6a For all k, let fi(P) berevealedto the owners
of the x; variable (agents that have functions
involving xj ). This is done by reconstructing
the corresponding secrets from their shares
with Shamir's technique.

7. The shared secret fj(P) will be transformed
in a unary constraint extensively represented
by a vector fjo of size d. Its f,—(P)th el-
ement fjo[fj(P)] is 1 and all the other ele-
ments are 0. This is achieved by the call
value-to-unary-constraint( fi(P) 1,d 1), fol-
lowed by multiplying each element of the returned
vector by W where | = (d 1). The
function value-to-unary-constraint doing this is
shown in Algorithm 2. The obtained vector is used
to evaluate J-;F,( ) in future steps 4 by returning
the k-th element of the vector for a parameter tuple

having xj = v} .

8. j=j+1

9. goto step 4

Algorithm 4: Algorithm followed by ead agert A; for
nding a solution satisfying conditions where g func-
tions are computed in parallel. It is possibleto also
compute them sequenially with lower spacecomplex-

ity.

At step 6 in Algorithm 3 one applies Algorithm 2:
value-to-unary-constraint(1-1,2-1) that translatesthe
shared secret f1(P) into a vector of shared secrets:
hl; Oi by rst computing h0; 1i, thenin a second step
ht (1) 3;( 1+1) (1 1) ( 1+ 1)i obtaining
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h 1;0i and at the end by salarly dividing with

1. This shares .

In the following a new loop is started with step
4 by computing shared secrets: g1 = 0, g22 = 1
The agentsalso compute sharing of secrets: t1. = 1,
tl;l =1

Agents can compute at step 5 in Algorithm 3:
fo(P)=1 0 1+2 1 1= 2. Now the solution is re-
covered unto interested agents: f1(P) = 1;f,(P) = 2

l:

Alternativ pe Implemen tation of satisfiable
Let g( )= cc().- A solution of a CSP (X,D,C)
is a valuation with g( )=jCj. So, one can (less

e cien tly) compute:
_ i 1% Ma() ).
p() = (a() jCj+1) —=—gr—:
To nd a solution where exactly xo constraints are
satis ed:

1 a0 ) a0,

Xo!(JCj  Xo)!

p()=(a() xo+l)

(14)
Notably, to nd a solution wherethe maximum num-
ber of constraints are satis ed, one can insert in X
a variable xo with domain jCj::1 and useits current
value in Eq. 14.

Theorem 2 The descriked techniqueo ers t-privacy
(No collusion of lessthan t attackers can learn any-
thing elsethan the nal solution, and whatever can
be inferred from it).

Pro of The technique is based on the ewaluation
of a set of functions consisting solely of additions
and multiplication. It has been proven in [Yao82
GMW86, GMWwW87, CCD88a, CCD88b, BOGW88]
that the compilation to multi-part y computations of
sudh a technique is t-private.

5 Secure search of a randomly
chosen solution

With CSPsoneis often not interestedin getting the
rst solution given someorder on variables and val-
ues, but rather in getting any solution. Note that
nding the rst solution o revealstwo distinct things:

o IS a solution (or at least that the elemers
communicated to ead participant are part of a
solution o).

there exists no solution lexicographically ordered
before .

But this is more information than what we want
to reveal! We only want to nd a solution while the
information that in a certain seart spacethere ex-
ists no solution is redundart and can be usedby ad-
versariesto infer details on secret constraints. The
remaining question is how could one modify the pre-
vious techniqueto return a randomly chosensolution
rather than the rst solution.

Let us approac this problem by agreeingon an
acceptablede nition of a randomly chosensolution.

De nition 2 We will say that a solution is ran-
domly chosenif no agent can infer baseal on it the
density of solutions in some other search sub-s@ce.

Surely, if it is found that the whole problem is un-
satis able, then this information cannot be hidden.
The basic obsenations exploited in this subsection
are that:

It is su cient to chooserandom orders on vari-
ablesand valuesin order to get a random solu-
tion with a deterministic protocol returning the
rst solution.

If we succeedto hide the amount of e ort and
the orderings used by the deterministic rst-
solution-returning solver, then participants can-
not infer anything on the characteristic of other
seard subspaces.

5.0.1 Adapting Merritt's reordering proto col

In Section 3.2 we have seenhow a random hidden re-
ordering can be obtained using a version of the Mer-
ritt's election protocol. Merritt's protocol can use
a set of trusted parties as election certers or, asin
our algorithm, the function of the election certers is
taken by the n participants in the DisCSP orderedin
a prede ned chain, e.g. A1;A; 5 An.

Assumethat ead agert A; hasto share a set of
secretsf s, g whereindexesk, are taken from disjoint
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sets for distinct agerts (SSLl;SJkZ;(iﬁj)) (k16 k3)).
The value of k, O<k K, is not transmitted un-
changedin the Merritt chain, making sure that the
sourceand identit y of the secretbecomeshidden to
everybody.

A pair ("k;Vk), wherevy 2 f0; 1g is the evaluation
of a constraint of A; for the tuple ", is called an
atomic predicate. Each agert A; submitsto A; all its
atomic predicates, namely all information that eadh
(partial) valuation is or is not feasible. For ead (par-
tial) valuation "y = ((Xk,;VED); 5 (Xk s VL)), having
Aj's share of the secretfeasibility value vy 2 f0;1g
equalto s, the submissiontakesthe form:

httki; K')i2pg; K Ej (SL)i

All the submissionsare madeto A;, the rst in the
chain of permutation agens. Assuming the total
number of submitted atomic predicatesis K, ead
agernt A; generatesZ=K +mn sets of Shamir secret
sharesof 0, f zKjj 2 [1::n]; zf= '3 au (ki) gg, for
someay.,, k2[1::Z], and secretpermutations:

[L:m]! [1:m]; (for variables)

1,50 m [1:d] ! [1:d]; (for domains)
o: [1:K]! [1:K]: (for atomic predicates)

When A1 or a  subsequeh A re-
ceives (all the elemerts of) a vector
thf (ki; K241 K Ej(S)5 i ko, it gen-
erates a permutation wK and the vector

o(fhf ( (Kwx(1y); kwk(l)(ka(l)))gIZ[l::t]; o(K);

Ej (SL)E; (Z1):iigkzpiak 1), which is sert to Ajuq.
The position of pairs inside ead valuation are
randomly shued according to wk. A, distributes
the vectorsto corresponding A; .

Example 3 Take a DisCSP with n=3, d=2, and
m=2 (for n 2, the achievel privacy is irr elevant).
A; (secretly) does not want ((x1=V1); (x2=V%)), A
(secretly) does not want ((x1=V3); (x2=V3)), and A3
(secretly) does not want ((x1=V1); (x2=v?)). Con-
sider for simplicity that O is always shared as 3x+0
and 1 as 4x+1; mod 7. ((xi=Vh);(xj=V})) is de-
noted in the following: (L}).

A, sendsto A1: W(1%); LE1(3); 1), ((13); 2,E1(5); 1),

(39):3,E1(5);1), ((33);4,E1(5);1)i, and A, also

sendsto A; with target A,, and Az

h(13); 1, E2(6);2), (13):2,E2(2);2),

((33): 3 E2(2);2), ((33): 4 E2(2); 2)i,

h(}2); 1, E3(2); 3), ((13);2,E5(6); 3),

((39): 3 E3(6);3), ((33); 4 E3(6);3)i.

A; submits to itself: h(}2);5,E1(5); 1),
((}2):6,E1(5); 1), ((33): T:E4(5); 1),
((32);8,E1(3); 1)i, and shars to be transmitted

to Ay, and A3

h(312);5 E2(2); 2), ((32):6,E,(2); 2),
((33): 7:E2(2); 2), ((35):8;E2(6); 2)i,

h(11);5; E3(6); 3), ((13):6,E3(6); 3),
((32): 7:E3(6);3), ((33);8;E3(2);3)i...

A; applies permutations =(2;1), 1=(1; 2),
2=(2;1), 0=(3;5;2,7;1,8,4,6;10;,12,9;11), and

adds new random shares of zer: for simplicity

always2x mod 7. A, receivesfrom Aq:

N(33): LE1(0); 1), ((33): 2.E1(0); 1),
(3D):3:E1(5);1), ((3):4:E1(0);2),

((31);5,E1(0); 1), (3D);6,E1(5); 1),
((31): 7:E1(0); 1), ((31);8,E1(0); 1); :::i,

h(13); 1, E2(6); 2), ((39):2,E2(6); 2),
((33): 3 E2(3);2), ((33); 4 E2(6);2),
((31); 5 E2(6); 2), ((31);6,E2(3); 2),

A, and A3 perform permutations in a similar way as

A1. Aj distributes the atomic predicates for launch-
ing the sarch with SecureSatisfaction.

Decoding solutions After SecureSatisfactionis
run, the sharesof the results of functions f have to
be revealedwithout revealing the permutation. The
vectors fhf Ei (f ia [t])th[l::d];j igi2[l::m]: for eac ] f
are sernt badckward through the chain of agerts, where
f9[t]is A;'s sharefor f Jt] (seestep6in Algorithm 3).
When Ay receives fhf Ej (f 3 [t Gz2pi:a1i] iGizpims
it generates and _sends to Ax 1 the vector

Y L (FE EORDE 0 VY D™ a0
Jigi2[1:m]). A1 broadcaststhem.

Hiding shares To avoid that everybody learnsall
the secretshares,these are sent encrypted with the
public key of their destination participant (seeAlgo-
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do

1. Each agent A; generates for each agent A; and for
each of the tuples tg in its predicates a secret share
s‘k. Agents have disjoint sets of indexes k.

pro cedure SecureRandomsSolution

2. (t; K Ej( 'k);j) is submitted through the chain of
agents according to our version of Merritt's refor-
mulation proto col.

For each k, A; generates a new random set
of Shamir shares of 0, re};z2;::;z0i. Each
of these shares are encrypted with the pub-
lic keys of the corresponding agents obtaining
hE1(z}); E2(22); 1 En(2)i. The operation is ap-
plied on this vector and on the encrypted shares
received for the secret k.

3. After the chain of encryptions and permutations,

each obtained atomic predicate (t(k%);ko; Ej (SE )ii)
is sert by Ap to Aj. Aj decrypts SE and learns it

as its share for the secret kO of a predicate on the

tuple tf(%) :

4. The SecureSatisfaction algorithm (Algorithm 3
without the steps 1 and 7a) is now applied to get
the rst solution of the reformulated CSP.

5. The secret shares of the solution to the CSP are
submitted through the chain of participan ts in re-
versedirection undoing the permutations. To allow
unshu ing secret indexes of values, they are trans-
mitted via the unary constraint representation of
eadh fj, namely fJ-O computed in Algorithm 3.

6. Each participan t in the Merritt chain, applies the
same procedure as described in step 2 with the
sole di erence that the permutations are reversed
(but still random shares of 0 are added to en-
crypted shares of the solution). After unshuing,
the encrypted shares are opened by their destina-
tion agents, and the owners of each resource are
communicated the sharesde ning the allocation in
the obtained solution.

Algorithm 5: Algorithm to nd arandom solution of
a distributed CSP

rithm 5stepsland2). What canhappenif onewould
simply shu e the sharesbeforeusing Algorithm 3 or
the decding is that the agerts that receive bad their
own solution sharesfor the problem can match these
against the valuesthat they sert for themselesand
retrieve part of the overall permutation of the shuf-
ing. This has beenavoided as seenbefore. Let us
explain this in more detail.

Each agert A; in the Merritt chain generateran-

dom sets of n sharesfor 0 with the technique of
Shamir. The j sharein the k™ set is denoted by
z]-k. Whenewer A; performs a shu ing/unsh uing of
a set of encrypted secretshareshE(st); i1, En(sP)i,
A; usesa new set of sharesfor 0 and multiplies the
corresponding encrypted shareswith the point prod-
uct.

FE1(sy); E2(Sf); i En(SR)i

FE1(z}); E2(2)); 5 En(2))i

FE1(S§)Ex(2f); E2(SF)E2(25); i En(SR)En (25)i
= hEy(St + ZX); Ea(sE + Z¥); 5 En(sh + ZK)i.
Therefore, sincewe usePaillier encryption, the ob-
tained sharesrepresen the sum of the secretsy with 0
and is are-sharingof the secretde ned by ts}; :::; spi.

Theorem 3 The SecureRandomSolution algorithm
(Algorithm 5) is correct and no coalition of lessthan
n/2 passive attackers can nd anything exept what
can be inferr ed solely from the solution and from their
previous knowledge.

Pro of In this paper we proposed a CSP solver
that has all the properties neededfor compilation
into a secure protocol with the claimed character-
istics [Yao82 GMW86, CCD88b]. The only prob-
lem after the previous section remained how to se-
cretly reformulate the problem (permuting variables
and values)to hide the spacesearded before nding
the rst solution. We have just shovn how a slight
adaptation of Merritt's protocol o ers exactly what
we needed. A related technique appearsin [BT94].

Decading solutions is similar with the Encoding
(see Example 3), just that the permutations are re-
versedand all the unshued atomic predicates are
unary.

Synchronization  The agerts perform all these
multi-part y computations in rounds. A computa-
tion round consistsof an evertually empty contiguous
sequenceof additions and multiplications of secrets
with public values, ending with the (re-)sharing of
a secret. As noted in Algorithm 3 at step 4, the
technigue can be optimized by performing se\eral
unrelated operations in the sameround in parallel
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(e.g. computations of g;;xs). Round starts are syn-
chronized by any synchronization technique at imple-
mentation's choice. For example, agerts can keepa
counter of the current round number, and the round

number tags ead generated (re-)sharing message.

For ow conrol, the (re)-sharing of round r; is not
sen before all message®f round r; ,;b>0, werere-
ceived from all other agenis. This limits the bu er
requiremerts to the message®f 2b rounds.

Pro of If all round r; , shareswere sert, it means
that ewverybody got and processedall round r; 2
shares.

6 Conclusions and Alternativ es

DisCSPs are a very active researt area. Privacy
hasbeenrecertly stressedin [SSHF0Q MJ0O, WFO02,
SF02,YSHO0Z] as an important goal in algorithm de-
sign. For problems with very small domains, it is
possibleto useinstead of the Paillier cryptosystem a
version of EIGamal where discrete logarithms have
to be computed [Gen9g, which is intractable. A
similar algorithm basedonly on( ; )-homomorphic
public key cryptosystemsis possiblebut much more
expensive and complex. We know to dewelop some
cheaper cryptographic techniquesbut they would of-
fer weaker security, e.g. variable running time that
together with the solution can reveal additional se-
crets.

A similar algorithm based only on ( ; )-
homomorphic public key cryptosystems can also be
deweloped. That is newerthelesswith orders of mag-
nitude more expensiwe, as additions of shareswith
shared'Zero' have to be replaced by multiplications
with shared'One'. This can be achieved by starting
locally with the computation of the point product
as we did here, achieving a (2t; n)-threshold scheme
distribution of the product. But then one has at
ead such multiplication to distribute ead product
of sharesto the owners of the corresponding secret
keys. This has to be done in a random order of
the secretssud that the participants cannot track
their shares. Those agerts have to complete the re-
sharing of the result from the (2t; n)-schemebadk to
the (t; n)-scheme, asit is typically done for multipli-

cation. Then the results are sent back to the corre-
sponding agert in the Merritt chain, encrypted with
the sender'spublic key.

The described version is not robust when partici-
pants do not behave accordingto the protocol. While
we work on techniques that may provide sudc ro-
bustness,asfor other multi-part y computations, they
were not addressedin this discussion (notably see
(t,n) threshold schemeswith t<n=3) [BOGW88].

We preseried a technique where agerts that need
to cooperate and whoseproblems can be modeled as
CSPscan nd arandom solution without any leak of
additional information about their constraints. It is
the rst sud technique requiring no need of trusted
seners(To benoted that this cherishedproperty was
the historically claimed driving force behind the de-
velopmen of public key cryptography [DH76]). It is
assumedthat all adversariesare passie (they follow
the protocol) and that only a minority of the partic-
ipants may be corrupted by any attacker. It is also
assumedthat the set of variablesinvolvedin the CSP
of eat agent are public knowledge, requiremert that
can be by-passedif eat agert declaresa single con-
straint involving all variables. Most of theseassump-
tions can be relaxed with di erent trade-o s and this
is an important researd eld.
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