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ABSTRA CT

There is an increasing interest in distributed and asyn-
chronous seard algorithms for solving distributed con-
straint satisfaction problems (DisCSP). An important mo-
tivation for distributed problem solving is the agerts' abil-
ity to keep their constraints private. Cryptographic tech-
niques [GB96] o er a certain protection from seweral types
of attacks. However, when an attack succeedsno agert can
know how much privacy he has lost.

We assumethat agerts enforcetheir privacy by dropping
out of the seard processwhenewer the estimated value of
the information that they needto reveal in the future ex-
ceedsthat attached to a successfulsolution of the DisCSP.
We compare seweral distributed seard algorithms asto how

likely they are to terminate prematurely for privacy reasons,

and arrange the algorithms in a hierarchy that re ects this
relation.

1. INTR ODUCTION

There is an increasing interest in distributed
and asyndironous seart algorithms for solving dis-
tributed constraint satisfaction problems (DisCSP). In
a DisCSP, variablesand constraints (predicates) belong
to dierent agerts. Agents exchange messageso nd
a single value assignmen to all variables such that all
their constraints are satis ed.

An important motivation for distributed problem
solving is the agerts' ability to keep their constraints
private. One way of ensuring this is to anonymize con-
straints through cryptographic techniques. They are
equivalent to replacingatrusted party by a setof agerts
that only together can act as trusted party, but alone
are unable to cheat. Cryptographic techniques [GB96]
0 er protection from seweral typesof attacks. However,
when an attack succeedsno agert can know how much
privacy he haslost. Another problem is that most ex-
isting cryptographic protocols add enormouscomplex-
ity to asyncironous seard, sothey are often impracti-
cal [HMPO0O].
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We assumethat eadh agert attaches a numerical
value to information it is asked to reveal in a seart
process. For example, revealing whether the compary
is able to deliver a product by a certain date may have
a very high value, while revealing whether the product
can be blue may have a low value. A rational way for
agerts to ensuretheir privacy is then to abandon the
seard whene\er the estimated value of the information
that they must reveal in the future exceedsthe value
that they can gain from the successfulkolution.

Execution of asyndironous seard algorithms is al-
ways nondeterministic becauseof the variable message
delivery time. Therefore, often there is no strict com-
parison that guararntees that one algorithm is always
better than another on a given problem instance. How-
ever, there are caseswhere for certain problem in-
stances, one algorithm has the possibility of reacing
a solution while the other will always terminate pre-
maturely. We say that algorithm A is better! than
algorithm B when there are caseswhen B always ter-
minates prematurely but A may nd a solution, and no
caseswhere the opposite holds. In this paper, we shaw
seweral sudh relations for known distributed constraint
satisfaction algorithms and construct a hierarchy that
re ects theserelations.

2. BA CK GROUND

Cryptographic protocolsare the most well known so-
lutions for enforcing privacy in distributed computa-
tions [GB96, Mau01]. Any given function can be com-
piled unto securecryptographic protocols. When a cer-
tain function has to be computed on shared secrets,
often, all its stepscan be performed using correspond-
ing secureprotocols. This can be done in sudh a way
that most attackersthat cannot nd the initial secrets,

cannot nd anything elsethan the o cial output of the
protocol.
1Denoted  or looser (not loser!) in the paper.



2.1. SECURE MUL TI-P ARTY PROTOCOLS
FOR DISCSPS

As said, any given function can be compiled unto
secure cryptographic protocols. [CCD88b, CCD88a,
BOGWS88] show generalcompiling techniquesfor cases
where less than n/3 players cheat and that are se-
cure without intractabilit y assumptions? [GMW87]
gives a technique for generating protocols robust to
any minority of colluders, and whose safety is based
on intractabilit y assumptions. That technique is com-
plete in the sensethat \if a majority of playersis not
honest, some protocol problems have no e cient so-
lution" [GMW87]. This is also known as Theorem 2
in [BOGW88]. Other limits of the privacy basedon
Shamir's schema [Sha79 are explained in Section 3
of [CGMAS85]. At the end of a computation, no agert
can know whether anything of its privacy is saved.

As revealed by [SY0Z, recerly, researters have
been trying to apply secure multi-party protocols to
DisCSPsand related problems (e.g. [YS02], and newer
cases[YSHO02, Sil02]). The cryptographic techniques
that the rst author proposesin [Sil02] have beende-
veloped inspired by the presenation [Mau02]. [Sil0Z]
proposesways of applying securemulti-part y protocols
to discrete and numeric DisCSPs, where the security is
based on intractabilit y assumptions. One of its main
ingredients is Merritt's election protocol [Mer83] for
shuing, warping and reformulating the initial prob-
lem. Merritt's election protocol was initially meart for
accourting the votes during elections and ensuresthe
privacy of the relation vote-elector by shuing the in-
dexesof the votes. The shuing is obtained by a chain
of permutations (each permutation being the secretof
an election certer) on the encrypted votes.

In [Sil0Z], the Merritt's technique is slightly extended
to allow both: shuing variablesand shuing discrete
values within discrete variables. The role of the elec-
tion certers is taken by the participating agers. A
chain of agerts that composetheir secretpermutations
is referred to as a Merritt chain.

Numeric constraints are broken and the pieces
are shued separately through k distinct Merritt
chains [Sil02]. Each elemen of a chain can therefore
split, warp and transform the numeric constraints that
they process.

The main feeble point of the technique described
in [SilOZ] for discrete DisCSPsis that agerts that are
able to get the shued DisCSP (e.g. by recording the
trace of the algorithm), may be able to detect the iso-
morphism/homomorphism betweensomeshu ed con-
straints and their own constraints. As a result, these
agerts can (partially) detect the obtained permutation
and nd the secretsof other agerts. For numeric con-
straints, the permutation canbe detectedeven easierby
k colluding agerts found on the samelevel on Merritt

2This is called n/3-priv acy [BOGWSS ].

chains. Sewral techniques have beentried for increas-
ing the intractabilit y of detecting the permutations and
the assaiation constraint-agert.

2.2. DISTRIBUTED SEAR CH

While distributed resource allocation has been re-
searded for sewral decades,the rst asyndironous
complete algorithm for DisCSPsappearsin [YDIK92].
The framework introduced in [YDIK92] approaces
problems modeled with agens, variables and con-
straints, assumingthat ead variable has exactly one
owner. The local problem of an agert A; is denoted by
CSP(A;), and the involved variables by vars(A;j). The
variablesin vars(A;) that are not owned by A; are for-
eignto A;. The domains can be represetted as unary
predicates. The local problem of an agert in a model
with private domainsis de ned by:

owned variables
foreign variables
predicates.

Sudc a local problem for an agert A; can be denoted
as:

CSP(Ai)=f owned variablesjforeign variablesjpredicatesy:

Issueson opennessin incomplete seard algorithms
are discussedn [MJT * 01, Den01]. Asynchronousback-
tracking (ABT), as preseried in [YDIK92], is able to
solve problems where proposals on variables can be
made only by the owner of the variable. This pecu-
liarit y opensthe door for the rst approac to privacy:
privacy of domains. Sinceonly the owner, A, of a vari-
able, x, can make proposalson the assignmen of x, the
domain of x can remain private to A. Parts of the do-
main of x may have to be revealed during seard, but
chancesare that somevaluesremain private:

either by stopping when a solution is found, or

by discovering that some proposals are already
ruled out by constraints provided by other agerts.

Slightly di erent frameworks have beenmerntioned in
the literature [ZM91, KG94, SGM96], where an agert
owns problemsrather than variables. This removesthe
distinction betweenforeign and owned variables:

CSP(Aj) = fvariablegpredicatesy:

In the following, we denote the k™ elemert of a tuple
t by tjc. It is interesting to mertion the next propo-
sition which actually already belongsto the folklore of
DisCSPs:

Prop osition 1 Any distributed problem modeled with
private variablescan be modeled with private local prob-
lems. Any distributed problem modeled with private lo-
cal problemscan be modelad with private variables.



Pro of. This proposition is related to the equivalence be-
tweenprimal and dual CSP represertations [BVB98].

Any DisCSP with  private domains P; =
fCSP(A1)=fowijfv,jp1g;:::g is equivalent to the DisCSP
with private problems P, = fCSP(A1)=fow[ fv,jp10;:::0
where all public variables can take any value, but their
owners know the unary constraints restricting them
and that have the function of the corresponding private
domains.

Any DisCSP  with
fCSP(A1)=fwvijmg; g
with private domains P; =
de ned as follows.

Xk are new variables introduced in P; such that eac
agert A; owns the variable x;. The domain of x; is the
Cartesian product with domains of variables in v;.

Let agents(vi) bethe setof agerts enforcing in P, pred-
icates involving variables in vi. When fAg is a set
of agerts, let owned-vars(f Ag) be the set of variables
owned in P; by agerts in fAg. Then:

v? = owned-vars(agents(vi)) nfxg,

Let idx(x;xx) denote the index corresponding
to valuations of the variable x in the tuples
of Xk. p’ consists of a set of predicates
fXijiax (xx 1) = X jigx (X;xj)jx,- 2v%x2vig, and of a unary
constraint restricting Xx; to take values among tuples
that are solutions for p;.

private problems P, =
is equivalent to the DisCSP
fCSP(A1)=fx1jv?jplg; :::g

]

Example 1 Let us choose a problem modeled with
private variables, consisting of two agents: A; and A,.
CSP(A1)=1x; yjjx; y2f0; 1g; x+y=1g, and
CSP(AL)=11z;tjx;yjz;t12f0; 1,29, z+t=2;x+z y t=2g.
The correspnding problem modeled with private local
problemsis:

CSP(A1)=fx; yjx; y2f 0; 1g; x+y=1g, and
CSP(AL)="fz;tx; yjz;12f0; 1; 2g; z+ t=2;x+z y t=2g0.

Example 2 Given a problemwith three agents:
CSP(A1)=fx;yjx; y2f 0;1;2g; x+y=2g,

CSP(A,)=fx; zjx; z2f 0; 1; 2g; x+ z=2¢g, and
CSP(A3)="fy; zjy2f 0;1g;z 2 IR; y+z=2g.

An equivalent model with private variablesis:
CSP(A1)=fajja2f(0;2);(1;1);(2;0)gg,
CSP(A2)=fhajb2f (0;2);(1;1);(2;0)g; 1= 19, and
CSP(A3)=fda;hc2f(0;2); (1;1)g; ¢1= aj2; 2= b20.

While the initial version of asynchionous backtrack-
ing (ABT) reguestel that A3 ownsat least one variable,
we intr oduod the variable c.

The di erence between privacy on variables and pri-
vacy on problems is only algorithmic: With privacy
on problems, seweral agerts may cooperate for de ning
an assignmen of a variable, allowing for abstractions
which can have an impact on the amourt of revela-
tions [SSHF004. With privacy on domains, the discus-
sion about a variable can only beinitiated by its owner.
An estimation of privacy lossfunction of agen intelli-
gence, described in [FMWO0L1], is based on the num-
ber of revealed tuples. The next sectionsintroduce a

framework for modeling agert behavior regarding pri-
vacy loss. It is then showvn how featuresin protocols
add new opportunities for privacy maintenance.

3. DISTRIBUTED PRIV ATE CSPS

Arguments referring to privacy have beenoften used

in relation with algorithms for DisCSPs [YDIK98,
SSHFOO0b], but the rst quartitativ e experimens are
detailed only in [FMWOL1]. It counts the number of re-
vealedvaluesduring a synchronousprotocol for meeting
scheduling. That work was meart for assessingagert
intelligence (by using or not using consistencyin their
local reasoning). Herewe want to evaluate the capacity
of distributed protocolsto allow the seard to proceed
toward lessprivate seart spaceregions. In the follow-
ing, when we speak about the feasibility of a tuple, we
actually refer to the answer to the question: \Is the
tuple feasibleor not?"
Denition 1 A Distributed Unitary Private CSP
(DisUPrivCSP) is a DisCSP where each valuation of
the local problem of an agent has assaiated a privacy
value representing the loss su er ed wheneverthe feasi-
bility of that tuple is revealed: priva, : D% ! IR,

Example 3 A simple measure can be modelad in
DisUPrivCSPs with priva, (t) = f1(f easible(t)) where
f1(false) = 0 and fy(true) = 1. This is related to one
of the measures usel in [FMWO01].

We needprotocolsthat allow for selectively usingless
important tuples in solving the problems. In the follow-
ing, we de ne a more complexversion of DisUPrivCSP.
GivenasetS, usually onedenoteswith P(S) the set of
subsetsof S.

Denition 2 A Distributed Private
PrivCSP) is a DisCSP where:

CSP (Dis-

Each serch subspce of the local problem of an
agent has assaiated a privacy value representing
the loss that appears wheneveronly the feasibility
of that subspce is revealed: priva, :P(D%)! IR, .

Eachagent, A;, prefersto minimize its privacy loss
and abandons rather than accepting to incremen-
tally lose a privacy with a value higher than V,,,
the value that it can gain from a suaessful solu-
tion.

The local problem of an agert in amodel with private
domainsis de ned by:

owned variables,
foreign variables,

predicates, privacy function, and privacy threshold
(expected gain).

For simplifying notations in descriptions of this paper,
we usethe following corvertions. Constraint tuples for
which no privacy value are speci ed are consideredto



have privacy value 0. When the privacy is specied
for tuples formed only of owned variables, it will be
consideredthat that privacy correspndsto the set of
tuples whoseprojections on the owned variables is the
given one. Lack of privacy threshold is consideredto
mean that its value is 1 . Sud a local problem for an
agert A;j can be denoted as:

Prop osition 2 The relation is transitive.

Pro of. If P1 P2 Pj3, it meansthat 9 a problem solvable
with Py but not solvable with P, therefore not solvable with
Ps. Also, all problems solvable by P; are solvable with P>
and therefore solvable with P;. o

order is considered for
reordering. For DisC-

Note that only the initial
comparing algorithms with

CSP(A;)=f owned variablegforeign variablegpredicates...g:SPs,[Yok95 and [MRO01] presert algorithms with value

Even if the privacy lossin generalis not an additive
function (as illustrated by the next example), for con-
venience,this is the default in the rest of the examples
described in this work.

Example 4 Let us analyze local problem CSP(A;)
with one variable x having a domain of three val-
ues fa;b;cg and a publicly known unary constraint
leaving exactly one value feasible. Revaling the
feasibility of two values automatically revels the
feasibility of the third value. This implies that
priva, (fa;b;cg)=priva, (fa; bg).

In this conditions, additivity,

priva, (fa;b;cg)= priva, (fa;bg)+ priva, (c)

can only be true whenpriv, (€) = 0, which cannot hold
in geneal for eachc.

E.g. When:
priva, (@)= priva, (D)= priva, (c)=1, and
priva, (fa;b;cg)=3, then
priva, (fa;bg)= priva, (fa; cg)= priva, (fb;cg)= 3.

Here priva, (fa;bg) 6 priva, () + priva, (b).

The behaviors in DisPrivCSPs are related to behav-
iors in auctions where all bidders pay their last bid.
Namely, even if the privacy lossundergonesofar by A;
is higher than V,,, it is rational for A; to cortinue to
cooperate in seardy whenewer it believesit can nd a
solution without increasingits privacy losswith Vj, .

The simplifying assumptionsmade here are:

ervironment invariant privacy: the value of the
privacy lossis invariant with completely external
everts.

peer invariant privacy: the value of the privacy
lossis invariant with the set of agerts learning the
divulged information (everybody disclosesevery-
thing known about third parties).?

De nition 3 (lo oser?) A problem solving algorithm
P, is strictly looserthan another algorithm P, denotel
P1 P,, if there exists a DisPrivCSP that can be solved
by someinstance of P, but cannot be solved by any in-
stance of P, for the same initial order on values and
agents. It is also required that any problem solvable
with P> can be solved with someinstance of P;.

3This assumption is the inverse of the one behind most cryp-
tographic proto cols.

4For the non-English readers, please note that looser is not
the same as loser.

reordering. Se\eral protocols for solving DisCSPs are
comparedfor DisPrivCSPs in next section.

4. COMP ARISON OF PR OTOCOLS

The simplest complete distributed algorithm that
we can imagine now is the Syncironous Backtracking
(SyncBT) [YDIK92]. SyncBT is the distributed coun-
terpart of certralized badktracking.

[CDKOO] preserts an algorithm we refer to as Dis-
tributed Depth-First-Search Branches(DisDFSB). Dis-
DFSB improves on SyncBT by allowing statically de-
tected independert subproblems on branches of the
seard to be scannedin parallel. When oneof thesesub-
problems generatesa failure, the whole seard branch
can be abandoned.

Prop osition 3 DisDFSB  SyncBT.

Pro of. Let P be a DisPrivCSP with three agerts and

privacy functions on unary constraints:

CSP(A1)=fajja2f0::3g; a62Rg; a=b=c; priva, (2)= 4;Va, =39

CSP(A2)=fhajb2f 0::3g; b>1; a=b;priva, (1)=1;
priva,(0)=4;Va,=39g

CSP(A3)=fcjajc2f 0::3g; c>1;a=c;priva, (1)= 4,
priva;(0)=1;Va,=30.

For simpli cation, here asoverall in the paper, priva, (1)
is a short notation for priva,(b = 1), where the missing
variable in the unary constraint is the owned one. As pre-
viously mentioned, priva,(b= 1) meanspriva,(b= 1;8a),
where the added universal quanti er precedesall the foreign
variables.

With DisDFSB, A; starts proposinga = 0then A waits
for a while, hoping that A3 can detect infeasibility, since A,
prefers to abandon the seard rather than admitting that it
doesnot accept b= 0. Infeasibility is fortunately found by
Az and A, proposesa= 1. For a= 1it is A, that accepts
to reveal infeasibility. A; avoids mentioning about a = 2
and a solution is found for a = 3.

Given this order on values, SyncBT cannot nd any so-
lution for this order on agerts, and neither SyncBT nor
DisDFSB can nd any solution with other DFS orders on
agerts.

Obviously, whenever SyncBT nds a solution for some
order on agerts, DisDFSB will also nd a solution for a
compatible DFS order on agerts. o

The Syndironous (arc-) consistency maintenance
protocol (SyncMC) mertioned in [CDK0O], and de-
tailed in [Tel99 consists of a sequenceof propos-
als/backtracking interleaved with consistency mainte-
nance. In addition, for DisPrivCSPs, the strength of
the achieved consistencycan be optional and agerts can
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Figure 1: DisDFSB DFS branches: A,C,D are sets of
agerts. B is an agert.

be allowed to divulge only the labels/value eliminations
that they want. With this amendmert:

Prop osition 4 SyncMC  SyncBT.

Pro of. For the problem discussedin the proof of Propo-
sition 3, SyncMC nds a solution in the sameconditions as
DisDFSB. Whenever SyncBT nds a solution, an instance
of SyncMC where agerts prefer not to reveal any label be-
haveslike SyncBT and nds the same solution. o

Prop osition 5 SyncMC and DisDFSB are incompa-
rable with the relation

Pro of.  Any DisCSP can be extended with constraints
between all variables, such that DisDFSB behaves like
SyncBT. According to Proposition 4, SyncMC can avoid in-
consistencyand nds solutions when DisDFSB must abort.

One can also construct problems where DisDFSB nds
solutions and SyncMC aborts. Here we do not present a
complete example sinceit would be lengthy and redundant,
but explain how it can be built:

In Figure 1, both setsof agerts: C and D, de ning DFS
branches under the agert B are infeasible for two di erent
seardh tree branchesb; and by, but the privacy lossleadsto
abortion oncefor C on by and then for D on b,.

When the full seardh on D can reach failure on b; but
the maintained degree of consistency of SyncMC fails to
nd inconsistency (such situations are known to exist), then
SyncMC forcesC to nd the inconsistency. If the order on
agents is lucky and the failing subsetof D comes rst, then
SyncMC aborts when it expandsthe searc tree on b;. o

4.1. ASYNCHR ONOUS PROTOCOLS

During distributed seard, agens exchangeinforma-
tion on current proposals via messages,and the set
of proposals known by an agert is referred to as its
view. Protocols are asyndironous when at no momert
an agert can make assumptionsabout the current view
of another agert (except A; with static order).

Most distributed algorithms consist of seeral asyn-
chronous epochs meaningthat there exist someuncer-
tainty when messagesare on their ways, but at some
momerts one agert can make safe assumptions about
the view of the other agerts. These momerts delimit
epochs. In SyncMC, ead start and termination of a dis-
tributed consistencyround delimits consistencyepochs
from badktracking epochs. In [MRO1], the seard con-
sists of a seriesof: consistency ordering, badktracking
epochs. [AD97] describes an algorithm consisting of
asyndronous badtracking epochs interleaved with re-
ordering epochs. In SyncBT, ead epoch consists of
exactly one message.

De nition 4 We say that a protocol is asynchonous
whenit consists of a single asynchionous epoch.

Asynchronous Backtracking (ABT) [YDIK92] is an
asyndironous protocol for solving DisCSPs. In ABT,
agerts can make concurrertly and in parallel proposals
on distinct variables.

Prop ositon 6 ABT  SyncDFSB.

Pro of. We take a DisPrivCSP with agerts A1, A, As,
A4, As enforcing a CSP with afully connectedgraph. Given
this order on agerts we consider that the agerts Az;As;As
compose an infeasible problem for the rst proposal of the
rst agert. Let A, alsowant to refusethis proposal but the
privacy loss for this refusal would oblige him to abandon
the seardr. ABT is able to detect the infeasibility of this
value and solutions with subsequen values can be found.
SyncDFSB instead obliges A, to divulge infeasibility of this
same proposal and the seard is aborted.

Whenever SyncDFSB solvesa problem, the sameproblem
can be solved by ABT, sincea certain timing in ABT yields
SyncDFSB. o

[SSHF00§ proposes an asyndironous algorithm,
Asynchronous Aggregation Seart (AAS), for a model
with privacy on constraints. We discusshere the ver-
sion of AAS described in [Sil02]. AAS allows agens
to aggregatese\eral proposalsin one message.While
the order on valuesis dicult to de ne when aggre-
gation is used (AAS), we assumein this report that
ead new proposal cortains the rst available tuple in
lexicographic order.

Prop osition 7 AAS  ABT.

Pro of. AAS can emulate ABT by not performing aggre-
gations, therefore when ABT nds a solution, AAS can also
nd it. Instead, by the fact that AAS can aggregate two
proposalsa and b, lower priorit y agerts may be ableto nd

a solution with b, avoiding to abort on a. o

Prop osition 8 ABT is incomparable versus SyncMC
using the relation

Pro of. Arc consistency achievemert can remove a branch
of the search de ned by a proposal of the rst agert, by
propagating the removal of the last proposal of the second
agert. ABT cannot do this, especially since nogoods involv-
ing that last value can only be computed after that value is
proposed. Sincethe propagation of such a value can rule out
proposals leading to abortion, SyncMC may nd solutions
when ABT does not.

SyncMC may not itself nd solutions when seard with
ABT in lower priorit y agerts can detect infeasibilit y of chal-
lenging proposals.

An example wherethe previous argument can be analyzed
can be easily built. Consider the next DisPrivCSP:
CSP(A1)=fx1jjx12f1;2g;jx2 X1j 19
CSP(A2)=fXx2jx1jXx22f 1;2;30;jX2 X1

privA2(1)=4 ;VA2:3g

When CSP(A3), CSP(A4), CSP(As),... dene a prob-
lem such that x;=1 leads to failure by search but
x1=1; x22f 1;2g doesnot fail with consistency, then a solu-
tion for x1=2 canbefound with ABT but not with SyncMC.

1, x2>1;



Instead, when CSP(A3), CSP(A4), CSP(A5s),... dene a
problem such that x1=1 doesnot lead to failure by seart
(due to the existenceof a solution for x1=1;x,=3) but con-
sistency with x1=1;x22f 1; 2g can prove infeasibility, then a
solution for x1=2 can be found with SyncMC but not with
ABT.

To avoid lengthy redundant description, we do not give
fully described cases.However, these two typesof problems
obviously exist, therefore the claim is proven. o

A method called Distributed Maintaining Asyn-
chronously Consistency (DMA C-ABT), for maintain-
ing consistencyin ABT, is introduced in [SSHFO014.
DMAC-ABT allows to exchange a type of nogoods
called consistency-nogods, corresponding to labels in
SyncMC.

Corollary 8.1 DMAC-ABT  ABT.

Pro of. Any of the problems that can be solved with ABT
can be solved with  DMA C-ABT for DisPrivCSPs, since
DMA C-ABT emulates ABT when no agert sendslabelsdue
to privacy enforcemert policies. According to Proposition 8,
there exist problems that can be solved with SyncMC but
cannot be solved with ABT. Those problems can be solved
with DMA C-ABT, which can also emulate SyncMC. o

Corollary 8.2 DMAC-ABT  SyncMC.

Pro of.  Any of the problems that can be solved with
SyncMC can be solved with  DMA C-ABT for DisPrivC-
SPs, since DMA C-ABT emulates SyncMC for certain tim-
ing policies. The problems that can be solved with ABT
but cannot be solved with SyncMC (seeProposition 8), can
be solved with DMA C-ABT, which can also emulate ABT
when no agert sendslabels due to privacy enforcemert poli-
cies. u}

The following two statemerts may be proved simi-
larly to the previous propositions.

Prop osition 9 AAS is incomparable versus SyncMC
using the relation

Pro of outline. Note that in contrast to the proof for
Proposition 8, for proving the previous statement one has
to design examplesthat work for all possible aggregations
containing the rst valuesthat can be proposedby A;. For
simplicit y, the designedexamplescan let A; manageat least
two variables where the set of feasible tuples for A1 cannot
be represerted by a single Cartesian product (e.g. an equal-
ity constraint for two variables with identical domains with
two values eadh.

One can argue that sudh an example is not convincing
since it can be reformulated by clustering the variables of
the rst agert and aggregating the resulting feasible values.
To stand against this criticism, the designed example has
to deal with branchesde ned by the proposalsof A, which
cannot all be aggregated with the proposal of Ai. As is
therefore the agert risking to abort and the agerts Ag;:::
respectively As;::: are the agerts that can/cannot refuse
the proposal of A, with AAS respectively SyncMC. o

[SSHF01H mentions a protocol called DMA C, com-
bining AAS and DMA C-ABT. Similarly with the pre-

vious propositions it can be shown that basedon the
last proposition:

Corollary 9.1 DMAC is looser than both AAS and
SyncMC.

A recert generalprotocol is the replica-basedDMA C
(R-DMA C)5, a.k.a. Asynchronous Dichotomous Main-
taining Bound-consistency(ADMB) [SSSHFO0]. While
none of the previously mentioned protocols can be
than R-DMA C that is a generalization, the superiority
of R-DMA C remainsto be proven.

4.2. COMP ARISON FOR REORDERING

Now we discussseweral algorithms allowing for re-
ordering. ABT with reordering (ABTR) is a protocol
described in [SSHF014 and allowing agerts to propose
new orders based on heuristic information obtained
from other agerts.

Prop osition 10 ABTR  ABT.

Pro of. In ABTR, an agert owning private tuples that
must be revealedfor proving infeasibilit y of a branch may be
allowedto generatea heuristic messageand can be placed on
the rst position. This way it can launch another proposal
and escapesthe needto abort. ABTR can always emulate
ABT when agerts do not use heuristics. o

Asynchronous Weak Commitment (AWC) [Yok95| is
an algorithm for reordering values and agers during
asyndironous seart. Its ability to reorder values al-
lows it to solve problems that algorithms with static
order cannot solve. In AWC, agerts can propose new
reordering whenewer a new nogood is multicast. The
standard reordering policy in AWC is to position eadh
agert discovering a new nogood before all the agens
that have generated proposals found in that nogood,
but in practice, other positions can be selected.

Prop osition 11 AWC  ABT.

Pro of. Since, as mentioned above, agerts can choose not
to modify their priorit y on the discovery of new nogoods, at
extreme AWC emulates ABT, and any problem solved with
ABT can be solved with some variant of AWC. However,
due to its reordering ability, AWC can solve the next
DisPrivCSP that is abandonedin ABT.
CSP(A1)=fajha2f1;2;3g;a=bg

CSP(A2)=fhjajb2f 1; 2; 3g; a= b;ab2fL; 2g;priva, (2)= 4,V =39

When A; receivesthe rst proposalfor a = 1, it generates
a nogood and gets higher priorit y. It canthen proposeb= 3
and a solution is found. With ABT, A; proposesrst a= 1,
then on refusal it proposesa = 2 and A, must abort. o

Howewer, in caseof a seriesof unlucky reordering
everts, ABTR and AWC may have to abandon a Dis-
PrivCSP that can be solved with ABT.

Example 5 For the DisPrivCSP:
CSP(A1)=fajbja2f 1;2;3g;a=b;aé2;priva, (2)= 4,V=3g
CSP(A,)=fhbjajb2f 1; 2; 3g; a= b;a6 1g

AWC with the reordering strategy advisal for e -
ciency on DisCSPs in [Yok93], A; alorts when after

SR-MAS without reordering.



the rst nogood detected by A,, A, getsthe highestpri-
ority and proposesb= 2.

Prop osition 12 AWC and ABTR cannot be compared
with the relation

Pro of. AWC cannot change an order before nogoods are
discovered. Given the DisPrivCSP:
CSP(A1)=fajba2f1;2g;a=bg

CSP(A2)=fhajb2f1;2g; b81; a=b;priva,(1)= 4;V=23g,
AWC leads A, to abandon the seardh immediately after re-
ceiving the proposala = 1, since A, don't acceptto divulge
the infeasibility of b= 1. ABTR instead allows A, to gener-
ate a heuristic messageand a reordering can be issuedwhere
A, gets the highest priority. A, can proposeb= 2 and the
solution is found immediately.

AWC can reorder values and this can allow for solving
DisPrivCSPs that are abandoned with ABTR, such as:
CSP(A1)=fajbja2 f0; 1;2; 3g;a=b;aé 2;priva, (2)= 4,V=3g
CSP(A2)=fhajb2f1;2;3g;a=b;a6 1;ja W62;priva,(1)=4;

V=39

[m]

In the previous proof we did consider that agerts
in ABTR stubbornly stick to the initial order on their
values. Clearly, the ABTR protocol can easily be ex-
tended to allow the agerts to usestrategieswhere they
can choosevaluesin a wiser way. It remains an open
guestion whether such strategiescan solve all the prob-
lemsthat can be solved with AWC.

The protocol combining DMA C with the reorder-
ing of ABTR is called Multiply Asynchronous Seard
(MAS). It canbe noted that no algorithm hasbeenyet
described that would combine DMA C-ABT with the
reordering of ABTR (DMA C-ABTR).

Prop osition 13 MAS DMAC.

Pro of.  This relation is similar to the one at Proposi-
tion 10. o

It is obvious that ABTR cannot be looserthan MAS
since MAS can enmulate ABTR. Howewer, we have not
yet succeededn designing DisPrivCSP examplesthat
can be solved by MAS and cannot be solved by ABTR,
such that the relationship betweenthesetwo algorithms
remains an open question.

4.3. SUMMAR Y OF DISTRIBUTED
SEAR CH PR OTOCOLS

In Figure 2 we give a global image of the afore-
mertioned results in the comparison of protocols for
DisPrivCSPs.  Sewral very recert protocols (e.g.
[BMMO1, MRO1]) are not yet analyzed. Some proto-
cols(e.g.[SGM9€Q)) initially designedfor problemswith-
out privacy could alsobe studied in the future from the
point of view of DisPrivCSPs.

The relation is transitive (Proposition 2) and
therefore, seweral additional relations can be inferred
from the proven ones. Some questions remain open,
e.g. the relation between ABTR, AWC, and AAS or
DMA C-ABT.

Figure 2: Dashedlines with arrows at both sidesshow pro-
tocols proven to be incomparable with the relation looser.
For lines with one arrow, the arrows point towards looser
protocols. The relation is transitiv e.

5. SECURE PROTOCOLS Vs.
DISTRIBUTED SEAR CH

In the previous sectionswe have seense\eral seart
protocolsfor solving distributed CSPs. One of the main
motivations behind DisCSPsis the privacy that they of-
fer. In the Background sectionwe have rst introduced
securemulti-part y computations, the main competitor
for distributed seard.

Before closing this report, we will discusssomeof the
trade-o s betweenthe two techniques. Clearly, eat of
them is appropriate for a dierent type of problems,
while for someproblem the choice can be di cult.

Secureprotocols have the main advantage that it is
probable that they lead the computation without any
privacy loss, other than the o cial result. In contrast,
distributed protocolsby their nature divulge additional
constraints and values (except when the rst cheded
tuple is a solution).

Secure protocols lead to deterministic results that
depend only on the initial description of the problem
and strategies [Yao83, and of the way the distribu-
tion/shuing is done. The result in distributed seart
isin uenced by agert strategies,network load, divulged
information.

Distributed seard hasthe advantagethat in any mo-
ment, an agert knows and enforcesan upper bound of
how much information it may have divulged. In typical
secureprotocols, there is no way for an agert to know
that any privacy was actually saved.

Distributed seart ts well human-madine interac-
tion, while secure protocols are cryptic and are only
appropriate for purely machine-basedproblem solving.

Distributed seart seemsable to accommalated eas-
ily to very dynamic problemslike the onein [JTZSO0Q].

Overall, we think that distributed seard can be pre-
ferred when the participants are not trusted enoughfor
the available cryptographic protocolsto be secure(e.g.



for numeric constraints or techniques from [CCD88a,
BOGWS88]), or when the agerts strongly needto make
sure that the upper bound of the divulged information

is lower than a threshold. They are alsopreferred when
the size of the problems s su cien tly small such that
'secure protocols' based on intractabilit y assumptions
aretoo insecure. Secureprotocolsare preferredin most
other casesespecially whenit is very important to nd

a solution and the global problem is suspected to be
very di cult sud that almost everything would be re-
vealedwith distributed seard.

6. CONCLUSIONS

While many distributed protocols have been devel-
opedrecertly for copingwith privacy, no existing formal
framework allows to go beyond questionableclaims. In
this article we proposea framework called Distributed
Private Constraint Satisfaction Problems (DisPrivC-
SPs), related with the work in [FMWO1]. This frame-
work modelsthe privacy lossfor individual revelations.
It alsomodelsthe e ect of the privacy lossby assuming
that agens are determined to abandonwhen the incre-
mental privacy lossovercomesthe expected gains from
cooperation. Applications of such protocols have been
recertly described in [FMWO1]. The newly introduced
framework is supported by shaving how seweral exist-
ing protocols behave and compare against eat other
within the new de nitions. Several relations remain to
be discovered. Obsenations made during this analysis
can direct usersin choosing good strategies for their
agerts [Sil02].
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